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PREFACE

The International Symposium on Digital Forensics and Security (ISDFS) aims to bring together scientists
and experts working predominantly in areas such as cybersecurity, digital forensics, artificial intelligence,
machine learning, cryptography, and related fields. The aim is to facilitate mutual exchange of ideas and
foster collaborative research through the networks established among the participants. This event is not
limited to the aforementioned topics but also addresses other information technology-related subjects,
taking into account technological advancements.

Particularly over the past decade, the prevalence of cyberattacks, various forms of fraud, and the misuse
of Al capabilities in the digital world have significantly increased the relevance and value of ISDFS. While
these technological developments offer numerous conveniences, they unfortunately also give rise to
many ethical issues.

The ISDFS conference was first held in 2013 at Firat University in Turkey. Subsequent editions took place
at Sam Houston State University in the USA (2014), Gazi University in Turkey (2015), and the University of
Arkansas at Little Rock in the USA (2016). Starting in 2016, papers accepted for ISDFS began being
published in IEEE Xplore, the world’s largest digital library.

In 2017, ISDFS was hosted by the University of Medicine, Pharmacy, Sciences and Technology of Targu
Mures in Romania. The 2018 edition was held in Antalya, Turkey, sponsored by Firat University. In 2019,
it was organized in Portugal at the Instituto Politécnico do Cdvado e do Ave. Due to the COVID-19
pandemic, the 2020 ISDFS was held online from Beirut, Lebanon. The 2021 edition returned to Elazig,
Turkey, hosted again by Firat University, and in 2022, Maltepe University in Istanbul served as the host.

With each passing year, ISDFS has grown larger and more prestigious on a global scale. To further enhance
this positive momentum, it was decided that starting in 2023, ISDFS would primarily be held in the United
States.

The 2023 edition of ISDFS took place at the University of Tennessee at Chattanooga in the United States.
That year marked a turning point, as the IEEE Education Society became a technical sponsor. The 2024
event was held at Trinity University in San Antonio, USA, again with the technical support of the IEEE
Education Society.

ISDFS is conducted under the framework of a consortium, and the institutions involved may vary each
year. However, the Association of Software and Cyber Security of Turkiye, Firat University, Gazi University,
and Sam Houston State University have remained permanent members of the consortium since its
inception.

The 2025 ISDFS conference will be held in Boston, USA, on April 24-25, 2025, hosted by Wentworth
Institute of Technology. Consortium members for the 2025 edition included the IEEE Education Society,
the Association of Software and Cyber Security of Tirkiye, and universities such as Gazi, Hacettepe,
Maltepe, Firat, Ondokuz Mayis, and Yildiz Technical University from Turkey; Sam Houston State, Trinity,
the University of Tennessee at Chattanooga, and Wentworth Institute of Technology from the USA; the
Polytechnic Institute of Cavado and Ave from Portugal; Singidunum University from Serbia; and TELUQ
University from Canada.

Each year, ISDFS has seen an increase in paper submissions. Submissions came from 34 different
countries: Algeria, Australia, Azerbaijan, Bangladesh, Belgium, Brazil, Canada, China, Colombia, Ecuador,
France, Germany, Greece, India, Ireland, Italy, Kazakhstan, Malaysia, Mexico, Morocco, Nigeria, Portugal,
Russia, Qatar, Saudi Arabia, Slovakia, South Africa, Spain, Sri Lanka, Tunisia, Turkiye, UAE, UK, and the US.



The successful execution of a conference requires teamwork. One of the greatest strengths of ISDFS is
that it is organized through a consortium. Therefore, | would first like to thank all consortium members. |
extend my gratitude to the former President of the IEEE Education Society, Prof. Dr. Martin Llamas Nistal;
the current President, Prof. Dr. Arnold Pears; and the IEEE Education Society’s Conference Chair, Prof. Dr.
Diana Andone, for their technical support in organizing the 2025 edition under the IEEE Education Society.

I would like to extend my special thanks to the scholars who have served as reviewers for ISDFS
conferences over the years. | am well aware that they have dedicated a significant amount of time to
thoroughly evaluating the submitted papers.

I also thank Prof. Dr. Cihan Varol and Prof. Dr. Murat Karabatak for their tireless energy and long-standing
support behind the scenes of the ISDFS conference.

Special thanks to Prof. Dr. Ahad Nasab, with whom I've worked closely since 2023 to ensure ISDFS could
be held in the United States, and to Prof. Dr. Hamadou Saliah-Hassane from TELUQ University for his
contributions.

| express my appreciation to the Honorary Committee members and consortium representatives,
including the Rector of Firat University, Prof. Dr. Fahrettin Goktas; the Rector of Maltepe University, Prof.
Dr. Edibe Sozen; the former President of The University of Tennessee, Prof. Dr. Steven R. Angle; and
Provost Prof. Dr. Jerold Hale, for their support.

I am grateful to the President of Wentworth Institute of Technology, Prof. Dr. Mark A. Thomson; Provost
Prof. Dr. Sophia A. Maggelakis; Dean of the School of Computing & Data Science, Prof. Dr. Leonidas
Deligiannidis; and especially to the Assistant. Prof. Dr. Ashar Neyaz, who diligently served as the 2025
ISDFS Chair, along with the entire local team at Wentworth Institute of Technology. Special thanks also go
to the students and administrative staff of the School of Computing & Data Science, whose contributions
were vital to the successful completion of this event.

April 21, 2025

Hf O
Respectfully,

Prof. Dr. Asaf Varol
Founding Chair of ISDFS
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THRUSHNA MATHARASI; ISHA MUKHERJEE; PRIYAM GANGULY; SANJEEV LAKKARAIU
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SAMUEL PASTORIZA; IMAN YOUSFI; CHRISTOPHER REDINO; MARC VUCOVICH; ABDUL RAHMAN; SAL
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ROHIT VENKATA SATYA SAI KUPPILI



https://youtu.be/Nqf8Ns4ErcY
https://youtu.be/Nqf8Ns4ErcY
https://us06web.zoom.us/j/82423283798?pwd=uMidxYJ2d2THisPS3AXRtuS4Bw0wtK.1

PAPER ID 102:

PAPER ID 161:

PAPER ID 197:

PAPER ID 303:

PAPER ID 307:

14:00-15:30

PAPER ID 99:

PAPER ID 120:

PAPER ID 130:

PAPER ID 205:

PAPERID 213:

PAPER ID 305:

14:00-15:30

PAPER ID 135:

PAPER ID 188:

PAPER ID 189:

PAPER ID 190:

PAPER ID191:

PACKERS AND FEATURES: EFFICACY OF STATIC ANALYSIS FOR PACKED LINUX MALWARE

JAYANTHI RAMAMOORTHY; NARASIMHA K SHASHIDHAR; CIHAN VAROL

NIDS USING HIERARCHICAL ATTACK STRUCTURE AND TRANSFORMER

AVINASH KUMAR; NURI ALPEREN KOSE; KUBRA KOSE; HYUK CHO

TOWARDS A UNIQUE USER-CENTRIC SECURITY AND PRIVACY LABEL FOR SOCIAL ROBOTS: A NOVEL RESEARCH
STuDY

ANKUR CHATTOPADHYAY; EZRA FAITH; MOHAMMAD AZHAR; ALEXANDRA LISA; OKSANA PIVEN

CovID INFODEMIC ADVISOR (CIA): AN ONLINE RECOMMENDER FOR CONTENT CONSUMERS & PROVIDERS
ANKUR CHATTOPADHYAY; CHASE MASCHINOT; SETH ADJEI

DEEP LEARNING MODELS FOR MALWARE FAMILY DETECTION

JENNA SNEAD; KRISHNENDU GHOSH

SESSION 06 PRESENTATIONS (CHAIR: DR. HALA STROHMIER)

BEATTY 401 (IN PERSON)

COVERT CHANNELS THROUGH DOCKER IMAGE MANIPULATION

JACOB FRICANO; NICK GEIGEL; DARYL JOHNSON

BEHAVIORAL AND PROPAGATION-BASED ANALYSIS OF APT ATTACKS FOR EFFECTIVE ATTACK ATTRIBUTION
MOHAMMED RAUF ALl KHAN; AHMAD ALMULHEM

FROM SNAP TO EVIDENCE: SNAPCHAT FOOTPRINT ON 10S

VEDANT GUPTA; YUTING ZHANG

A COMPREHENSIVE COMPARATIVE ANALYSIS OF RFID DEVICES SECURITY IN SuPPLY CHAIN GEOFENCING
TECHNOLOGIES

HALA STROHMIER BERRY; BRECKEN MERRILL; MARY ALICE WOOLINGTON; SHAMREEN SHAKIL SHAIKH
CRITICAL FACTORS FOR PRIVACY AND USER RETENTION IN EVENT-BASED SOCIAL MEDIA APPS

HALA STROHMIER BERRY; KEENAN GOLSTON; AUTUMN HURLEY; JADON OTT; JULIAN WARD

MUFFINS VS. CHIHUAHUAS REVISITED: EXPLORING ZERO-SHOT AND FEW-SHOT CLIP-BASED METHODS FOR SIMILAR
OBJECT CLASSIFICATION

GORDEY DANILOCHKIN; FEDIR ENSARY; EVA TUBA

WAPAIS-2025 WORKSHOP SESSION (DR. NUNO ALBERTO FERREIRA LOPES)

(ONLINE SESSION)

SPEED AS AN INSTRUMENT: EXPLOITING TIME-SCALE MODIFICATION FOR ADVERSARIAL ATTACKS AND
DEFENSES IN SPEAKER RECOGNITION SYSTEMS

UMANG PATEL; SHRUTI BHILARE; AVIK HATI

FEATURE SELECTION AND XGBOOST FOR ENHANCED INTRUSION DETECTION: A COMPARATIVE STUDY ACROSS

BENCHMARK DATASETS

PAULO TEIXEIRA; PEDRO FERREIRA; JOAQUIM SILVA; ENMANUEL MARTINS

COMPARING TRADITIONAL HACKING TOOLS AND Al DRIVEN ALTERNATIVES

RuI FERNANDES; NUNO LOPES; JOAQUIM GONGALVES; JOHN COSGROVE

NETWORK INTRUSION DETECTION SYSTEM BASED ON MULTIPLE DATASETS: MACHINE LEARNING APPROACHES
PATRICIA ISABEL SOUSA TRINDADE DA LEITE; ANDRE ARAUJO; DAVID RODRIGUES; JOAQUIM GONGALVES
EVALUATING SPAM DETECTION TECHNIQUES: A COMPARISON OF TF-IDF AND SENTENCE EMBEDDINGS WITH
MACHINE LEARNING MODELS

PATRICIA ISABEL SOUSA TRINDADE DA LEITE; OSCAR RIBEIRO; BRUNO SILVA

Xl


https://videoconf-colibri.zoom.us/j/91429866488?pwd=cabSRRr6FfVM2X1CtlhxJ8BWQ3cjcx.1
https://videoconf-colibri.zoom.us/j/91429866488?pwd=cabSRRr6FfVM2X1CtlhxJ8BWQ3cjcx.1

PAPER ID194:

PAPER ID 195:

PAPER ID 198:

PAPER ID 235:

UNLOCKING STUDENT SUCCESS: APPLYING MACHINE LEARNING FOR PREDICTING STUDENT DROPOUT IN
HIGHER EDUCATION

MARGORIE PEREZ; DANNY NAVARRETE; MARIA BALDEON-CALISTO; YUVINNE GUERRERO; ANDRE SARMIENTO
FOUNDATION MODELS FOR MEDICAL IMAGE SEGMENTATION: A LITERATURE REVIEW

SAID BERREZUETA; MARIA BALDEON-CALISTO; DANNY NAVARRETE; NOEL PEREZ-PEREZ; RICARDO FLORES-
MOYANO; DANIEL RIOFRIO; DIEGO BENITEZ

A COMPARISON OF SUPERVISED LEARNING IMIODELS ON DISTINCT DATASETS FOR MALWARE DETECTION
MARIANA CARVALHO; DANIEL FERNANDES; OSCAR RIBEIRO; NUNO LOPES

10T CYBERATTACK DETECTION VIA FOG COMPUTING AND MULTILAYER PERCEPTRON NEURAL NETWORKS
MARTINEZ GONZALEZ, BRANLY ALBERTO*; PEREZ SEVILLA, MALENA; RINCON ARANGO, JAIME ANDRES; URDA
MuRo0z, DANIEL

15:30-16:00 COFFEE BREAK

16:00-18:00

PAPER ID 36:

PAPER ID 61:

PAPER ID 78:

PAPER ID 79:

PAPER ID 155:

PAPERID 171:

PAPER ID 200:

16:00-18:00

PAPERID 17:

PAPER ID 32:

PAPER ID 48:

SESSION 07 PRESENTATIONS (CHAIR: DR. EBRU CANKAYA)
BEATTY 419 (IN PERSON)

A FRAMEWORK TO AUTOMATE THE DIGITAL FORENSICS PIPELINE OF ELECTRON-BASED SOCIAL MEDIA
APPLICATIONS

KHUSHI GUPTA; PHANI LANKA; CIHAN VAROL

SCALABLE AND ETHICAL INSIDER THREAT DETECTION THROUGH DATA SYNTHESIS AND ANALYSIS BY LLMS
HAYWOOD GELMAN; JOHN HASTINGS

ASSESSING THE USABILITY OF AN Al-POWERED MOBILE APP ON STUDENT ENGAGEMENT IN REMOTE FIELD
ACTIVITIES

CHENNAIAH MADDURI; RANITA GANGULY; DISHANT BANGA

USING MACHINE LEARNING TECHNIQUES TO ADDRESS IOT FORENSICS CHALLENGES

BOITUMELO NKWE; MICHAEL KYOBE

CLOUD SERVICE ANALYSIS FROM THE SECURITY PRINCIPLES PERSPECTIVE

OLGA DYE; EBRU CANKAYA

EXTENDED ABSTRACT: LIGHT-WEIGHT LONG MUTUAL EXCLUSION ALGORITHM FOR ARBITRARY GRAPHS
MEHMET KARAATA; AISHA DABEES

SECURING BLOCKCHAIN-BASED E-VOTING THROUGH SHAMIR’S SECRET SHARING OVER ETHEREUM

Luis RIVERA*; JAMES JONES

SESSION 08 PRESENTATIONS (CHAIR: DR. EVA TUBA)

BEATTY 426 (ONLINE)

HARDWARE PERFORMANCE EVALUATION OF FREEWARE ETL TOOLS

ASAF VAROL; TUGBA ELMAS; ADRIEN CHARDON FABIAN; CIHAN VAROL

CHAOTIC TIME SERIES FORECASTING OPTIMISATION BASED ON HYBRID PSO ALGORITHM
DING WANG

DETECTION OF DYNAMIC CODE LOADING IN ANDROID

MEGHA GOPAKUMAR; SARANYA CHANDRAN

Xl


https://us06web.zoom.us/j/82423283798?pwd=uMidxYJ2d2THisPS3AXRtuS4Bw0wtK.1

PAPER ID 59:

PAPER ID 80:

PAPERID 94:

PAPER ID 96:

PAPER ID 103:

PAPER ID 240:

PAPER ID 262:

16:00-18:00

PAPER ID 18:

PAPER ID 63:

PAPER ID 123:

PAPER ID 129:

PAPERID 132:

PAPER ID 169:

PAPER ID 201:

PAPER ID 245:

PAPER ID 247:

SOURCE IDENTIFICATION OF DEEPFAKE VIDEOS IN SOCIAL MEDIA-LIKE NETWORKS USING CENTRALITY
MEASURES

ARYAN KUMAR; ANOUSHKA V; BHARATH RAJA; ASHLIN FURTADO; SAPNA V.M; PRASAD HONNAVALLI
ADVANCING IOMT SECURITY WITH PRIVACY-PRESERVING FEDERATED LEARNING TECHNIQUES

MAUREL KOUEKAM; FADOUA KHENNOU

THE IMPORTANCE OF DARK WEB ACCESS IN CYBER THREAT INTELLIGENCE

VICTOR OB0OJO*; RICHARD IKUESAN; ABDULKABIR ADEKANYE; ELIAS IORTOM

ADVERSARIAL RETRAINING AND WHITE-BOX ATTACKS FOR ROBUST MALWARE DETECTION

HAJAR OUAZzA; FADOUA KHENNOU; ABDERRAHIM ABDELLAOUI

MULTI-STAGE ATTACK TRAFFIC DETECTION USING SELF-SUPERVISED LEARNING

NASREDDINE ABDELLI; TAHER KECHADI; ABDELKAMEL TARI

SURF: SEQUENTIAL UNDERSAMPLING-REFINEMENT FRAMEWORK FOR TWO-STAGE ANOMALY DETECTION
PRANAV GODA NARAHARI; OMKAR KULKARNI; ANNA SINGH; SATHYA PRASAD

DEBATE-DRIVEN MULTI-AGENT LLMS FOR PHISHING EMAIL DETECTION

NGOC TUONG VY NGUYEN; FELIX D CHILDRESS; YUNTING YIN

SESSION 09 PRESENTATIONS (CHAIR: LECTURER MUHAMMAD IRFAN)

BeATTY 401 (ONLINE)

RECONCILING SAFETY AND PRIVACY: A SYSTEMATIC REVIEW OF MODERATION IN END-TO-END ENCRYPTED
MESSAGING

CHAITANYA RAHALKAR; ANUSHKA VIRGAONKAR

ENSURING PRIVACY IN THE LABOUR MIARKET: TOWARDS FULL COMPLIANCE WITH LGPD AND GDPR

HEBERT SILVA; ALDREY PEDRAZOLI; SERGIO NASCIMENTO; REGINA MORAES

ADVANCED PRIVACY AND SECURITY TECHNIQUES IN FEDERATED LEARNING AGAINST SOPHISTICATED ATTACKS
HARIPRASAD HOLLA; ARUN AMBIKA SASIKUMAR; CHANDU GUTTI; KARTHIK THUMULA; HEMANTH GOGINENI
INVESTIGATING NOSQL INJECTION ATTACKS ON MONGODB WEB APPLICATIONS

HARDI MATHOLIA; OLUWASOLA MARY ADEDAYO

MIGRATING TRADITIONAL APPLICATIONS TO CLOUD-NATIVE DEVOPS: A FRAMEWORK FOR SUCCESSFUL CLOUD
MIGRATION AND MODERNIZATION

NEHA SURENDRANATH; SAI ANNAMAIAH BASAVA RAJU; RANITA GANGULY

AUTOBNB: MULTI-AGENT INCIDENT RESPONSE WITH LARGE LANGUAGE MODELS

ZEFANG LIu

INSIDER THREAT PATTERN DETECTION USING DEEP LEARNING TO EVALUATE CYBER VALUE AT RisK (CVAR)
PRASHANT VAJPAYEE; CHITTAL KARUPPIAH; GAHANGIR HOSSAIN

EXTENT OF AN ATTACK IN AN ATTACK GRAPH: METHOD TO EVALUATE EVIDENCE SET

MUKESH YADAV; PETER HAWRYLAK MUKESH YADAV; PETER HAWRYLAK

LEVERAGING FEATURE ENGINEERING AND MACHINE LEARNING FOR INTERNET OF THINGS (10T) CYBERATTACK
DETECTION: A SCALABLE APPROACH

ARAFAT ASIM; PETER J. HAWRYLAK

19:00-21:00 GALA DINNER - WATSON AUDITORIUM

Xl


https://us05web.zoom.us/j/88633560102?pwd=bzyVwRHqb0GStanno9bBkM7fjV2eSX.1

09:00-11:00

PAPER ID 44:

PAPER ID 89:

PAPER ID 91:

PAPER ID 98:

PAPER ID 108:

PAPERID 173:

PAPER ID 256:

09:00-11:00

PAPER ID 35:

PAPER ID 39:

PAPER ID 71:

PAPER ID 109:

PAPER ID 124:

PAPERID 172:

PAPER ID 176:

APRIL 25, 2025 (FRIDAY)

SESSION 10 PRESENTATIONS (CHAIR: DR. ASHAR NEYAZ)

BEATTY 419 (IN PERSON)

COMPARING UNIDIRECTIONAL, BIDIRECTIONAL, AND WORD2VEC MODELS FOR DISCOVERING VULNERABILITIES
IN COMPILED LIFTED CODE

GARY MICCULLY; JOHN HASTINGS; SHENGIIE XU; ADAM FORTIER

ENHANCING PHISHING WEBSITE DETECTION WITH MACHINE LEARNING ALGORITHMS

WEIIE PANG; AYRTON DIPINA; ASHAR NEYAZ

A NOVEL MULTI-SCALE SPECTRAL-GUIDED GRAPH ATTENTION NETWORK FOR DEEPFAKE VIDEO DETECTION
MUHAMMAD IRFAN; MYUNG LEE; MUHAMMAD IRFAN; ASHAR NEYAZ; DAIKI NOBAYASHI

APT-LLM: EMBEDDING-BASED ANOMALY DETECTION OF CYBER ADVANCED PERSISTENT THREATS USING LARGE
LANGUAGE MODELS.

SIDAHMED BENABDERRAHMANE; PETKO VALTCHEV; JAMES CHENEY; TALAL RAHWAN

HARMONIZED DATA DRIVE: STANDARDIZING AND UNIFYING SMART CAR INFORMATION STORAGE FOR
ENHANCED FORENSICS AND INTEROPERABILITY

HOSSEIN JAMALI; JOSH WATSON; SERGIU DASCALU; FREDERICK HARRIS, JR.

ENHANCING INTRUSION DETECTION IN INDUSTRIAL CONTROL SYSTEMS: AN ADAPTIVE PROTOCOL-AGNOSTIC
APPROACH

JACKSON NUNNELEE; PHILIP RAHAL; ALEX HOWE; MAURICIO PAPA

A BEHAVIORAL ANALYSIS OF RANSOMWARE IN ACTIVE DIRECTORY: A CASE STUDY OF BLACKMATTER, CONTI,
LOCKBIT, AND MIDNIGHT

PRAJNA BHANDARY; CHARLES NICHOLAS

SESSION 11 PRESENTATIONS (CHAIR: DR. MUSTAFA ULAS)

BEATTY 426 (ONLINE)

FIRM-OT: A METHODOLOGY FOR CYBERSECURITY FORENSICS AND INCIDENT RESPONSE IN OT

HEBERT SILVA; THIAGO GONCALVES; DIRCEU LIPPI

DETECTGNN: HARNESSING GRAPH NEURAL NETWORKS FOR ENHANCED FRAUD DETECTION IN CREDIT CARD
TRANSACTIONS

IRIN SULTANA; SYED MUSTAVI MAHEEN; NARESH KSHETRI; MID NASIM FARDOUS ZIM

LEGAL & ETHICAL IMPLICATIONS OF PREDICTIVE DIGITAL TECHNIQUES IN THE JUDICIAL CRIMINAL PROCEEDINGS
GRAZIA GARZO; ALESSANDRO PALUMBO

EVALUATING MACHINE LEARNING ALGORITHMS FOR ENHANCING NETWORK INTRUSION DETECTION SYSTEMS:

A COMPARATIVE STUDY

GUNAY ABDIYEVA-ALIYEVA; NAILA ALLAKHVERDIYEVA; NIHAD ALILI; ILKIN BALAZADE

PRIVACY-PRESERVING SECRET SHARING USING FULLY HOMOMORPHIC ENCRYPTION

AHMAT DAOUDA; ADOUM YOUSSOUF; ABDRAMANE ISSA OUMAR

EXPLORING THE POTENTIAL OF DEEPSEEK-R1 MODEL IN TRANSFORMING HEALTHCARE SOLUTIONS: AN
OVERVIEW

MUHAMMAD RAHEEL RAZA; SHAHBAZ AHMED; FAHAD AHMED KHOKHAR; ASAF VAROL

LEXCHAIN: A BLOCKCHAIN-BASED SOLUTION TO SAFEGUARD ELECTRONIC EVIDENCE IN LEGAL SYSTEMS

NEHA ADHIKARI; MANAN CHHAJED; DIVYA RAICHURA; PRASENJIT BHAVATHANKAR

XV


https://youtu.be/kmEe_19nyhA
https://us06web.zoom.us/J/82423283798?PWD=UM%C4%B0DXYJ2D2TH%C4%B0SPS3AXRTUS4BW0WTK.1

PAPER ID 264:

PAPER ID 283:

09:00-11:00

PAPER ID 24:

PAPER ID 28:

PAPER ID 29:

PAPER ID 31:

PAPER ID 34:

PAPERID 112:

09:00-11:00

TITLE:

11:00-11:15

11:15-12:30

PAPER ID 38:

PAPER ID 92:

PAPERID 131:

To SEE OR NOT To SEE: A PRIVACY THREAT MODEL FOR DIGITAL FORENSICS IN CRIME INVESTIGATION
MARIO RACITI; SIMONE DI MAURO; DIMITRI VAN LANDUYT; GIAMPAOLO BELLA
HUMAN-IN-THE-LOOP: LEGAL KNOWLEDGE FORMALIZATION IN ATTEMPTO CONTROLLED ENGLISH
GRAZIA GARZO; ALESSANDRO PALUMBO

SESSION 12 (VGSC-2025 WORKSHOP) (CHAIR: DR. AHMET FURKAN AYDOGAN)

BEATTY 401 (ONLINE)

MULTI-AGENT DEEP Q-NETWORK BASED ANT COLONY OPTIMIZATION FOR ADVANCED NETWORK INTRUSION
DETECTION

AMANI BACHA; FARAH BARIKA; OLFA BELKAHLA

INTRUSION DETECTION SYSTEM BASED ON MACHINE LEARNING ALGORITHMS IN THE NG-UNO AD HoC
NETWORK

ABDOUL AZIZ BOUBACAR TAWAYE; MAHAMADOU ISSOUFOU TIADO; BOUKAR ABATCHIA NICOLAS
MULTI-OBJECTIVE TASK SCHEDULING IN FOG-CLOUD ENVIRONMENTS: LS-NSGAIl OPTIMIZATION AND
BLOCKCHAIN INTEGRATION FOR ENHANCED SECURITY AND EFFICIENCY

MOHSEN AYDI; HOUSSEM EDDINE NOURI; OLFA BELKAHLA DRISS

ENHANCING ONLINE LABORATORIES' SECURITY THROUGH THE USE OF RFID TECHNOLOGY

LUIS FELIPE ZAPATA RIVERA; CATALINA ARANZAZU-SUESCUN; MICHAEL STALFORD

ADVANCED DDOS DETECTION IN ONLINE LEARNING ENVIRONMENTS

AMINE BERQIA; OUSSAMA ISMAILI; MANAR CHAHBI; HABIBA Boulls

ENHANCING THE DIGITAL FORENSICS PRESENTATION PHASE THROUGH IMMERSIVE VIRTUAL REALITY TRAINING
ENVIRONMENTS

CHUKWUEMEKA IHEKWEAZU; CHIAMAKA FEMI-ADEYINKA; KHUSHI GUPTA; NAOMI AGHADO; PAT KO

WDIAA-2025 WORKSHOP SESSION (CHAIR: DR. SERKAN VAROL)
ONLINE SESSION

DATA INSIGHT AND ANALYTICS WITH ALTERYX

COFFEE BREAK

SESSION 13 PRESENTATIONS (CHAIR: DR. HALA STROHMIER)

BEATTY 419 (IN PERSON)

A DIGITAL FORENSIC ANALYSIS OF WHATSAPP ARTIFACTS IN WINDOWS 11 OPERATING SYSTEM USING
MICROSOFT EDGE

TIMOTHY LARYEA; ANWAH PASCAL; TAHIR KHAN M.

DIGITAL FORENSICS ANALYSIS OF IMAZING PHONE EXPLORER TOOL TO AID MOBILE FORENSICS INVESTIGATION
ASHAR NEYAZ; AVINASH KUMAR; BINGYU Liu

MACHINE LEARNING APPROACHES FOR CLASSIFYING ENCRYPTED FILES

RAZAQ JINAD

XV


https://us05web.zoom.us/j/88633560102?pwd=bzyVwRHqb0GStanno9bBkM7fjV2eSX.1
https://tennessee.zoom.us/j/82032968568

PAPER ID 199:

PAPER ID 261:

PAPER ID 295:

11:00-12:30

PAPER ID 83:

PAPERID 119:

PAPER ID 156:

PAPER ID 183:

PAPER ID 226:

PAPER ID 250:

PAPER ID 263:

11:15-12:30

PAPER ID 97:

PAPER ID 118:

PAPER ID 143:

PAPER ID 164:

EDGE-FOCUSED TEMPORAL GRAPH AUTOENCODERS FOR ANOMALOUS LINK PREDICTION IN OT NETWORKS
ALEX HOWE; MAURICIO PAPA

ROMANCE SCAM VICTIMIZATION: A SURVEY-BASED EXAMINATION OF FINANCIAL, PSYCHOLOGICAL, AND
REPORTING FACTORS

LD HERRERA

MALWARE EXPLOITATION AND VULNERABILITY ASSESSMENT OF CVE-2024-38063 IN WINDOWS 10 AND 11
IN ACADEMIC NETWORKS CYBERSECURITY

HALA STROHMIER; NICHOLAS MARONEY; JONATHAN GALBRAITH; BRYCE SULLIVAN

SESSION 14 PRESENTATIONS (CHAIR: DR. WEIIE PANG)

BEATTY 426 (ONLINE)

MEMLOL: MEMORY-BASED LOLBINS DATASET FOR FILELESS MALWARE DETECTION

SHUNMIKA CHIDAMBARAM; SWAPNA M. P.

Focus: A ONE-Vs-ALL RESOLUTION STRATEGY FOR TEMPORAL METADATA ANALYSIS

MICHAEL TODD; GILBERT PETERSON

CosT-OPTIMIZED CLOUD SCHEDULING FOR ETL AND BIG DATA USING Al

CHAITANYA REDDY KRISHNAMA; RAGHAVENDER PUCHHAKAYALA; SUDARSHAN KOTHA; FAIZ GOURI

ANOMALY DETECTION IN METAVERSE HEALTHCARE FOR 6G-ENABLED INTERNET OF THINGS: AN APPROACH
BASED ON FEATURE SELECTION

OMAR FARSHAD JEELANI

A ZERO TRUST FRAMEWORK WITH AI-DRIVEN IDENTITY AND INTRUSION DETECTION FOR MULTI-CLOUD MLOPS
HNV

SAI MURALI KRISHNA TUNGALA; GANAPATHI YELESWARAPU; SRIDHAR KUMAR IRUJOLLA; MAHESH SHIVNATRI

LEVERAGING FEATURE SELECTION AND DEEP LEARNING FOR ACCURATE MALWARE AND RANSOMWARE
DETECTION IN PE FILES

REBECCA KIPANGA; FADOUA KHENNOU

AUTOMATED STATIC ANALYSIS OF LINUX ELF MALWARE: FRAMEWORK AND APPLICATION

JAYANTHI RAMAMOORTHY; NARASIMHA K SHASHIDHAR; CIHAN VAROL

SESSION 15 PRESENTATIONS (CHAIR: DR. CIHAN VAROL)

BeEATTY 401 (ONLINE)

ON THE APPLICATION OF FUNDAMENTAL CLUSTERING METHODS TO LARGE-SCALE CYBER SECURITY LOG

CLASSIFICATION

MIHAI LAZARESCU; SIE TENG SOH; JET LE; REZA RYAN; PENG CAl

CUSTOMER PERSONALITY ANALYSIS USING MACHINE LEARNING WITH EXPLAINABLE Al

DIN MOHAMMAD DOHAN; NAHEYAN PROTTUSH; ASHIQ UL ISLAM SAJID; SUDIPTA MONDAL; SUMAYA BINTE
ZILANI CHOYA; GOLAM RABIUL ALAM

DEVELOPMENT OF A TWO-STAGE STEGANOGRAPHY METHOD

ZHANAT SAUKHANOVA; SAYAT RAYKUL; ALTYNBEK SHARIPBAY; GULMIRA SHAKHMETOVA; ALIBEK BARLYBAYEV;
ALTAY KHASSENOV

POWERSHELL PROXY-AWARE INTERCOMMUNICATION AND MANIPULATION

JEAN ROSEMOND DORA; LADISLAV HLUCHY

XVI


https://us06web.zoom.us/J/82423283798?PWD=UM%C4%B0DXYJ2D2TH%C4%B0SPS3AXRTUS4BW0WTK.1
https://us05web.zoom.us/j/88633560102?pwd=bzyVwRHqb0GStanno9bBkM7fjV2eSX.1

PAPER ID 209:

PAPER ID 237:

PAPER ID 241:

PAPER ID 313:

PAPER ID 320:

ASSESSCICA: ASSESSING AND MITIGATING FINANCIAL LOSSES FROM CYBER ATTACKS WITH ROLE OF CYBER
INSURANCE IN POST-PANDEMIC ERA

ASURA AKTER SUNNA; TANZINA SULTANA; NARESH KSHETRI; MOHAMMED MAJBAH UDDIN

MERGING ATTACK TREES AND MITRE ATTACK & CHECK TACTICS FOR MORE EFFECTIVE ATTACK MODELING
NATALIJA VLAJIC; MELINA NAJIMI; MILOS STOJADINOVIC

CLIP-BASED MULTI-LABEL CLASSIFICATION METHODS: A COMPARATIVE STUDY

YAGMUR AKTAS; JORGE GARCIA CASTANO

ALMIQANAAS T — A CRIME SCENE EVIDENCE DETECTOR

THANGAVEL MURUGAN; FOTOON KHALIFAH ABDULLAH; GHALYA SALEM ALMEHRZI; EIMAN MOHAMED
ALSEREIDI; AISHA ALDAHMANI; EIMAN MUBARAK ALAHBABI; NASURUDEEN AHAMED N

ACADEMIC FRAUD DETECTION IN ONLINE EXAMS WITH DNN’S MULTILAYER MODEL

BAHADDIN ERDEM

12:30-14:00 LUNCH AND CLOSING REMARKS (WATSON AUDITORIUM)

SESSION 17

PAPER ID 12:

PAPERID 13:

PAPER ID 50:

PAPER ID 57:

PAPER ID 62:

PAPER ID 67:

PAPER ID 88:

PAPER ID 95:

PAPER ID 105:

PAPER ID 106:

PAPER ID 107:

OFF-LINE VIDEO PRESENTATIONS (CLICK FOR ACCESS THE PRESENTATIONS)

INTERNET OF THINGS (IOT) FORENSICS: CHIP-OFF FORENSICS

TANVEER ZIA; MUNIRAH ALJUWAIR; EMAD-UL-HAQ QAZI

ADVANCEMENTS AND CHALLENGES IN Al-POWERED HONEYPOTS: A COMPARATIVE STUDY OF DETECTION,
ENGAGEMENT AND ETHICAL IMPLICATIONS

ANIL SEZGIN; GURKAN OZKAN; AYTUG BOYACI

LEVERAGING LARGE LANGUAGE MODELS IN SOFTWARE TESTING: A REVIEW OF APPLICATIONS AND
CHALLENGES

ANIL SEZGIN; GURKAN OzKAN; ESRA COSGUN

THE RELATIONSHIP BETWEEN SECONDARY SCHOOL STUDENTS’ DIGITAL GAME ADDICTIONS AND THEIR
RESPONSIBILITIES TOWARD LEARNING

AYSENUR KULOGLU; FULYA GORKEM ORHAN

QUANTIZED HYBRID PRIVACY PRESERVING APPROACH FOR FEDERATED LEARNING WITH FLOWER FRAMEWORK
FIROz KHAN*; C SAI VARUN; BALAMURUGAN BALUSAMY; JEEVANANDAM JOTHEESWARAN

AUTOMATED THREAT DETECTION IN THE DARK WEB: A MULTI-MODEL NLP APPROACH

ABHAY KAMATH; ADITYA JOSHI; ADITYA SHARMA; NIKHIL SHETTY; LENISH PRAMIEE
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ABSTRACTS

Paper ID 1

ILLUMINATED SECRETS: EXPLOITING DISPLAY BRIGHTNESS FOR OUT-OF-BAND OPTICAL COVERT
COMMUNICATION

Virguens Honorius (Sam Houston State University)*; Cihan Varol (Sam Houston State University)

In recent years, covert communication techniques have gained increased attention due to their potential to bypass
traditional security measures. While many existing methods have focused on network-based exfiltration, this paper
explores a novel approach that leverages a device's display brightness as an out-of-band optical covert communication
channel. By utilizing native system tools such as PowerShell and Windows Management Instrumentation (WMI), we
demonstrate how brightness modulation can be exploited to covertly transmit data. This method mimics common visual
anomalies, such as screen flickering or cable malfunctions, allowing the data transmission to go unnoticed. Unlike
traditional approaches, our technique requires no external plugins or libraries, making it highly adaptable and difficult
to detect. Experimental results demonstrate its effectiveness in real-world scenarios, highlighting the method's potential.

Paper ID 2

IMPLEMENTATION OF DEVICE-TO-DEVICE AUTHENTICATION WITH MIDDLEWARE BROKER SYSTEM
FOR SECURE SMART HOMES

Mohamad Khairi Ishak (Ajman University)*; Zainatul Yushaniza Mohamed Yusoff (Universiti Sains Malaysia); Lukman AB
Rahim (Universiti Teknologi Petronas); Khalid Ammar (Ajman University)

In recent years, the Internet of Things (10T) has advanced rapidly, creating a solid foundation for the emergence
of smart homes. These innovative homes offer many benefits, including convenience and comfort, but they also come
with significant security risks that could endanger people’s lives and property. To address these concerns, extensive
research has been carried out on the vulnerabilities of l10T-enabled smart homes. However, current solutions for device
authentication in smart homes often rely on centralized authentication servers, which can become single points of failure
and are prone to various cyber-attacks. As technology continues to evolve, the trend is shifting towards autonomous
device authentication, which makes device-to-device (D2D) authentication a critical component of smart home
infrastructures. To this end, a middleware broker system has been proposed to support D2D authentication in smart
homes. This system allows two intelligent devices to authenticate through a home gateway, providing an additional
layer of security. The study has shown that the middleware broker system significantly enhances energy efficiency in
authentication processes, with potential energy savings of up to 80.60%.

Paper ID 5

FSCsecC: COLLABORATION IN FINANCIAL SECTOR CYBERSECURITY - EXPLORING THE IMPACT OF
RESOURCE SHARING ON IT SECURITY

Sayed Abu Sayeed (Florida Atlantic University); Mir Mehedi Rahman (Emporia State University); Samiul Alam (University of
South Alabama); Naresh Kshetri (Rochester Institute of Technology)

The financial sector's dependence on digital infrastructure increases its vulnerability to cybersecurity threats, requiring
strong IT security protocols with other entities. This collaboration, however, is often identified as the most vulnerable
link in the chain of cybersecurity. Adopting both symbolic and substantive measures lessens the impact of IT security
spending on decreasing the frequency of data security breaches in the long run. The Protection Motivation Theory
clarifies actions triggered by data sharing with other organizations, and the Institutional theory aids in comprehending
the intricate relationship between transparency and organizational conduct. We investigate how things like regulatory
pressure, teamwork among institutions, and people's motivations to protect themselves influence cybersecurity. By
using simple theories to understand these factors, this research aims to provide insights that can help financial



institutions make better decisions to protect. We have also included the discussion, conclusion, and future directions in
regard to collaboration in financial sector cybersecurity for exploring impact of resource sharing.

Paper ID 6

DATALDA: ANALYZING DATA QUALITY IN BIG DATA USING TRADITIONAL APPROACHES VS. LATENT
DIRICHLET ALLOCATION - SYSTEMATIC REVIEW

Sayed Abu Sayeed (Florida Atlantic University); Naresh Kshetri (UMSL)*; Mir Mehedi Rahman (Emporia State University);
Samiul Alam (University of South Alabama); Abdur Rahman (Emporia State University)

Big data quality is all about ensuring that the huge amounts of data are accurate, reliable, and useful. It is important
because decisions made based on this data can affect many things, like business strategies, customer experiences, and
even public policies. Many researchers are studying data quality in the context of big data. This study aims to analyze
the research trends and patterns within the domain of big data quality. This method reveals hidden themes in large
datasets, helping to understand data quality better. The findings show that Latent Dirichlet Allocation (LDA) is effective
for topic modeling in big data, highlighting data quality challenges and opportunities. The research identified key trends
and effective assessment methods. For researchers, using LDA in a systematic review helps summarize existing studies
and find gaps, guiding future research. Practitioners and future researchers get useful direction for managing data
quality and improving efficiency and decisions in various industries.

Paper ID 12

INTERNET OF THINGS (10T) FORENSICS: CHIP-OFF FORENSICS

Tanveer Zia (University of Notre Dame Australia)*; Munirah Aljuwair (Naif Arab University for Security Sciences); Emad-ul-Haq
Qazi (Naif Arab University for Security Sciences)

10T devices have become the preferred choice for many people nowadays. As a result, new techniques for conducting
cybercrimes through these devices are emerging. This research paper has discussed the challenges that investigators
may face when dealing with these devices and provides a comprehensive literature review of proposed solutions
published in the field. On the other hand, investigating chips involves multiple challenges that investigators need to
recognize and address. The motivation for conducting this research arises from the scarcity of existing papers that
critically compare studies in this field. The primary objectives of this paper are to identify published studies on Internet
of Things forensics and Chip-off forensics. Additionally, to develop a readiness framework for Chip-off forensics and
data analysis. The proposed framework will then be applied in a real case, extending the scope of this paper.

Paper ID 13

ADVANCEMENTS AND CHALLENGES IN Al-POWERED HONEYPOTS: A COMPARATIVE STUDY OF
DETECTION, ENGAGEMENT AND ETHICAL IMPLICATIONS

Anil Sezgin (National Defence University)*; Gurkan Ozkan; Aytug Boyaci (National Defence University)

Honeypots have long served as decoy systems in cybersecurity, luring attackers to gather intelligence on their
techniques. However, traditional honeypots face challenges like scalability, data overload, and susceptibility to
detection. Al-powered honeypots, utilizing machine learning and reinforcement learning, address these limitations by
dynamically adapting to evolving threats, improving detection rates, and engaging attackers for longer periods. This
paper explores the evolution of honeypots from static systems to Al-driven defenses, highlighting their role in
mitigating complex cyberattacks such as 10T botnet-driven DDoS attacks. \We compare the strengths and weaknesses
of Al-based honeypots with traditional models, examine their performance metrics, and discuss ongoing challenges
related to data quality, evasion techniques, and ethical considerations.



Paper ID 17

HARDWARE PERFORMANCE EVALUATION OF FREEWARE ETL TooLS

Asaf Varol (The University of Tennessee at Chattanooga)*; Tugba Elmas (Sam Houston State University); Adrien Chardon Fabian
(Sam Houston State University); Cihan Varol (Sam Houston State University)

The extract, transform, load (ETL) process is becoming more important as larger and larger amounts of data are created
daily. This work tested ETL software products that can load data, conduct transformations on it, and either save or
upload that data to cloud databases. The selected software is either open source or freely available and two datasets
have been tested to create aggregated performance evaluations on a local machine. The tested measures are processor
use, available memory amount, and committed memory amount. Analysis of the results has determined that Pentaho
Kettle and CloverDX are the most hardware-efficient ETL software tested after comparing the results with baseline
values of the test computer. Talend Open Studio performed as the least efficient among the tools.

Paper ID 18

RECONCILING SAFETY AND PRIVACY: A SYSTEMATIC REVIEW OF MODERATION IN END-TO-END
ENCRYPTED MESSAGING

Chaitanya Rahalkar (Block Inc)*; Anushka Virgaonkar

End-to-end encrypted (E2EE) communications present a fundamental tension between user privacy and the ability to
moderate harmful content. This work systematizes the range of techniques proposed to perform content moderation in
E2EE systems while preserving security guarantees. We examine methods including user reporting (e.g., message
franking), metadata-based detection, content matching via perceptual hashing, and machine learning classifiers,
detailing their mechanisms and inherent trade-offs. Our analysis finds that currently deployed approaches often
compromise some aspect of E2EE: for instance, user-driven reporting and metadata analysis largely uphold privacy but
depend on user participation, whereas more automated schemes like traceability and client-side content scanning can
undermine privacy or deniability and are susceptible to evasion. In response, researchers have developed new
cryptographic primitives (e.g., committing encryption, private membership tests) and privacy-preserving Al techniques
to better reconcile moderation with encryption. We evaluate these emerging solutions, outline their security guarantees,
highlight limitations (such as adversarial attacks on perceptual hashes and unsolved scalability challenges), and identify
which strategies are most promising under various scenarios. Our systematization clarifies the state of the art and points
to concrete directions for future research to enable safer messaging platforms without weakening E2EE protections.

Paper ID 23

ENHANCING TRUST AND SECURITY IN LEARNING MANAGEMENT SYSTEMS: ADDRESSING SUBMISSION
CONCERNS WITH TIMESTAMP TRANSPARENCY AND DIGITAL SIGNATURES

Juan Lalinde-Pulido (Universidad EAFIT)*; Natalia Bueno-Pizarro (Universidad EAFIT)

Learning Management Systems (LMS) are indispensable tools in modern education, enabling streamlined interaction
between educators and learners. However, for these systems to be effective, they must be both secure and trustworthy.
While often conflated, security and trust represent distinct components. Security pertains to the technical safeguards
protecting data integrity and confidentiality, whereas trust involves the users' perception of the system's reliability and
fairness. Our experience highlights two recurring concerns among students when submitting assignments via an LMS:
(1) ambiguity regarding how submission timestamps are determined, and (2) uncertainty about whether their
submission has been successfully received and is tamper-proof.

To address the first issue, we propose that LMS platforms prominently display the system's official timestamp to the
user at the moment of submission. This measure ensures that students are aware of the time standard governing
deadlines and mitigates disputes over late submissions.

To resolve the second concern, we introduce a robust digital signature mechanism. Upon submission, the LMS digitally
signs the file using cryptographic techniques, generating a verifiable receipt that is securely distributed to both the



student and the instructor. This approach provides dual benefits: students gain assurance that their work has been
successfully submitted and acknowledged, while instructors can verify the integrity of the submission, ensuring that no
modifications occur post-delivery.

This dual-layer solution enhances trust in LMS platforms by addressing key user concerns while upholding rigorous
security standards. Our framework lays the foundation for further research into the intersection of security, trust, and
user experience in digital learning environments.

Paper ID 24

MULTI-AGENT DEEP Q-NETWORK BASED ANT COLONY OPTIMIZATION FOR ADVANCED NETWORK
INTRUSION DETECTION

Amani Bacha (LARIA laboratory, Ecole Nationale des Sciences de I'Informatique, Ecole Supérieure de Commerce de Tunis,
Université de la Manouba,)*; Farah Barika (MIRACL Laboratory, ISSATSo, University of Sousse, Sousse); Olfa Belkahla (LARIA
laboratory, Ecole Nationale des Sciences de I'Informatique, Ecole Supérieure de Commerce de Tunis, Université de la Manouba)

The growing complexity and interconnectivity of modern systems have made network security and anomaly detection
a critical challenge in sectors such as defense, academia, finance, and loT-enabled infrastructures. Traditional rule-
based methods often fail to adapt to the dynamic and evolving nature of cyber threats, especially in 10T ecosystems
characterized by massive, heterogeneous data streams. They also struggle to address novel attack vectors in loT
environments, where devices generate vast amounts of heterogeneous data. To address these challenges, we propose a
novel hybrid framework combining Multi-Agent Reinforcement Learning (MARL) with Ant Colony Optimization
(ACO) to enhance anomaly detection in dynamic and large-scale networks. ACO, widely recognized for its feature
extraction capabilities, guides Deep Q-network-based agents within a distributed MARL system. Each agent operates
independently, integrating Q-values and pheromone signals that encode optimal actions based on historical rewards.
This mechanism fosters implicit coordination among agents, addressing challenges such as non-stationarity in state-
action spaces. The framework also ensures scalability and data privacy, making it particularly suitable for loT systems
where real-time responsiveness and confidentiality are essential. Our framework is evaluated on the NSL-KDD dataset,
a widely recognized benchmark for intrusion detection systems (IDS). It achieves high accuracy for binary and multi-
class classification, surpassing comparable state-of-the-art approaches and highlighting its practical advantages. These
results demonstrate the system’s robustness and effectiveness in addressing real-world cyber threats across diverse
scenarios.

Paper ID 25

EVALUATING IEEE P2834.1 STANDARD: USE CASE SCENARIOS FOR ENHANCING DIGITAL FORENSICS
IN TRUSTED LEARNING SYSTEMS

Khushi Gupta (Sam Houston State University) *; Cihan Varol (Sam Houston State University); Hamadou Saliah (IEEE)

The increasing reliance on digital learning systems in K-12 and higher education has exposed them to a range of
cybersecurity threats, necessitating robust mechanisms to safeguard digital evidence in the event of a security incident.
IEEE Standard P2834.1, Digital Forensics for Trusted Learning Systems, addresses this critical need by outlining
technical requirements and compliance standards to ensure learning systems are adequately prepared for digital
forensics investigations. This paper evaluates the standard through diverse use case scenarios, simulating real-world
applications to test its effectiveness in preserving evidence integrity, supporting incident response and digital forensics
investigations, and complying with regulatory requirements. The findings will highlight the standard's adaptability to
varying operational environments and its potential to enhance trust and accountability in educational systems. By
exploring these scenarios, this study provides actionable insights for stakeholders to refine digital forensics capabilities
and ensure alignment with the standard, reinforcing the resilience of learning ecosystems against cyber threats.



Paper ID 28

INTRUSION DETECTION SYSTEM BASED ON MACHINE LEARNING ALGORITHMS IN THE NG-UNO AD
Hoc NETWORK

Abdoul Aziz Boubacar Tawayé (University of Abdou Moumouni)*; Mahamadou Issoufou Tiado (University of Abdou
Moumouni); Boukar Abatchia Nicolas (University of Abdou Moumouni)

The reflexes of multiplying human and material resources in distance learning have reached their peak. As a result, the
revolutionary model of the new generation of open digital university (DOUNG) aims at global ubiquity by taking
advantage of the advantages of the existing model and recent technological discoveries. To do this, the basic
architecture of the DOUNG has been improved by including an ad hoc network on the scale of a classroom and/or an
amphitheater. In general, the architecture of the DOUNG highlights a strong need to secure this extension. For example,
it has become essential to assess the vulnerability of the ad hoc network of the NG-UNO classroom through several
network protocols in the face of the internal and active Man-In-The-Middle (MITM) attack. Thus, the hybrid DOUNG
solution allows the learner to switch from one solution to another depending on the access constraints due to their
mobility, their environment and their budget through the Internet and GSM network. This new architecture, although
flexible, raises many questions, particularly on the security of exchanges since the Internet network is an open network.
Active network intrusions greatly compromise the synchronous sharing of courses. In addition, the perimeter is
unlimited and the geographical proximity is sufficient to seriously threaten the courses. In this paper, we propose to
design an artificial model for detecting MITM intrusions in the specific context of DOUNG.

Paper ID 29

MULTI-OBJECTIVE TASK SCHEDULING IN FOG-CLOUD ENVIRONMENTS: LS-NSGAII OPTIMIZATION
AND BLOCKCHAIN INTEGRATION FOR ENHANCED SECURITY AND EFFICIENCY

Mohsen Aydi (LARIA, ENSI, University of Manouba )*; Houssem Eddine Nouri (LARIA, ENSI, University of Manouba); Olfa
Belkahla Driss (LARIA, ENSI, University of Manouba)

Task scheduling in fog-cloud environments, particularly when managing complex resource allocations and task
priorities, presents a significant challenge. This paper proposes a novel approach that integrates the hill climbing
algorithm which is a well-known Local Search technique in the Non dominated Sorting Genetic Algorithm 11, called
LS-NSGAII to address these issues. In fact, the LS-NSGA 11 is used to optimize task assignments across nodes, aiming
to minimize execution time while maximizing task priority. Simultaneously, ensures an immutable, transparent, and
auditable record of all scheduling decisions, validating each task assignment against resource constraints to enhance
system reliability and security. The approach begins by enhancing the reliability of the system initializing a population
of candidate solutions, which are iteratively refined using a local search algorithm and then processed by NSGA-I1I to
explore the pareto front of potential solutions. At each iteration, blockchain is employed to record and validate the most
effective scheduling decisions, ensuring that only feasible and optimal solutions are preserved. Furthermore, blockchain
facilitates audits, detects anomalies, and maintains system consistency by comparing the current state with previously
recorded transactions. This mechanism provides an additional layer of security, safeguarding task scheduling against
tampering and manipulation. This work establishes a foundation for future research into decentralized and secure task
scheduling mechanisms in dynamic, distributed computing environments, with potential applications in edge
computing, 10T, and beyond.

Paper ID 30

Low-CoOST AND EASY-TO-IMPLEMENT EDUCATIONAL ROBOTIC PLATFORMS (LCERP): EXPANDING
OPEN-SOURCE SOLUTIONS FOR STEM AND STEAM EDUCATION

Perry Weinthal (Florida Atlantic University)*; Maria Petrie (Florida Atlantic University); Harry Vecchio (Florida Atlantic
University); Elizabeth Jijon ( Florida Atlantic University); Luciano Vivino Vivino (Florida Atlantic University)

The "Low-Cost and Easy-to-Implement Educational Robotic Platforms™ (LCERP) project aims to democratize access
to robotics education through an open-source framework designed for STEAM and STEM outreach, particularly in



underserved communities. By offering an extensive library of customizable designs, tools, and code, LCERP empowers
educators and learners to build, adapt, and enhance robotic platforms for a variety of educational settings and skill
levels. This initiative supports hands-on learning and technical skill development while fostering collaboration and
innovation, aligning with the Open-Source Hardware Association's (OSHWA) mission of promoting shared knowledge
and advancement in open-source technology.

The centerpiece of this project is the LCERP Bots, modular mobile robots designed for ease of construction and use.
These robots can be built using affordable and accessible materials, such as 3D-printed components, laser-cut parts, or
even hand-cut alternatives like wood, thick cardboard, or PVC signboard. The modular design enables customization
to meet specific needs, making LCERP Bots versatile for different educational applications, from introductory robotics
to advanced engineering concepts.

Accompanied by a comprehensive guidebook, the LCERP platform offers step-by-step instructions, project ideas, and
support materials to facilitate implementation. By addressing the barriers of cost and complexity, LCERP empowers
STEM educators, hobbyists, and students with limited resources to engage in robotics education, research, and outreach.

This project explores the hypothesis that a widely accessible and adaptable platform can broaden participation in STEM,
inspire creativity, and provide opportunities for students to develop technical expertise. Through its low-cost and user-
friendly approach, LCERP fosters diverse perspectives in technology development, ultimately driving inclusion and
innovation in STEM education.

Paper ID 31

ENHANCING ONLINE LABORATORIES' SECURITY THROUGH THE USE OF RFID TECHNOLOGY

Luis Felipe Zapata Rivera (Embry-Riddle Aeronautical University)*; Catalina Aranzazu-Suescun (Embry-Riddle Aeronautical
University); Michael Stalford (Embry-Riddle Aeronautical University)

RFID (Radio Frequency Identification) is a technology that has been used to identify and track objects or individuals.
It is used in inventory management for tracking and monitoring stock levels in real-time, in financial transactions, such
as contactless payment systems, and in user authentication, by supporting access control systems to grant or restrict
entry to secure areas, such as offices, laboratories, and restricted facilities.

Additionally, RFID technology is used in transportation systems for electronic toll collection, in healthcare for patient
tracking and equipment monitoring, and also in personal devices for enabling smart home functionalities. Its flexibility,
scalability, and reliability make RFID an indispensable tool in modern technological ecosystems.

The proposed system addresses challenges faced by educational and research institutions in managing online laboratory
resources, ensuring only authorized personnel can remotely access online laboratories, similar to what happens in
physical laboratory facilities in which researchers and staff have to use their 1D cards to gain access to laboratory
facilities.

This work uses an Online Laboratory Management System, where the laboratory users are assigned unique RFID tags,
which serve as digital identifiers. Upon typing user and password credentials and scanning their RFID tags in a reader
attached to their computers, the system will verify both authentication methods in real-time via a centralized database
and grant or deny access accordingly. The proof of concept features a web-based interface for users and administrators
to manage user roles and monitor access logs, Additionally, it provides access to a particular set of online laboratory
stations based on the role validation.

Paper ID 32
CHAOTIC TIME SERIES FORECASTING OPTIMISATION BASED ON HYBRID PSO ALGORITHM

Ding Wang (Queen Mary University of London)*

The chaotic time series is widely applied in multiple forecasting situations under stochastic processes because of its
irregular and disordered changing pattern. Although methods such as exponential smoothing and auto-regressive



integrated moving average models are widely used for prediction, such methods still face problems from distorted
signals, ineffective chaotic model training, and non-accurate forecasting results.

To solve these problems, this research introduced a hybrid particle swarm optimisation method (HPSO) based on a
Long Short-Term Memory (LSTM) model to improve parameter selection during phase space reconstruction (PSR) to
enhance the performance of the Gated Recurrent Unit (GRU) neural network in forecasting chaotic time series. By
optimising time delay and embedded dimension choices and reducing computational costs through the hybrid PSO
algorithm, the improved phase space reconstruction method enables better handling of non-linear relationships and
complex patterns inherent in chaotic data generated by GRU model. With this optimisation, the new HPSO-GRU model
can significantly improve forecasting accuracy metrics, providing a more efficient and resilient approach to chaotic
time series prediction."

Paper ID 33

PREDICTING CYBERATTACKS ON CONNECTED HEALTHCARE DEVICES USING LIGHTGBM-BASED
APPROACH

Amine Bergia (UM5R-ENSIAS)*; Habiba Bouijij (UM5R-ENSIAS); Manar Chahbi (UM5R-ENSIAS); Oussama Ismaili (UM5R-
ENSIAS)

The rapid digitization of healthcare and the widespread integration of connected medical devices have revolutionized
patient care. However, this transformation has significantly increased the attack surface for cyber threats, jeopardizing
the confidentiality, availability, and integrity of critical health information and patient safety. Traditional security
mechanisms struggle to keep pace with the evolving nature of cyberattacks, necessitating intelligent, efficient, and real-
time detection models. In this work, we propose a machine learning-based cybersecurity framework that leverages
Random Forest-based feature selection and LightGBM classification to proactively detect and mitigate cyber threats
targeting loMT ecosystems. Our model is designed to identify anomalous behaviors in network traffic, predict attack
vectors, and automate intrusion detection. Unlike deep learning-based solutions that are computationally intensive, our
approach optimizes feature selection for high accuracy while ensuring real-time applicability in resource-constrained
IoMT environments. Experimental results on the CICIoMT2024 dataset demonstrate the high efficiency and robustness
of our model, achieving 99% overall accuracy across multiple attack types, including DDoS, DoS, spoofing, and
reconnaissance threats. The model executes in just 158.76 seconds, significantly outperforming deep learning models
in terms of computational efficiency and real-time adaptability. By providing a fast, scalable, and effective
cybersecurity solution, our approach strengthens the cyber resilience of healthcare infrastructures, ensuring
uninterrupted medical service delivery, patient data protection, and enhanced trust in connected healthcare
technologies.

Paper ID 34
ADVANCED DDOS DETECTION IN ONLINE LEARNING ENVIRONMENTS

Amine Bergia (UM5R-ENSIAS)*; Oussama Ismaili (UM5R-ENSIAS); Manar Chahbi (UM5R-ENSIAS); Habiba Bouijij (UM5R-
ENSIAS)

The growing dependence on online learning platforms has exposed educational institutions to an increasing number of
cyber threats, particularly Distributed Denial of Service(DDoS) attacks. These attacks are designed to overwhelm
network resources, causing service interruptions that can disrupt access to Learning Management Systems (LMS),
hinder live virtual lectures, and compromise the integrity of digital assessments. With the rise of remote and hybrid
learning models, the implications of these attacks extend beyond mere inconvenience, threatening the quality and
reliability of education delivery. This study proposes the integration of advanced Smart Intrusion Detection Systems
(Smart IDS) for real-time detection and mitigation of DDoS attacks in online learning environments. Smart IDS
leverage a combination of machine learning algorithms, anomaly detection techniques, and real-time network traffic
analysis to identify irregular traffic patterns and potential threats with exceptional accuracy. By continuously
monitoring network traffic, these systems can distinguish between legitimate usage spikes and malicious activity,
minimizing false positives and enabling swift response to evolving threat. One of the key advantages of Smart IDS lies
in their adaptability and scalability. Using dynamic learning models, Smart IDS can analyze historical and real-time
data to adapt to new attack patterns, ensuring protection against sophisticated and emerging DDoS techniques. The



research also emphasizes the importance of coupling these advanced detection mechanisms with resilient network
architectures to maintain uninterrupted access to educational resources. Implementing these solutions not only ensures
service continuity but also helps build trust among users—students, educators, and administrators—by protecting
sensitive data and ensuring the integrity of online learning platforms.

Paper ID 35

FIRM-OT: AMETHODOLOGY FOR CYBERSECURITY FORENSICS AND INCIDENT RESPONSE IN OT

Hebert Silva (Impacta College of Technology)*; Thiago Gongalves (ISH Technology); Dirceu lippi (Lumu Technologies)

The increasing complexity of Operational Technology (OT) systems and the rise in cyber threats demand effective
approaches for Cybersecurity Forensics and Incident Response. This short paper presents the preliminary FIRM-OT
methodology (Forensic and Incident Response Methodology for Operational Technology), designed to address
incidents in industrial environments in compliance with IEC 62443, TISAX, and NIST standards. FIRM-OT introduces
a structured and standards-aligned framework that not only covers the full incident response cycle (from detection to
recovery) but also uniquely integrates forensic tools and Al-driven anomaly detection mechanisms tailored for OT
environments. In a simulated industrial intrusion scenario, FIRM-OT demonstrated its ability to reduce evidence
acquisition time and improve event correlation accuracy compared to conventional response workflows. Overall, this
short paper contributes to OT cybersecurity by proposing an approach designed to meet recognized standards, with the
added benefit of improving the effectiveness of incident response and forensic investigation across industrial systems
and related technologies, such as ICS, CPS, and loT.

Paper ID 36

A FRAMEWORK TO AUTOMATE THE DIGITAL FORENSICS PIPELINE OF ELECTRON-BASED SOCIAL
MEDIA APPLICATIONS

Khushi Gupta (Sam Houston State University)*; Phani Lanka (Sam Houston State University); Cihan Varol (Sam Houston State
University)

Social media applications have become essential tools for communication, encouraging global interaction while
simultaneously presenting opportunities for criminal activities. With the rise of Electron-based social media platforms,
such as Discord, Slack, and WhatsApp, digital forensic investigators face challenges in extracting and analyzing digital
artifacts due to data heterogeneity and sheer volume. This research introduces an automated framework designed to
streamline the forensic analysis pipeline for Electron-based applications. The framework identifies, collects,
standardizes, and processes artifacts from multiple storage locations, leveraging advanced Natural Language Processing
(NLP) techniques to filter relevant data and generate seamless reports. This framework enhances the efficiency and
accuracy of digital forensic investigations.

Paper ID37

HONEYTRAP RESILIENCE: A STUDY OF MALWARE REDIRECTION AWARENESS

Eric Edge (George Mason University)*; James Jones (George Mason University); Kathryn Laskey (George Mason University)

This research investigates the ability of self-propagating malware to detect network redirection, a technique that
reroutes malicious traffic to a controlled environment for analysis. We hypothesized that malware programs might use
Round-Trip Time (RTT) as a signal to detect redirection. To test this, we executed a large dataset of malware samples
in a controlled environment and analyzed their behavior, measured by API call patterns. Our results indicate that the
malware samples were not sensitive to network redirection, as there were no significant differences in their behavior
between redirected and non-redirected scenarios. These findings suggest that network redirection remains a valuable
tool for analyzing malicious traffic, even in the face of potential evasion techniques.



Paper ID 38

A DIGITAL FORENSIC ANALYSIS OF WHATSAPP ARTIFACTS IN WINDOWS 11 OPERATING SYSTEM
USING MICROSOFT EDGE

Timothy Laryea (Western lllinois University)* Anwah Pascal (Western lllinois University); Tahir Khan M. (Western Illinois
University)

Digital forensics has made significant advancements in addressing the challenges posed by cybercriminals,
particularlywith the increasing use of instant messaging (IM) platforms as digital evidence sources. As one of the most
popular IM platforms globally, WhatsApp has proven to be a valuable tool for effective communication and file
transfer, particularly through its web and desktop application features. This study explores forensic artifacts with a
focus on iden tifying various forms of evidence, including text files, images, audio files, and videos. The investigation
analyzes these artifacts on a Windows 11 operating system, where the victim accessed them through the WhatsApp
Web client using the Microsoft Edge browser. The evidence being examined was sent to the victim’s WhatsApp account
on a mobile device. However, instead of opening the evidence on the phone, the victim used the WhatsApp Web client
in the Microsoft Edge browser to view and interact with the attacker. A detailed experimental design was employed,
incorporating virtual environments to analyze how data is synchronized between devices and the host machine. In this
research, three forensic tools—FTK Imager, Autopsy, and OSForensics—were utilized to locate, examine, and retrieve
artifacts, including cache, IndexedDB, and log files. The findings reveal that while traces of media synchronization and
certain activity logs were discovered, critical data such as text messages, deleted messages, and media files were often
not automatically saved on the computer. Index Terms—Digital Forensics, WhatsApp Web, Windows 11, Microsoft
Edge, Artifact Analysis, FTK Imager, Autopsy, OSForensics.

Paper ID 39

DETECTGNN: HARNESSING GRAPH NEURAL NETWORKS FOR ENHANCED FRAUD DETECTION IN
CREDIT CARD TRANSACTIONS

Irin Sultana (ESU); Syed Mustavi Maheen (ESU); Naresh Kshetri (UMSL)*; Md Nasim Fardous Zim (ESU)

Credit card fraud is a major issue nowadays, costing huge money and affecting trust in financial systems. Traditional
fraud detection methods often fail to detect advanced and growing fraud techniques. This study focuses on using Graph
Neural Networks (GNNSs) to improve fraud detection by analyzing transactions as a network of connected data points,
such as accounts, traders, and devices. The proposed "detectGNN" model uses advanced features like time-based
patterns and dynamic updates to expose hidden fraud and improve detection accuracy. Tests show that GNNs perform
better than traditional methods in finding complex and multi-layered fraud. The model also addresses real-time
processing, data imbalance, and privacy concerns, making it practical for real-world use. This research shows that
GNNs can provide a powerful, accurate, and a scalable solution for detecting fraud. Future work will focus on making
the models easier to understand, privacy-friendly, and adaptable to new types of fraud, ensuring safer financial
transactions in the digital world.

Paper ID 41

AN EMPIRICAL ANALYSIS OF SECURITY AND PRIVACY ISSUES ASSOCIATED WITH SELLING AND
PURCHASING OF SECONDHAND STORAGE DEVICES

Mahra Al Nagbi (Zayed University )*; Shaikha Alblooshi (Zayed University); Elyazia Alshamsi (Zayed University); Niyat
Seghid (Zayed University); Farkhund Igbal (Zayed University)

The increase in use of secondhand storage devices, such as USB drives has created a progressive market that is
affordable and offers several environmental benefits. However, these devices often contain residual sensitive data due
to improper sanitization and pose significant privacy and security risks. Legal frameworks like GDPR aim to enforce
secure data handling, but gaps in enforcement and awareness further increase the problem. This study systematically
evaluated the effectiveness of low-level formatting and shredding as data sanitization techniques. A USB flash drive
was formatted using BureauSoft's low-level formatting tool, and shredding has also been performed and drive was
analyzed for residual data using PhotoRec and Scalpel data recovery tools. Despite the sanitization efforts, 431 files
were recovered post-formatting and 391 files post-shredding using PhotoRec. Furthermore, scalpel was used as



secondary tool for enforced data recovery and recovered 1946 files. This analysis revealed that neither method fully
prevented data recovery. There is a need for advanced methods like cryptographic erasure and stricter regulatory
enforcement. Future work will explore improved tools and methods to enhance data security in secondhand storage
devices.

Paper ID 44

COMPARING UNIDIRECTIONAL, BIDIRECTIONAL, AND WORD2VEC MODELS FOR DISCOVERING
VULNERABILITIES IN COMPILED LIFTED CODE

Gary McCully (Dakota State University) *; John Hastings (Dakota State University); Shengjie Xu (University of Arizona); Adam
Fortier (Georgia Institute of Technology)

Ransomware and other forms of malware cause significant financial and operational damage to organizations by
exploiting long-standing and often difficult-to-detect software vulnerabilities. To detect vulnerabilities such as buffer
overflows in compiled code, this research investigates the application of unidirectional transformer-based embeddings,
specifically GPT-2. Using a dataset of LLVM functions, we trained a GPT-2 model to generate embeddings, which
were subsequently used to build LSTM neural networks to differentiate between vulnerable and non-vulnerable code.
Our study reveals that embeddings from the GPT-2 model significantly outperform those from bidirectional models of
BERT and RoBERTa, achieving an accuracy of 92.5% and an Fl-score of 89.7%. LSTM neural networks were
developed with both frozen and unfrozen embedding model layers. The model with the highest performance was
achieved when the embedding layers were unfrozen. Further, the research finds that, in exploring the impact of different
optimizers within this domain, the SGD optimizer demonstrates superior performance over Adam. Overall, these
findings reveal important insights into the potential of unidirectional transformer-based approaches in enhancing
cybersecurity defenses.

Paper ID 46

CYBERSECURITY RISKS FOR EEG DEVICES IN ONLINE LEARNING ENVIRONMENTS

Ahmet Furkan Aydogan (University of North Carolina Wilmington); Cihan Varol (Sam Houston State University); Hamadou
Saliah-Hassane (Telug University)

Electroencephalography (EEG) is a method used to record electrical activity in the brain. The output of electrical
activity can have a wide range of benefits. As an example, it can reflect an individual's perception of stress, happiness,
fear or focus. Thus, in online labs, students can be provided with content that can be customized according to their level
of focus. In this case, the EEG data that can be obtained from students in online laboratories can easily be used to create
dynamic presentation content, performance highlights, or continuous feedback from the instructor. However, the
security assessments of EEG devices during the data acquisition and transmission phases will increase the confidence
in the aforementioned benefits. This paper presents the details and experimental results of cyber-attacks on EEG data
that could potentially be used in online laboratories. In this study, methods such as machine learning (ML), replay and
man-in-the-middle attack are targeted at EEG devices and the results are presented.

Paper ID 48

DETECTION OF DYNAMIC CODE LOADING IN ANDROID

Megha Gopakumar (Amrita Vishwa Vidyapeetham)*; Saranya Chandran (Amrita Vishwa Vidyapeetham)

Over the past decade, mobile phone usage has surged, with Android dominating the smartphone market. While its open
ecosystem facilitates app development, it also makes Android devices a major target for malware attacks. Despite
Google Play Protect scanning applications for malware, malicious apps that steal personal and financial data still
infiltrate the Play Store. Play Protect struggles to detect advanced techniques like dynamic code loading (DCL) which
enables malware to inject harmful code via updates, runtime downloads, or pre-packaged files. Recent research has
revealed gaps in Google’s policies that enable this behavior, making it a significant threat to Android security. However,
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previous works do not address this inability to detect DCL behavior or fail to create lightweight models suitable for
resource-constrained mobile devices. This work aims to overcome these limitations by focusing on DCL

behavior detection in Android malware while ensuring the model remains lightweight. The detection of DCL behavior
is achieved by combining manifest-based and code-based features, which are characteristic of Android malware with
DCL behavior. Through testing various combinations of features, we identified an optimal feature set of 32 features,
which achieved comparable performance to the full feature set with an F1-score of 96%. This allowed us to reduce the
model size by selecting a minimal feature set, minimizing resource usage while maintaining high predictive
performance.

Paper ID 50

LEVERAGING LARGE LANGUAGE MODELS IN SOFTWARE TESTING: A REVIEW OF APPLICATIONS AND
CHALLENGES

Anil Sezgin (Istanbul Arel University)*; Giirkan Ozkan (Siemens A.S.); Esra Cosgun (Siemens A.S.)

The integration of large language models into software testing has presented a new paradigm in the assurance of
software reliability, functionality, and security. This review aims at investigating the different uses of Large Language
Models (LLMs) for automating and improving the processes involved in software testing to identify challenges in
traditional methodologies. With vast datasets, user stories, and bug reports, LLMs can be leveraged in automated test
case generation for comprehensive, context-aware test scenarios. These capabilities reduce manual effort, improve
coverage, and identify critical edge cases. Additionally, they lower the costs and improve the quality of the software
by detecting bugs in code analysis. LLMs also ease the generation of high-quality documentation, which can enable
better collaboration and scalability within a software project. However, in software testing, several obstacles need to
be overcome before Al truly lives up to LLM adoption: model interpretability, scalability, high-quality, diverse training
datasets—another major concern—data safety, and ethical use considerations. This paper evaluates state-of-the-art
LLM applications and progress made so far in test automation and vulnerability detection, showing the areas to be
improved. Future directions include refinement of hybrid approaches, improvement of domain-specific adaptability,
and ethical and governance concerns. This study will perform an in-depth analysis of LLM-driven testing
methodologies with a particular focus on their transformative potential in modern software development workflows.
This can happen only with interdisciplinary collaboration within the field, by harvesting the power of LLMs to
revolutionize software testing and make it more efficient, scalable, and secure.

Paper ID 51

A GAME BETWEEN THE DEFENDER AND THE ATTACKER FOR TRIGGER-BASED BLACK-BOX MODEL
WATERMARKING

Chaoyue Huang (Shanghai University); Hanzhou Wu (Shanghai University)*

Watermarking deep neural network (DNN) models has attracted a great deal of attention and interest in recent years
because of the increasing demand to protect the intellectual property of DNN models. Many practical algorithms have
been proposed by covertly embedding a secret watermark into a given DNN model through either parametric/structural
modulation or backdooring against intellectual property infringement from the attacker while preserving the model
performance on the original task. Despite the performance of these approaches, the lack of basic research restricts the
algorithmic design to either a trial-based method or a data-driven technique. This has motivated the authors in this
paper to introduce a game between the model attacker and the model defender for trigger-based black-box model
watermarking. For each of the two players, we construct the payoff function and determine the optimal response, which
enriches the theoretical foundation of model watermarking and may inspire us to develop novel schemes in the future.
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Paper ID 53

ENHANCING KALMAN FILTER RESILIENCE IN ELECTRIC VEHICLES: CYBER-ATTACK MITIGATION
WITH MACHINE LEARNING BASED ADAPTIVE FILTERING

Bryan Anderson (University of North Texas)*; Gahangir Hossain (University of North Texas)

Electric vehicles (EVs) depend on Kalman Filters for precision in navigation and control; however, these systems can
be exposed to cyber-attacks such as Denial-of-Service (DoS) and data injections, which can compromise sensor data
integrity. This study presents a unique approach that combines Adaptive Kalman Filters with Isolation Forest algorithm
to detect real-time anomaly and adjust the parameters to improve system resilience. Simulation-based experiments were
conducted, demonstrating that the Adaptive Kalman Filter can reduce the Root Mean Square Error (RMSE) by 40%
and Mean Absolute Error (MAE) by 35% during cyber-attacks compared to Standard Kalman Filters. The findings
from this study illustrate that implementing both Adaptive Kalman Filters with machine learning-based anomaly
detection methods can significantly improve the cyber resilience of electric vehicles and strengthen the development
of a stronger state estimation framework, improving the cybersecurity and reliability of EV sensor fusion systems.

Paper ID 57

THE RELATIONSHIP BETWEEN SECONDARY SCHOOL STUDENTS’ DIGITAL GAME ADDICTIONS AND
THEIR RESPONSIBILITIES TOWARD LEARNING

Aysenur KULOGLU (Firat University)*; Fulya Gorkem ORHAN (Firat Universitesi)

This study aimed to examine the relationship between secondary school students’ digital game addiction and their
responsibility levels toward learning. The sample of the study consisted of 369 eighth-grade students enrolled during
the 2024-2025 academic year. In data collection, scales to measure digital game addiction and responsibility toward
learning for children were used. The study was conducted using a correlational survey model. It was concluded that the
average levels of digital game addiction were at a risky level. It was also found that digital game addiction differed
statistically based on the gender variable, with boys being more addicted to digital games. The average levels of
responsibility toward learning were found to be high. Furthermore, it was concluded that responsibility toward learning
did not differ statistically in a significant way based on the gender variable. A negative and moderate statistically
significant relationship was found between digital game addiction and responsibility toward learning. As middle school
students' digital game addiction increases, their responsibility toward learning decreases. In addition, it was determined
that digital game addiction has a predictive effect on responsibility toward learning.

Paper ID 59

SOURCE IDENTIFICATION OF DEEPFAKE VIDEOS IN SOCIAL MEDIA-LIKE NETWORKS USING
CENTRALITY MEASURES

Aryan Kumar (PES University)*; Anoushka V (PES University); Bharath Raja (PES University); Ashlin Furtado (PES University);
Sapna V.M (PES University); Prasad Honnavalli (PES University)

The widespread occurrence of DeepFake videos on social media platforms makes it extremely difficult to pinpoint their
source, which is essential for reducing their propagation and possible damage. This research uses centrality
measurements in graph-based social networks to identify the primary accounts responsible for spread of
misinformation. PageRank, Closeness, Betweenness, and Degree are some of the centrality metrics used to evaluate
the influence and impact of nodes in the network. The approach combines a multi-criteria centrality evaluation, content
similarity analysis, and graph pruning to determine the most likely source of detected DeepFake videos. The accuracy
and resilience of the suggested framework in identifying sources and assessing information dispersion are shown by
experimental findings obtained in a variety of network scenarios. An important first step in thwarting false information
and boosting confidence in digital platforms is this effort.
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Paper ID 61

SCALABLE AND ETHICAL INSIDER THREAT DETECTION THROUGH DATA SYNTHESIS AND ANALYSIS BY
LLMs

Haywood Gelman (Dakota State University)*; John Hastings (Dakota State University)

Insider threats wield an outsized influence on organizations, disproportionate to their small numbers. This is due to the
internal access insiders have to systems, information, and infrastructure. Signals for such risks may be found in
anonymous submissions to public web-based job search site reviews. This research studies the potential for large
language models (LLMs) to analyze and detect insider threat sentiment within job site reviews. Addressing ethical data
collection concerns, this research utilizes synthetic data generation using LLMs alongside existing job review datasets.
A comparative analysis of sentiment scores generated by LLMs is benchmarked against expert human scoring. Findings
reveal that LLMs demonstrate alignment with human evaluations in most cases, thus effectively identifying nuanced
indicators of threat sentiment. The performance is lower on human-generated data than synthetic data, suggesting areas
for improvement in evaluating real-world data. Text diversity analysis found differences between human-generated and
LLM-generated datasets, with synthetic data exhibiting somewhat lower diversity. Overall, the results demonstrate the
applicability of LLMs to insider threat detection, and a scalable solution for insider sentiment testing by overcoming
ethical and logistical barriers tied to data acquisition.

Paper ID 62

QUANTIZED HYBRID PRIVACY PRESERVING APPROACH FOR FEDERATED LEARNING WITH FLOWER
FRAMEWORK

Firoz Khan (Ball State University)*; C SAl VARUN (Sathyabama Institute of Science and Technology); Balamurugan Balusamy
(Shiv Nadar Institution of Eminence); Jeevanandam Jotheeswaran (Alliance University)

The increasing adoption of Decentralized Al systems, especially Federated Learning, has raised significant concerns
regarding the privacy and security of sensitive data. These issues can lead to severe financial losses with breaches
costing organizations millions annually. To address these issues, this study proposed the Quantized Hybrid Privacy
Preserving (QHPP) approach for enhancing data security by maintaining the balance between accuracy, privacy level
and efficiency. This novel approach ensures optimal trade-off between accuracy, privacy and efficiency by the unique
integration of hybrid techniques with quantization. The study utilized MNIST and Employee Attrition datasets, along
with simulation of attacks like label flipping, data poisoning and backdoor attack. Various privacy preserving
techniques like Secure Aggregation, Homomorphic Encryption and Differential Privacy along with hybrid approach,
combining all the techniques are evaluated using metrics such as accuracy, privacy level, computational and
communicational overhead. The results indicate that the hybrid model achieved the highest accuracy of 94.73% across
all attacks but suffered from high computational and communicational overhead, highlighting its inefficiency. To
address this issue, optimization techniques were evaluated with quantization outperforming other techniques. The
proposed QHPP achieved 94.57% accuracy and 0.97 privacy level with significantly lower overhead 1622.11 sec and
6.35 MB on MNIST and 1982 sec and 7.13 MB on Employee Attrition, highlighting its efficiency. Enterprises and
Organizations will benefit from the QHPP approach for its efficiency, reduced overhead and enhanced privacy level.
The future work will include scalability analysis of QHPP in large-scale FL systems with different datasets and more
clients.

Paper ID 63

ENSURING PRIVACY IN THE LABOUR MARKET: TOWARDS FULL COMPLIANCE WITH LGPD AND
GDPR

Hebert Silva (SENAI-SP and UNICAMP)*; Aldrey Pedrazoli (UNICAMP); Sergio Nascimento (SESISENAI-SP); Regina Moraes
(UNICAMP)

The right to privacy of sensitive personal data and control over its use and sharing have been central to regulations
worldwide. In Brazil, the General Data Protection Law (LGPD), in effect since 2020, mandates strict adherence to
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security and privacy protocols. To prevent identity theft, financial fraud, and cybercrime, as well as to ensure
confidentiality, techniques such as anonymization and pseudonymization are strongly recommended. The PRIVAaaS
framework, focused on these techniques, was integrated with the General Risk Assessment to offer a systematic
approach to assessing and mitigating re-identification and privacy leakage risks. With this integration it was possible
to implement effective data privacy measures, evaluate identifiable information and attribute sensitivity, as well as
make data correlations. This combined approach supports decisions about data sharing and disclosure while ensuring
compliance with privacy regulations. As a case study, two real government microdata databases were utilized, which
are crucial for economic decision-making, job flow analysis, and the formulation of business policies for organizations
that support worker social assistance. Overall, this Practical Experience Report aims to report the results of solutions
to protect individual privacy and meet legal requirements through a real case study.

Paper ID 67

AUTOMATED THREAT DETECTION IN THE DARK WEB: A MULTI-MODEL NLP APPROACH

Abhay Kamath (PES University)*; Aditya Joshi (PES University); Aditya Sharma (PES University); Nikhil Shetty (PES
University); Lenish Pramiee (PES University)

The dark web, recognized for its anonymity as well as for its encryption, poses a number of significant challenges for
law enforcement and cybersecurity due to its illegal activities, which may include cybercrime and illegal trade. Classic
monitoring techniques simply cannot cope with the dark web's unorganized, profusely scaled data. This paper intends
to present an automated threat detection system based on transformer architecture models—BERT, DistilBERT, and
DarkBERT—to maximize classification performance and confront threats in real-time. These models are fine-tuned
on diverse datasets, DNRTI, Agora, and CoDA respectively, to classify and analyze threats effectively. Our approach
integrates machine learning with a cloud-based infrastructure, namely Firebase, that can scale up to perform efficient
classification, visualization, and threat reporting. This system proves superior to traditional deep learning models by
achieving accuracy above 95\% on several threat classification tasks. In contrast to previous research works that stress
the use of one-specific NLP model, our system synergically integrates multiple NLP models in layers to provide an
enhanced classifier for better detection accuracy. This framework brings together automation for data ingestion,
classification, and visualization for a realistic and scalable solution for cybersecurity practitioners keeping an eye on
threats on the dark web.

Paper ID 69

BLOCKCHAIN-BASED ENHANCED SECURE DATA STORAGE MODEL: A FRAMEWORK FOR THE
INTERNET OF VEHICLE NETWORKS

Umar Muhammad (Federal University of Technology); Idris Ismaila (Federal University of Technology); Richard Ikuesan (Zayed
University)*; Shafi’i Muhammad Abdulhamid (Community College of Qatar)

Recently, the Internet of VVehicles (loVs) concept has been attracting more attention because of its ability to allow data
communication or sharing between V2V or V2I. However, the system most often suffers from security and privacy
issues, becoming vulnerable to attacks such as tracking of vehicle’s location. Given this development, many literatures
have been employing blockchain technology to proffer solutions to the aforementioned limitation. More so, the data
harvested from the vehicles have to be further analyzed to make meaningful insight to forestall any unsuspected attacks
in form of distributed denial of service (DDOS) attack. In view of these developments, this research aims to design a
robust framework that can guarantee the development of blockchain based enhanced secured data storage model for
loV networks by introducing the lightweight cryptography algorithm. Similarly, the design also considered statistical
and machine learning models to analyze the harvested data and make meaningful insight that can predict attack. The
research presents a hypothetical dataset for V2V communication of loV with eleven attributes and four records of the
four smart vehicles scenario. The speed analysis result shows that the average speed is 55km/h, while the maximum
and minimum speeds are 100km/h and Okm/h, respectively. The total payload transmitted is 42kb, and the average
payload size is 10.5kb. This study contributed toward development of solana blockchain-based enhanced secure data
storage model for 1oV networks, all the transactions are automated and the reviews are checked using smart contracts,
it stores the huge data generated by smart vehicles and it obtain a real time data using embedding internet protocols.
Therefore, the design upon successful implementation is optimistic to provide a well secured loV based data, and for
accurate prediction.

14



Paper ID 71

LEGAL & ETHICAL IMPLICATIONS OF PREDICTIVE DIGITAL TECHNIQUES IN THE JUDICIAL CRIMINAL
PROCEEDINGS

Grazia Garzo (University of Siena); Alessandro Palumbo (CentraleSupeléc)*

The integration of predictive technologies into the Italian criminal justice system represents a transformative
opportunity to enhance judicial efficiency, reduce case processing times, and ensure greater consistency in decisions.
These tools, powered by Atrtificial Intelligence, have the potential to optimize case management and resource allocation,
particularly in complex areas such as road homicides, where objective and verifiable factors dominate legal reasoning.
However, this shift also raises critical ethical and legal challenges, including risks of algorithmic bias, opacity in
decision-making processes, and the potential erosion of judicial autonomy. By focusing on issues such as decision-
making consistency, the preservation of judicial discretion, and the legal responsibility associated with Al outputs, this
work provides a comprehensive analysis of the ethical and legal implications of adopting Al in judicial proceedings. In
particular, it explores the benefits and risks of Al-based techniques in the Italian criminal context, emphasizing the
need for their implementation to uphold fundamental legal principles such as transparency, accountability, and human-
centered decision-making.

Paper ID 78

ASSESSING THE USABILITY OF AN Al-POWERED MOBILE APP ON STUDENT ENGAGEMENT IN REMOTE
FIELD ACTIVITIES

Chennaiah Madduri (Reliance Global Services Inc.); Ranita Ganguly (Delaware State University)*; Dishant Banga (Bridgetree)

This mixed research study aimed to use a mobile app ‘Neo-Light’ by university students in remote field study locations
to eliminate the limitation of carrying traditional hard- copy maps in remote field studies. The study is specific to
determining whether mobile app can effectively replace hard- copy maps to conduct field studies. The study's primary
objective was to examine the role of mobile learning in supporting university students with their geospatial field
activities such that reliance on traditional hard copy maps can be reduced and a more interactive basis for learning using
digital mapping tools employed. The specific issue that the authors addressed was to replace traditional modes of
learning, which used obsolete approaches for landscape interpretation using paper maps, leading to pedagogically
inflexible and disconnected curriculum design for contemporary students. The study employs a usability testing
methodology based on the ISO 9241-11 standard to measure usability factors (effectiveness, efficiency, and
satisfaction) to assist future researchers in identifying emerging mobile learning practices in higher education. The
study discovered that mobile learning was associated with a positive influence on students’ geospatial knowledge,
yielding 93% competence when completing mapping activities. With increasing educational applications, a better user
experience is essential. Higher education institutions are responsible for providing accessible student infrastructure and
should emphasize interactions that foster significant changes in an information and communication-based society.

Paper ID 79

USING MACHINE LEARNING TECHNIQUES TO ADDRESS IOT FORENSICS CHALLENGES

Boitumelo Nkwe (University Of Cape Town); Michael Kyobe (University Of Cape Town)*

While the Internet of Things (1oT) provides many useful benefits to organisations, they also present cybersecurity
challenges and difficulties in forensic investigations of these challenges. Machine Learning (ML) technologies promise
to address these challenges, however, little is still known about the nature of the challenges and ML techniques and
methodologies designed to address 10T digital forensics challenges. This study aims to provide an understanding of the
challenges in 10T forensics investigations in recent years and the Al and ML techniques and frameworks for addressing
them. A systematic review was conducted, and the findings indicate digital forensic investigations are impeded by
factors like the heterogeneous nature of 10T, the lack of privacy, and lack of standardization of the investigation process.
However, there is increasing development of ML supported digital forensic technologies and methodologies to
automate data collection and analysis, improve interfaces, improve real-time collaboration and ensure scalability.
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However, more research and developments are still needed to fully leverage the capabilities of Al and ML in: digital
quantum forensics; Augmented and virtual reality to analyse evidence in a virtual environment; integration of ML
technologies to support mobile-based investigations; utilization of ML in social media forensics investigations and
social network analysis; and integration of ML to enhance data collection procedure in cloud environments.

Paper ID 80

ADVANCING IOMT SECURITY WITH PRIVACY-PRESERVING FEDERATED LEARNING TECHNIQUES

Maurel Kouekam (Université de Moncton); Fadoua Khennou (Université de Moncton)*

The rapid expansion of the Internet of Medical Things (IloMT) has improved the healthcare system by enabling real-
time patient monitoring, diagnosis, and treatment through connected devices. However, these advancements introduce
security risks, making Intrusion Detection Systems (IDS) essential for detecting and mitigating cyber threats.
Traditional IDS solutions rely on centralized machine learning (ML) models, which require transferring sensitive
patient data to a central server. This raises privacy concerns and poses challenges in handling large-scale data
efficiently.

To address these issues, this paper proposes a novel Federated Learning (FL) framework that enhances IoMT security
while preserving data privacy. Our approach integrates Local Differential Privacy (LDP) to protect individual data
points and employs a Neural Oblivious Decision Ensembles (NODE) model, optimized for tabular loMT data. We
utilize Federated Averaging (FedAvg) as the primary aggregation algorithm and benchmark it against FedAvgM,
FedAdam, and FedAdagrad using the Flower FL framework. The framework was evaluated on state-of-the-art datasets
for real-world IoMT attack scenarios: the loMT-TrafficData dataset was used for training, and the CICloMT2024
dataset was used for inference, facilitating the multiclass classification of various attack types. Our results indicate that
our approach achieves high efficiency and strong generalization capabilities across diverse loMT attack scenarios.

Paper ID 83

MEMLOL: MEMORY-BASED LOLBINS DATASET FOR FILELESS MALWARE DETECTION

Shunmika Chidambaram (Amrita Vishwa Vidyapeetham)*; Swapna M P (Amrita Vishwa Vidyapeetham)

Fileless malware has emerged as a prominent cyber threat that does malicious activities in memory to evade traditional
detection methods. Fileless malware leaves very minimal forensic traces on disk. These attacks leverage LOLBInNs
(Living Off the Land Binaries), legitimate system tools such as wscript.exe, dllhost, and powershell, wmic, etc, to
perform the malicious operations, hence escape detection techniques. Fileless malware leads the threat rogue along
deep fakes and ransomwares. Advanced detection techniques tailored to detect such sophisticated attack vectors are
mandatory. Despite the growing threat, research in fileless malware detection lags due to the lack of publicly available
datasets. The proposed work addresses this critical gap, leveraging real-time fileless malware samples. With the
available samples, the work enhances the dataset focusing on LOLbins such as dllhost, wscript.exe, etc. A hybrid
approach integrating dynamic behaviour and memory forensic artifacts, is the base of this work. It aims to create a
dataset that reflects the evolving manoeuvres of fileless malware. With improved accuracy and generalizability, the
dataset would be a vital resource for machine learning models and also for the cybersecurity research community. The
proposed dataset includes 75 fileless malware samples and 47 benign samples, combined with the existing dataset
resulted in a total of 161 samples.
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Paper ID 84

ENHANCING BREAST CANCER DETECTION WITH Al: ENSURING IMAGE SECURITY AND DIAGNOSTIC
PRECISION THROUGH DEEP LEARNING TECHNIQUES

Thrushna Matharasi (University Of Bridgeport); Isha Mukherjee (Pace University)*; Priyam Ganguly (Qcells); Sanjeev Lakkaraju
(Qcells)

This study aims to explore and evaluate the effectiveness of Artificial Intelligence (Al), particularly Deep Learning
(DL), as an innovative tool in the fight against breast cancer. As breast cancer remains one of the leading causes of
mortality among women, numerous solutions have beenproposed to address this pressing issue. Al, however, has
emerged as a pivotal support system for radiologists, enhancing diagnostic accuracy and efficiency. Therefore, the
study focuses on two key approaches i.e. image classification and pixel segmentation. While image classification
provides valuable insights, it faces certain limitations, prompting the adoption of pixel segmentation as a more advanced
method. Pixel segmentation offers detailed, essential information that, when combined with the expertise of medical
professionals, has the potential to significantly enhance early detection and prevention strategies. By leveraging the
synergy between Al and expert analysis, this approach represents a promising advancement in improving breast cancer
diagnostics and patient outcomes.

Paper ID 86

USER BEHAVIOR ANALYSIS FOR CYBER THREAT DETECTION: A COMPARATIVE STUDY OF MACHINE
LEARNING ALGORITHMS

Anant Wairagade (IEEE Member)*; Sumit Ranjan (IEEE Member)

Over the years, the increasing sophistication of cyber-attacks including insider threats, Advanced persistent threats
(APTSs), and zero day vulnerabilities have put organizations such as healthcare, and government sectors at severe risk.
Researchers have explored user behavioral analysis as a possible solution for the detection and mitigation of these
threats, through the integration of machine learning (ML) methods. This study aims to perform a comparative
assessment of ML methods and analyze their efficacy in the detection and mitigation of insider attacks, APTs, and zero
day vulnerabilities. For that purpose, a detailed study of the state of the art is conducted and existing solutions are
analyzed thoroughly .The findings showcase the ability of ML based user behavioral analysis in the detection and
mitigation of cyber threats. The findings also highlight key challenges faced by existing solutions which involve data
imbalance, high energy consumption, scalability and latency concerns, among others. Moreover, the article also
provides real life use cases of user behavioral analysis integration with ML for the mitigation of these threats.
Furthermore, the research directions are discussed which provides the future professionals and researchers the road
map for enhancing the cybersecurity. To our knowledge, this is the first article of its kind, which performs comparative
assessment of behavioral analysis solutions that employ machine learning for insider threats, APTs, and zero day
vulnerabilities.

Paper ID 87

RETRIEVAL AUGMENTED ANOMALY DETECTION (RAAD): NIMBLE MODEL ADJUSTMENT WITHOUT
RETRAINING

Samuel Pastoriza (Deloitte)*; Iman Yousfi (Deloitte); Christopher Redino (Deloitte); Marc Vucovich (Cognetik Labs); Abdul
Rahman (Deloitte); Sal Aguinaga (Deloitte); Dhruv Nandakumar (NVIDIA)

We propose a novel mechanism for real-time (human-in-the-loop) feedback focused on false positive reduction to
enhance anomaly detection models. It was designed for the lightweight deployment of a behavioral network anomaly
detection model. This methodology is easily integrable to similar domains that require a premium on throughput while
maintaining high precision. In this paper, we introduce Retrieval Augmented Anomaly Detection, a novel method
taking inspiration from Retrieval Augmented Generation. Human annotated examples are sent to a vector store, which
can modify model outputs on the very next processed batch for model inference. To demonstrate the generalization of
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this technique, we benchmarked several different model architectures and multiple data modalities, including images,
text, and graph-based data.

Paper ID 88

RECOGNIZING THE FINANCIAL FRAUD TYPE OF TELEGRAM ADVERTISEMENT POSTS BASED ON THE
MULTIMODAL LEARNING

Chunlan Gao (GSU)*; Yubao Wu (Georgia State University)

The instant messaging applications such as Telegram, Wire, and Signal have been widely used by cybercriminals for
the fast propagation of illicit advertisements, particularly financial frauds. Examples of fraud include credit card scams,
bank account drops, promo abuse/discount fraud, and money transfers. This paper explores the application of the multi-
modal learning technique to analyze financial fraud activities on Telegram. By combining text and image data,
multimodal learning offers a more accurate approach to detecting financial frauds, capturing nuanced details that may
be missed by single-modal learning methods. Integrating multiple data types allows for a more accurate classification
of fraud behavior, enhancing the capability to identify and prevent various types of fraud. This study demonstrates the
critical role of multimodal learning in addressing the evolving landscape of financial frauds and provides insights into
developing advanced antifraud techniques

Paper ID 89

ENHANCING PHISHING WEBSITE DETECTION WITH MACHINE LEARNING ALGORITHMS

Weijie Pang (Wentworth Institute of Technology)*; Ayrton DiPina (Wentworth Institute of Technology); Ashar Neyaz (Wentworth
Institute of Technology)

This paper examines the impact of feature selection on phishing website detection using machine learning techniques.
We utilize the UCI Phishing Website dataset, which consists of 11,055 instances and 30 features with no missing values.
Our results show that the random forest outperforms logistic regression, achieving an accuracy of 97.11%. By analyzing
feature importance, we optimize the model by removing detrimental features, further improving accuracy to 97.74%.
This study highlights the effectiveness of the random forest in phishing detection and underscores the importance of
feature selection in enhancing model performance.

Paper ID 90
ANALYSIS OF THE SHA FUNCTION SELECTION ON THE SECURITY OF A DIGITAL SIGNATURE SCHEME

Manuel Cardona-Lopez (Instituto Politécnico Nacional)*; Juan Carlos Chimal-Eguia (Instituto Politécnico Nacional); Victor
Manuel Silva-Garcia (Instituto Politécnico Nacional); Rolando Flores-Carapia (Instituto Politécnico Nacional)

Hash functions are essential in the design of digital signatures due to their computational efficiency and resistance to
post-quantum attacks. However, their fixed-length output can introduce vulnerabilities in certain hash-based signature
schemes. In this study, we analyze the security impact of replacing SHA-512 with SHA-160 in a previously proposed
digital signature algorithm. Our experiment involves verifying two PDF files, whose byte representations exploit the
SHA-160 collision from the SHAttered attack. When SHA-160 is used, the signature’s verification parameter remains
identical for both messages due to hash collisions, causing verification failure. In contrast, SHA-512 correctly
distinguishes between them, ensuring proper validation. This vulnerability is not consistently detectable through
standard security assessments like entropy analysis, which evaluate multiple signed messages rather than identifying
specific cases where the weakness occurs. In addition, the algorithm’s chaotic properties remain unchanged regardless
of the SHA function used. These findings highlight the influence of SHA selection in digital signatures, indicating how
a single choice of hash function can influence the security of the scheme.
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Paper ID 91

A NOVEL MULTI-SCALE SPECTRAL-GUIDED GRAPH ATTENTION NETWORK FOR DEEPFAKE VIDEO
DETECTION

Muhammad Irfan (The City College of New York)*; Myung Lee (The City College of New York); Muhammad Irfan (Wentworth
Institute of Technology); Ashar Neyaz (Wentworth Institute of Technology); Daiki Nobayashi (Kyushu Institute of Technology)

The rapid advancement of deepfake technology poses significant challenges for video authenticity verification,
necessitating robust detection mechanisms. This paper presents a novel framework for deepfake video detection that
integrates the Multi-Scale Spectral-Guided Graph Attention Network (MSG-GAT) with the Lightweight Assimilation-
Elimination (Lite-ASEL) algorithm. By representing video frames as graphs, the framework effectively captures
intricate pixel relationships, enabling it to detect subtle manipulations with enhanced precision. Furthermore, the Lite-
ASEL algorithm is proposed for feature selection, achieving a balance between reduced computational complexity and
high detection performance. Experimental results on the Celeb-DF(\V2) dataset highlight the superiority of the proposed
framework, achieving state-of-the-art performance with an AUC of 99.1% and a detection accuracy of 99.3%. Also,
hyperparameter tuning demonstrates that the framework consistently achieves an optimal objective score (98.54%),
validating its robustness and efficiency.

Paper ID 92

DIGITAL FORENSICS ANALYSIS OF IMAZING PHONE EXPLORER TOOL TO AID MOBILE FORENSICS
INVESTIGATION

Ashar Neyaz (Wentworth Institute of Technology)*; Avinash Kumar (Sam Houston State University); Bingyu Liu (Wentworth
Institute of Technology)

Apple devices have continued to be the leader in the smart device industry, having over 2.2 billion active devices
worldwide. These devices, which include iPhones and iPads, store a wealth of personally identifiable information (PII),
making them a critical avenue for digital forensic investigations. This research uses imaging software to analyze the
process of retrieving and analyzing Pl from two Apple devices, an iPhone and an iPad. Our outcomes showed wide-
ranging data, including iCloud-synced SSID information, which holds noteworthy potential for digital forensic analysis.
Additionally, we retrieved message logs, identified the Wi-Fi security protocols used by connected routers, and
uncovered other critical artifacts. The retrieved data were present in miscellaneous formats, which include regular text
files, CSV files, and plist files, presenting valuable insights for investigators. These findings underscore the importance
of comprehensive data extraction tools in uncovering hidden or less obvious evidence stored within smart devices. By
leveraging iMazing's capabilities, this research contributes to the growing body of literature on mobile device forensics,
underscoring the role of Apple devices in supporting forensic investigations and enhancing digital investigative
methodologies.

Paper ID 93

DOCKERGATE: AUTOMATED SECCOMP POLICY GENERATION FOR DOCKER IMAGES

Rohit venkata satya Sai Kuppili (Washington State Department Of Transportation)*

With Docker’s rising adoption in cloud services, security concerns arise due to its default access to extensive system
calls, increasing the host kernel’s attack surface. Docker’s Seccomp profiles offer a way to restrict system calls but
require intricate, image-specific configurations. We introduce Docker Gate, a tool for automated Seccomp policy
generation tailored to Docker images. DockerGate employs static analysis to map and aggregate the necessary system
calls from binaries within a container image, generating minimal privilege profiles. Testing DockerGate on 110 Docker
images demonstrates its effectiveness in reducing system call access while maintaining container functionality,
significantly narrowing the attack surface and enhancing security in containerized environments.

19



Paper ID 94

THE IMPORTANCE OF DARK WEB ACCESS IN CYBER THREAT INTELLIGENCE

Victor Obojo (CyberDome NG)*; Richard Ikuesan ( Zayed University, Abu Dhabi); AbdulKabir Adekanye
(CyberDome NG); Elias lortom (CyberDome NG)

Cyber Threat Intelligence (CTI) is essential in informing proactive cyber defense, especially in Nigeria’s most
significant sectors: financial services, telecommunications, and healthcare. This study reviews the current body of CTI
literature, examines intelligence obtained from the Dark Web, and determines impending threats, including
Ransomware-as-aService, zero-day exploits, and phishing toolkits aimed at these sectors. Performing qualitative
platform analysis of the likes of RaidForums and Exploit.in, we determine sectoral vulnerabilities and offer pragmatic
suggestions on developing Nigeria’s cyber defense system. The findings underscore the Dark Web’s role as a vital
source of intelligence to counter cyber threats under low-resource conditions, filling Nigeria’s gaps in CTI capabilities.

Paper ID 95

SECURITY THREATS MITIGATION FOR INTERNET OF VEHICLES USING CRYPTOGRAPHIC PROTOCOLS

Khurram Shahzad (University of Limerick); Muhammad Raheel Raza (Australian Catholic University); Asaf Varol (The University
of Tennessee at Chattanooga)*

In the transportation domain, the Internet of Vehicles (loV) enables vehicles to connect with their surroundings,
including other vehicles, infrastructure, and various services, hence promoting information sharing for better user
experience, safety, and traffic management. Given the increasing demand for autonomous vehicles, it is critical to
address the network's security and privacy vulnerabilities. The paper aims to propose a secure chat protocol specifically
tailored for enhancing communication in Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (\V2I) relationships
within the Internet of Vehicles (IoV). The protocol establishes a mutually agreed session key (Kabc) among vehicles
and infrastructure components, ensuring that all exchanged messages are encrypted to protect sensitive data from
eavesdropping and unauthorized access. By employing a certificate-based authentication mechanism, the protocol
verifies the identities of communicating entities, thereby preventing impersonation attacks and ensuring trust in the
information exchanged between vehicles and infrastructure systems.

Paper ID 96

ADVERSARIAL RETRAINING AND WHITE-BOX ATTACKS FOR ROBUST MALWARE DETECTION

Hajar Ouazza (National School of Applied Sciences, Ibn Tofail University); Fadoua Khennou (Université de Moncton)*;
Abderrahim Abdellaoui (National School of Applied Sciences, Ibn Tofail University)

This paper investigates the vulnerability of deep learning models to adversarial attacks in malware detection and
evaluates adversarial retraining as a defense mechanism. We assess DNN, Wide&DNN, CNN, and CNN&GRU&ALtt
models under clean conditions, adversarial attacks (FGSM, PGD, BIM), and retraining. Results show a sharp
performance drop under attacks, with Wide&DNN and CNN&GRU&ALt exhibiting greater resilience. Adversarial
retraining significantly enhances robustness, often restoring or improving pre-attack performance. Analysis of
accuracy, precision, recall, F1-score, and AUC underscores the need for strong defense strategies and complex
architectures.
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Paper ID 97

ON THE APPLICATION OF FUNDAMENTAL CLUSTERING METHODS TO LARGE SCALE CYBER SECURITY
LoG CLASSIFICATION

Mihai Lazarescu (Curtin University)*; Sie Teng Soh (Curtin University); Jet Le (Curtin University); Reza Ryan (Curtin University);
Peng Cai (Curtin University)

This paper presents the results from an investigation of using traditional clustering approaches to address the problem
of large-scale cyber security log entry classification. We applied two approaches to a large-scale dataset, and we
discussed in detail the results obtained using a range of parameters. Critically, in addition to the results, we provide a
new large-scale cyber security dataset that can be used in cyber security related research.

Paper ID 98

APT-LLM: EMBEDDING-BASED ANOMALY DETECTION OF CYBER ADVANCED PERSISTENT THREATS
USING LARGE LANGUAGE MODELS.

Sidahmed Benabderrahmane (New York Universiy)*; Petko Valtchev (The University of Montreal UQAM); James Cheney (The
University of Edinburgh); Talal Rahwan (New York Universiy)

Advanced Persistent Threats (APTS) pose a major cybersecurity challenge due to their stealth and ability to mimic
normal system behavior, making detection difficult, especially in highly imbalanced datasets. This paper introduces
APT-LLM, an embedding-based anomaly detection framework that leverages large language models (LLMs) such as
BERT, ALBERT, DistilBERT and RoBERTa, to transform process-action provenance traces into descriptive
embeddings. These embeddings are analyzed using three autoencoder architectures—Baseline Autoencoder (AE),
Variational Autoencoder (VAE), and Denoising Autoencoder (DAE)—to detect anomalous patterns. The framework
is evaluated on real-world provenance trace datasets from the DARPA Transparent Computing program, where APT-
like attacks comprise as little as 0.004\% of the data across multiple operating systems and attack scenarios. Results
show that APT-LLM significantly improves detection performance under imbalanced conditions, outperforming
existing methods.

Paper ID 99

COVERT CHANNELS THROUGH DOCKER IMAGE MANIPULATION

Jacob Fricano (Rochester Institute of Technology); Nick Geigel (Rochester Institute of Technology)*; Daryl Johnson (Rochester
Institute of Technology)

Technologies such as Docker help to improve the efficiency of software development lifecycles. They are portable and
lightweight packages that can be specially tailored to a wide range of use cases. That said, the nature of shared resources
and portability regarding container technology poses serious risks to the security of containers as a whole. While
platforms such as DockerHub enable developers to share software packages like never before, they also facilitate the
distribution of container risks and vulnerabilities, including opportunities for covert channels. We present a covert
channel methodology that leverages DockerHub as a distribution platform for covert messages embedded in Docker
images. Contrary to existing container covert channels, we focus on static data embedding in Docker images rather
than runtime behavior. Our implementation embeds encoded data into files within Docker images, and using
sending/receiving orchestrators, we establish a reliable method for encoding, transmitting, and retrieving covert
messages via DockerHub. This proof-of-concept highlights the potential for leveraging container platforms like
DockerHub for covert communications. We discuss the limitations of our approach and propose future enhancements
involving advanced steganography techniques and resilience testing against machine-learning-based detection
methods.
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Paper ID 102

PACKERS AND FEATURES: EFFICACY OF STATIC ANALYSIS FOR PACKED LINUX MALWARE

Jayanthi Ramamoorthy (Sam Houston State University)*; Narasimha K Shashidhar (Sam Houston State University); Cihan Varol
(Sam Houston State University)

Packed binaries present a significant challenge to malware static analysis, as they evade detection by employing various
compression, encryption, and obfuscation techniques. While most existing research has focused on packed Windows
PE files, ELF binaries remain relatively unexplored despite their growing use in malware targeting Linux systems.

Machine learning is widely used in malware detection; however, its effectiveness in distinguishing packed malware
from benign binaries remains inconclusive. This study finds that the implementation of the packer significantly impacts
the accuracy of packed malware detection. ELF binaries packed with open-source packers like UPX and elf-packer can
be accurately classified as either packed malware or packed benign binaries using static analysis features. However,
machine learning models struggle to generalize malware detection in binaries packed with advanced packers such as
Elfpack and Kiteshield.

Another crucial aspect of malware analysis is packer detection and classification. This study proposes a methodology
to detect packers in packed malware and benign ELF binaries using static analysis features extracted through reverse
engineering. While entropy is a commonly used metric for identifying packed binaries, it is often insufficient due to
the rise of low-entropy packers. Classification models, such as Random Forest, achieve high accuracy, with an F1 score
of 0.959 in distinguishing packers. These findings highlight the importance of feature engineering to mitigate bias and
improve detection accuracy.

Paper ID 103
MULTI-STAGE ATTACK TRAFFIC DETECTION USING SELF SUPERVISED LEARNING

Nasreddine Abdelli (Ecole supérieure en Sciences et Technologies de I’ Informatique et du Numérique)*; Taher KECHADI
(University College Dublin); Abdelkamel TARI (Ecole supérieure en Sciences et Technologies de I’Informatique et du Numérique)

Multi-stage attacks (MSA) pose significant challenges to contemporary defence mechanisms, as their constituent
actions often resemble legitimate network activities. Although accurate identification of attack stages is crucial for
early detection of MSA, existing research focuses on supervised machine learning methods that require extensive
labelled datasets to achieve effective performance, a requirement that imposes substantial data collection costs.
Addressing this challenge, this paper introduces a self-supervised learning framework for MSA detection, leveraging
unsupervised contrastive learning and random feature corruption techniques to learn robust representations of network
flow data. This enables the extraction of discriminative feature representations without relying on annotated attack
labels, reducing the dependency on labour-intensive data labelling processes. Using the DAPT20 dataset, we achieved
86.81% in AUROC and 87.71% in average precision, surpassing conventional unsupervised baselines by about 20%
and demonstrating its effectiveness in capturing and identifying attacks.

Paper ID 104

ENHANCED MULTI-HEAD SELF-ATTENTION TRANSFORMER-BASED METHOD FOR PREDICTION OF
DRUG-DRUG INTERACTIONS

Semih Cal (Otterbein University)*; Ramazan Ozgur Dogan (Trabzon University); Hulya Dogan (Karadeniz Technical University)

The usage of various drugs has increased significantly in recent years, leading to a higher possibility of drug-drug
interactions (DDIs). The concurrent usage of multiple drugs can result in potentially hazardous interactions, making it
crucial to foresee DDIs to prevent adverse effects and enhance patient safety. Traditional DDI prediction methods often
require extensive examinations, which can be time consuming and resource intensive. As a result, automatic DDI
prediction methods have gained attention in the literature, offering clinicians support for making more accurate
decisions and designing effective treatment plans. Despite progress in DDI prediction studies, substantial challenges
remain in the field. Our study addresses these challenges by proposing a deep learning-based model leveraging drug
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features. Specifically, this study introduces an enhanced multi-head self-attention transformer-based method, which
incorporates pharmacological features to achieve improved performance. The proposed method consists of two primary
stages: feature extraction and model design. To evaluate the efficacy of the proposed method, performance evaluation
procedures -Accuracy (ACC), Precision (PRE), Recall (REC), and F-Score- are utilized. Comparative experiments are
conducted with several state-of-the-art methods on a data set specifically created for this study. Out of all, the proposed
method achieves mean values of ACC, PRE, REC, and F-Score as 87.49\%, 87.19\%, 82.76\%, and 84.56\%,
respectively, surpassing the performance of other methods. The results unequivocally demonstrate the effectiveness
and superiority of the proposed method in predicting DDlIs.

Paper ID 105

LEVERAGING MACHINE LEARNING FOR EFFECTIVE DEVICE DETECTION AND SECURITY IN LORA-
BASED IOT SYSTEMS

Nurettin SENOL (Sam Houston State University)*; Anitha Chennamaneni (Texas A&M University-Central Texas); Amar Rasheed
(Sam Houston State University); Ahmet Furkan Aydogan (University of North Carolina at Wilmington)

LoRa networks, which enable long-range, low-power communication for Internet of Things (loT) applications, face
increasing device identification and security challenges. Detecting and classifying devices in LoRa networks is crucial
for mitigating risks such as spoofing and unauthorized transmissions. This study evaluates the performance of three
machine learning based device detection algorithms—Local Outlier Factor (LOF), Autoencoder, and Isolation Forest—
using real-world LoRa transmission data. The results indicate that the Autoencoder performs best, achieving an
accuracy of 97.50% with precision, recall, and F1 scores of 0.98, indicating its superior ability to identify devices
accurately. The LOF algorithm follows closely with an accuracy of 95.84%, while the Isolation Forest shows an
accuracy of 95.01%, demonstrating its effectiveness but slightly lower performance in comparison. These findings
highlight the potential of machine learning techniques for reliable device detection in LoRa networks, enabling
improved security and efficient management of 10T devices.

Paper ID 106

ENHANCING CYBERSPACE SECURITY WITH PHISHING DETECTION AND DEFENSE USING MACHINE
LEARNING MODELS MD

Nazmul Haque Siam (University of New Brunswick); Ehsan Hallaji (University of Windsor)*; Roozbeh Razavi-Far (University of
New Brunswick)

In response to the evolving aspect of emerging phishing threats, this paper presents a comprehensive study of machine
learning techniques used for detecting phishing attacks. In this process, we investigate and explore the various stages
of phishing attacks, highlighting the techniques and strategies used by attackers. In addition, existing detection methods
are categorized and concisely reviewed. To ensure the applicability of our findings in real-life scenarios, simulations
are performed using two comprehensive real-world datasets. Moreover, the detection mechanism is implemented using
several advanced machine-learning models, including state-of-the-art Natural Language Processing (NLP). The study
also bottom-lines the significance of feature engineering in improving model performance. Our contributions will help
safeguarding cyberspace through the use of machine learning technologies.

Paper ID107

FORENSIC INVESTIGATIONS IN THE AGE OF Al: IDENTIFYING AND ANALYZING ARTIFACTS FROM Al-
ASSISTED CRIMES

Amina Alnagbi (Zayed University); Meera Alblooshi (Zayed University); Hessa Ali Nasser (Zayed University); Niyat Seghid
(Zayed University)*; Farkhund Igbal (Zayed University)

This paper examines the possible manipulation of generative Al models, in particular ChatGPT, to support
cybercriminal activities. The research investigates the possibility of coercing Al into assisting malicious actors by
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setting up a suspect in a cybercrime scenario. In this paper, using a Windows machine and an Android Mobile, we
simulate a scenario in which ChatGPT is manipulated to assist a cybercriminal and conduct memory, mobile, and
network forensics to reveal evidence and track the involvement of the Al. The study looks at the role of Al in
committing cybercrimes, vulnerabilities to manipulation, and implications for forensic investigations. The paper points
out opportunities and risks for generative Al in criminal contexts through a mix of experimental analysis and forensic
techniques. It further discusses ethical and legal issues concerning accountability, misuse of technology, and the
furtherance of injurious behaviors via Al. These findings raise a new imperative need for robust safeguards with due
care in the handling of Al to avoid its exploitation in crimes.

Paper ID 108

HARMONIZED DATA DRIVE: STANDARDIZING AND UNIFYING SMART CAR INFORMATION STORAGE
FOR ENHANCED FORENSICS AND INTEROPERABILITY

Hossein Jamali (University of Nevada, Reno)*; Josh Watson (University of Nevada, Reno); Sergiu Dascalu (University of Nevada,
Reno); Frederick Harris, Jr. (University of Nevada, Reno)

The proliferation of smart car technology has introduced significant challenges in managing high-volume,
heterogeneous data, including issues with interoperability, secure storage, and real-time analytics. This paper proposes
the Harmonized Data Drive (HDD), a unified and scalable framework designed to address these challenges through
efficient data ingestion, hierarchical metadata structuring, and end-to-end encryption. HDD ensures data integrity,
accessibility, and compliance with regulatory standards, making it particularly valuable for applications in digital
forensics and automotive data analysis.

The framework's performance was evaluated using the NYC Yellow Taxi Trip Record dataset, showcasing its ability
to achieve ingestion rates of approximately 1 million rows per second while maintaining a minimal storage overhead
of approximately 19% from encryption. HDD also supports real-time query execution with an average latency of 0.65—
1.23 seconds per query. Compared to existing systems, HDD demonstrates better scalability, forensic usability, and
analytical capabilities while offering robust interoperability via standardized export formats like JSON and Parquet.
These results position HDD as a robust and future-ready solution for addressing the complexities of smart car data
ecosystems.

Paper ID 109

EVALUATING MACHINE LEARNING ALGORITHMS FOR ENHANCING NETWORK INTRUSION DETECTION
SYSTEMS: A COMPARATIVE STUDY

Gunay Abdiyeva-Aliyeva (Baku Higher Oil Shchool)*; Naila Allakhverdiyeva (Baku Higher Oil School); Nihad Alili (Baku Higher
Oil School); Ilkin Balazade (Baku Higher Oil School)

Network Intrusion Detection Systems (NIDS) play crucial role for maintaining the security of modern network
infrastructures. With the increasing sophistication of cyber-attacks, traditional signature-based methods have become
insufficient. Machine Learning (ML) techniques offer a promising alternative, providing the ability to detect novel
threats by learning from network traffic patterns. This article provides a comparative analysis of different ML
algorithms applied to NIDS, evaluating their performance based on key metrics such as accuracy, precision, recall, and
F1-score.

Paper ID 110

AN INTEGRATED FRAMEWORK FOR VIDEO-BASED DEEPFAKE FORENSIC ANALYSIS

Bashaer Alsalami (Zayed University ); Richard Ikuesan (Zayed University)*

Deepfakes are one of the biggest digital innovations of the past few years. They use Al algorithms to mimic human
voices, faces and behavior with high levels of realism and accuracy. They are the culmination of developments in
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machine learning deep learning. Deepfakes were initially developed for entertainment purposes but have developed
into dangerous territory. Their accuracy in mimicking behavior makes them dangerous ad they can be used to
manipulate unsuspecting individuals, raising ethical and security concerns. This research explores how to mitigate
potential harm from deepfakes, given the existing methods are inadequate in holistically preserving the integrity of
digital communications.

Paper ID 112

ENHANCING THE DIGITAL FORENSICS PRESENTATION PHASE THROUGH IMMERSIVE VIRTUAL
REALITY TRAINING ENVIRONMENTS

Chukwuemeka Ihekweazu (SHSU); Chiamaka Femi-Adeyinka (SHSU); Khushi Gupta (SHSU); Naomi Aghado (Viterbo); Pat Ko
(SHSU)

The final phase of a digital forensics investigation, often referred to as the 'presentation’ phase, requires not only
technical know-how but also well-honed communication, legal knowledge, and professional demeanor. An effective
presentation of findings can influence the results of legal proceedings and determine the credibility of the digital
forensic expert. This paper examines the importance of the presentation phase, considering technical writing standards,
legal considerations, and communication strategies essential for expert witness testimony. We further propose a virtual
reality (VR) training environment framework designed to help digital forensics professionals of every level develop
robust presentation skills. By immersing trainees in a simulated courtroom or legal setting, the VR solution provides a
safe environment to practice delivering findings, responding to cross-examination, and employing proper legal
terminology. The ultimate goal is to improve both the technical and soft skills needed for effective presentation,
improving the preparedness and confidence of digital forensic practitioners.

Paper ID 117

DEEP-LEARNING BASED 3D LUNG SEGMENTATION

Kerem Erciyes (University of Milano-Bicocca)*; Mustafa Soydan (University of Milano-Bicocca); Ozgur Gumus (University of
Milano-Bicocca)

Medical imaging plays a crucial role in diagnosing and treating lung conditions, where accurate lung segmentation in
Computed Tomography (CT) scans is a fundamental step in various applications, from disease detection to surgical
planning. This study presents a deep learning-based approach for lung segmentation using an artificial neural network
trained on a dataset derived from the AAPM Thoracic Auto-segmentation Challenge. By integrating robust
preprocessing, dynamic advanced data augmentation, and an optimized U-Net-based architecture, we enhance
segmentation accuracy while mitigating overfitting. Our results demonstrate the effectiveness of this approach,
achieving a Dice Similarity Coefficient of 0.9468 and an Intersection over Union of 0.8990 on unseen test data,
confirming improved generalization and high performance on key evaluation metrics.

Paper ID 118

CUSTOMER PERSONALITY ANALYSIS USING MACHINE LEARNING WITH EXPLAINABLE Al

Din Mohammad Dohan (BRAC University); Naheyan Prottush (Deaken University); Md.Ashig Ul Islam Sajid (BRAC University);
Sudipta Mondal (BRAC University); Sumaya Binte Zilani Choya (George Mason University); Md. Golam Rabiul Alam (BRAC
University)

Medical imaging plays a crucial role in diagnosing and treating lung conditions, where accurate lung segmentation in
Computed Tomography (CT) scans is a fundamental step in various applications, from disease detection to surgical
planning. This study presents a deep learning-based approach for lung segmentation using an artificial neural network
trained on a dataset derived from the AAPM Thoracic Auto-segmentation Challenge. By integrating robust
preprocessing, dynamic advanced data augmentation, and an optimized U-Net-based architecture, we enhance
segmentation accuracy while mitigating overfitting. Our results demonstrate the effectiveness of this approach,
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achieving a Dice Similarity Coefficient of 0.9468 and an Intersection over Union of 0.8990 on unseen test data,
confirming improved generalization and high performance on key evaluation metrics.

Paper ID 119
Focus: A ONE-VS-ALL RESOLUTION STRATEGY FOR TEMPORAL METADATA ANALYSIS

Michael Todd (AFIT)*; Gilbert Peterson (AFIT)

In digital forensics, temporal metadata analysis involves collecting, examining, and extracting time-related trace data
to find answers to investigative questions. To answer questions, experts apply platform-specific knowledge to identify
and group corroborating traces. This paper extends previous work with rule-based binary classifiers by introducing a
novel resolution strategy inspired by human expert methods of analyzing temporal metadata. The presented approach
represents expert knowledge as rule-based binary classifiers to group patterns associated with specific activities and
leverages these rules over time similar to how experts reason over the same data. Focus distinguishes itself by
dynamically highlighting the most relevant label from each classifier by creating a working and long-term memory of
the most relevant classifier based on rules with weighted values that increase and decrease over time. The system is
evaluated across 10 scenarios on a Windows 10 workstation. Results show a 190% increase in F1 score from 0.31 to
0.90, highlighting the efficacy of Focus as an OvA resolution strategy for temporal metadata machine learning
classification applications.

Paper ID 120

BEHAVIORAL AND PROPAGATION-BASED ANALYSIS OF APT ATTACKS FOR EFFECTIVE ATTACK
ATTRIBUTION

Mohammed Rauf Ali Khan (King Fahd University of Petroleum and Minerals)*; Ahmad Almulhem (King Fahd University of
Petroleum and Minerals)

Various advanced persistent threat (APT) groups are emerging with different tactics, techniques, and procedures (TTPs)
for targeting enterprises and organizations. Traditional methods that use either static or dynamic analysis might struggle
to detect polymorphic and packed zero-day attacks. In this paper, we propose an approach that allows malware analysts
to consider all aspects of an attack, including not just sample analysis but also a view into TTP-based attack vectors.
By correlating observed TTPs with known threat intelligence, our approach facilitates attack attribution, helping
analysts identify the threat actor behind an attack campaign. We applied our approach to a recent APT attack by the
Black Basta group on Keytronics, which utilized unique delivery mechanisms for initial access. This paper then
describes the entire attack vector, explaining how email bombing was used to deliver payloads like SystemBC and
Black Basta ransomware. We also list the indicators of compromise, command and control traffic, persistence
mechanisms, detection rules, and other unique identifiers from this attack campaign. By integrating sample-based
analysis with TTP-based attack vector examination, our approach enhances existing attribution methods, providing a
more comprehensive perspective on APT attack strategies.

Paper ID 121

A MULTI-LAYER MODEL OF PSYCHOLOGICAL FACTORS AND PARAMETRIC APPROACHES FOR
HUMAN-CENTRIC PHISHING PREVENTION

Seydanur Ahi Duman (Gebze Teknik University)*; Atahan Duman (Gebze Teknik University); Rukiye Hayran (Wapp World
Association of Positive Psychotherapy); Ibrahim Sogukpinar (Gebze Teknik University)

Phishing continues to be an evolving cybersecurity menace, leveraging social engineering that preys on human
vulnerabilities, such as risk-taking, trust, and cognitive biases. This research aims to systematically model these
psychological dimensions using a six-category hierarchical framework Demographic Factors (DF), Digital Literacy
(DL), Risk-Taking Behavior (RTB), Trust Perception (TP), Psychological State (PS), and Cognitive Bias (CB)
quantified by standardized scales (e.g., DOSPERT, Karolinska Sleepiness Scale). We integrate these factors via either
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a Hooking Factor (HF) domain-based formula or Logistic Regression (LR), applying SMOTE to mitigate class
imbalance in our limited dataset (126 participants, only 8 actual phishing victims). A comparative analysis with existing
phishing detection approaches highlights our psychological emphasis and flexible modeling strategy. Our key findings
demonstrate: (1) Both HF and LR yield interpretable insights into user-level phishing vulnerability; (2) SMOTE helps
minority-class recognition but may inflate performance; and (3) future real-time biometric monitoring of stress or
fatigue could boost the model’s adaptive capacity. We contribute a human-centric perspective that merges
psychological measurement with machine learning for enhanced phishing defense strategies.

Paper ID 123

ADVANCED PRIVACY AND SECURITY TECHNIQUES IN FEDERATED LEARNING AGAINST
SOPHISTICATED ATTACKS

Hariprasad Holla (IEEE)*; Arun Ambika Sasikumar (IEEE); Chandu Gutti (IEEE); Karthik Thumula (IEEE); Hemanth Gogineni
(University of the Cumberlands)

This paper addresses the growing vulnerability of federated learning (FL) systems to sophisticated attacks such as
model poisoning, Byzantine behavior, and privacy leaks. These threats are critical in sensitive domains (healthcare,
finance), where data confidentiality and model integrity are paramount. We propose PRIVFED-AD, a privacy-
preserving FL framework integrating adaptive noise injection, robust aggregation, and intelligent attack detection. Our
approach dynamically adjusts privacy budgets and employs real-time anomaly detection to mitigate malicious activity
in large-scale FL deployments. Experiments on MNIST, CIFAR-10, and Healthcare 10T show reductions in attack
success rates: 71.7% (model poisoning), 70.6% (Byzantine), 74.7% (reconstruction), and 22.9% (membership
inference). Despite heightened security measures, PRIVFED-AD maintains up to 89.6% accuracy under moderate
privacy settings, with robust performance (76.8% accuracy) at 30% malicious clients. We present (1) a unified
architecture that balances differential privacy and secure aggregation, (2) provable convergence under adversarial
conditions, (3) rigorous evaluation across heterogeneous datasets, and (4) guidelines for large-scale, attack-resilient
FL. Compared to existing frameworks, PRIVFED-AD achieves lower attack success rates yet sustains higher accuracy
under adversarial settings, establishing a new benchmark for secure FL. Results highlight its potential to secure FL
applications and preserve utility, offering a balance between defensive rigor and feasibility.

Paper ID 124

PRIVACY-PRESERVING SECRET SHARING USING FULLY HOMOMORPHIC ENCRYPTION

Ahmat Daouda (University of NDjamena)*; Adoum Youssouf (Virtual University of Chad); Abdramane Issa Oumar (University of
N'Djamena)

This paper proposes a novel approach aimed at enhancing the security of data exchanged within a network through the
integration of Shamir secret sharing and homomorphic encryption. This approach is based on information slicing using
Shamir's threshold scheme, enriched by the addition of noise to enhance confidentiality. The segments thus created,
protected by homomorphic encryption, are sent via separate paths to an intermediary proxy node capable of directly
manipulating the encrypted data and reconstructing the encrypted secret using Lagrange interpolation then forwarding
it to its recipient for decryption. This paper meticulously highlights the cryptographic mechanisms that underpin this
approach, with a particular emphasis on the roles of secret sharing and fully homomorphic encryption. The
implementation of this method, executed on a Windows platform utilizing Python and the NetworkX library to simulate
network exchanges, effectively demonstrates the practicality of the approach. The results show that the methodology
not only ensures data privacy and security but also preserves confidentiality throughout the routing process stages. The
paper presents a significant advancement in the field of network security.
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Paper ID 127

AN ENSEMBLE TRANSFORMER APPROACH WITH CROSS-ATTENTION FOR AUTOMATED CODE
SECURITY VULNERABILITY DETECTION AND DOCUMENTATION

Adiba Mahmud (Tuskegee University)*; Yasmeen Rawajfih (Tuskegee University); Fan Wu (Tuskegee University)

We introduce a new Java vulnerability benchmark that combines data from the Juliet Test Suite, OWASP Bench-marks,
and GitHub, capturing 17 vulnerabilities that are often missed by current methods. To tackle challenges like frame-
work complexity and diverse threat patterns, we propose a multi-model transformer framework that freezes pre-trained
CodeBERT, GraphCodeBERT, and CodeT5, then fuses their representations via cross-attention for vulnerability
detection and vulnerability type classification. Our ensemble achieves near perfect type classification and 93.46%
detection accuracy on the Java dataset, while remaining competitive on PRIMEVUL for C/C++—all without extensive
fine-tuning. Additionally, we automate CWE-aligned documentation to guide developers in remediation, demonstrating
a practical and resource-efficient approach to vulnerability detection across languages. Index Terms—security, code
vulnerability, vulnerability detection, transformer models, ensemble learning

Paper ID 128

SOLVING THE FINANCIAL, OPERATIONAL, AND REPUTATIONAL IMPACT OF COMMERCIAL FLEET
COLLISIONS CHALLENGES AND MITIGATION STRATEGIES USING DATA DRIVEN DECISION MAKING
PROCESS

Priyam Ganguly (Hanwha Q CELLS America Inc.); Thrushna Matharasi (Solera Inc)*

This study discusses about collisions involving commercial fleet vehicles can have far-reaching financial, operational,
and reputational consequences for businesses. Beyond the immediate impact of vehicle damage, such incidents often
lead to lost clients and sales, as customer trust and service reliability are compromised. Additionally, administrative
burdens and legal processes increase operational expenses, while higher insurance premiums further strain financial
resources. Business productivity suffers due to downtime costs, employee absences, and the need for staff replacement,
all of which contribute to increased payroll obligations. The depreciation of fleet equipment accelerates, requiring
premature repairs or replacements. Furthermore, accidents can severely damage a company’s reputation, leading to
negative publicity and long- term business setbacks. This abstract highlight the multifaceted impact of fleet collisions,
emphasizing the need for proactive risk management and safety measures to mitigate financial losses and preserve
corporate reputation.

Paper ID 129

INVESTIGATING NOSQL INJECTION ATTACKS ON MONGODB WEB APPLICATIONS

Hardi Matholia (University of Winnipeg)*; Oluwasola Mary Adedayo (University of Winnipeg)

Modern web applications are increasingly data-intensive and handle a wide variety of semi-structured and unstructured
data. Traditional relational databases were not designed to manage such data, and using them often leads to
complications in storage, retrieval, and performance degradation. As a result, NoSQL databases have become more
popular in recent years. With key advantages such as high performance, scalability, and support for diverse data
structures, NoSQL databases are particularly well suited for handling large volumes of data, making them a popular
choice for small businesses seeking efficient storage solutions. However, storing sensitive information in these
databases makes them targets for attackers aiming to steal data or compromise applications. One of the major security
threats to NoSQL databases is NoSQL injection, which attackers exploit to gain unauthorized access. This research
investigates how MongoDB-based web applications can be exploited through simulated NoSQL injection attacks,
examines their impact, and evaluates mitigation techniques to prevent these security risks. The findings aim to help
NoSQL database developers understand the mechanisms of NoSQL injection attacks and implement stronger security
measures to protect sensitive data.
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Paper ID 130
FROM SNAP TO EVIDENCE: SNAPCHAT FOOTPRINT ON 10S

Vedant Gupta (Boston University)*; Yuting Zhang (Boston University)

Snapchat has transformed how we communicate, especially for Gen Z, by offering a platform where moments disappear
as quickly as they are shared. This ephemeral design promises users privacy and freedom from digital permanence. It
also raises unique challenges for forensic investigations. In this study, we dive into the hidden layers of Snapchat’s i0S
application using various forensic techniques and tools. Our discovery challenges Snapchat’s claims of complete data
deletion. Media files, unsent snaps, and even detailed location data were found lingering in directories long after they
were supposedly erased. These findings uncover potential hidden evidence valuable for forensic investigations, and
raise serious questions about user privacy and the true nature of ephemeral” messaging. By exposing the discrepancies
between Snapchat’s claims and its practices, our research also underscores the need for greater transparency from those
social media platforms regarding their user information handling.

Paper ID 131
MACHINE LEARNING APPROACHES FOR CLASSIFYING ENCRYPTED FILES

Razaq Jinad (Sam Houston State University)*; ABM Islam (Sam Houston State University); Narasimha Shashidhar (Sam Houston
State University)

Encryption is vital for protecting information by converting it into an unreadable format. However, it is also used for
anti-forensic purposes, complicating the analysis of files. Classifying encrypted data without decryption is essential for
digital forensic analysis, providing insights into encrypted file types. This research explores the use of machine learning
models with advanced feature extraction techniques to classify file types in their encrypted form, enhancing digital
forensic capabilities and understanding encryption's impact on classification. We applied feature extraction methods to
analyze encrypted files and trained machine learning classifiers to predict file types. Our results show significant
variance in classification accuracy between different files, demonstrating the feasibility of using machine learning for
encrypted file classification while highlighting the importance of feature extraction for classification success.

Paper ID 132

MIGRATING TRADITIONAL APPLICATIONS TO CLOUD-NATIVE DEVOPS: A FRAMEWORK FOR
SUCCESSFUL CLOUD MIGRATION AND MODERNIZATION

Neha Surendranath (LinkedIn)*; Sai Annamaiah Basava Raju (BDO); Ranita Ganguly (Delaware State University, Dover)

A transition of traditional applications to DevOps native cloud environment is crucial for today's organizations that are
seeking improved levels of application agility, horizontal scalability, and operational flexibility. This paper presents an
approach to Cloud Migration and Application Modernization to integrate containers, microservices, and serverless
computing technologies. The proposed framework gives due consideration to strategic direction, architectural
reconfiguration, and automation where principles include: compatibility with legacy systems; security; and shortage of
skills. Comparing to traditional practices, the paper shows that cloud-native practices enhance the rate of deployment,
resource utilization, and redundancy much better than traditional practices. It brings out the practical implication of the
model and demonstrates how it has an impact on factors, such as performance, and cost of doing business. A set of
practical steps is outlined as a compass for organizational transformation towards cloud-native DevOps while avoiding
common pitfalls of modernization. DevOps have become cloud-native DevOps, a new trend in software development
and deployment that highlights flexibility, extensibility, and speed, as well as possible outcomes. This study focuses
on serverless computing, microservices, and containerization—three enabling technologies for this change. This paper
reviews advantages, including decreased operational overhead, increased modularity, and portability, over difficulties
that include lock-in, complexity, and security. Suggestions are offered for professionals to help them, and others have
successfully adopted such technologies.
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Paper ID 135

SPEED AS AN INSTRUMENT: EXPLOITING TIME-SCALE MODIFICATION FOR ADVERSARIAL ATTACKS
AND DEFENSES IN SPEAKER RECOGNITION SYSTEMS

Umang Patel (Dhirubhai Ambani Institute of Information and Communication Technology)*; Shruti Bhilare (Dhirubhai Ambani
Institute of Information and Communication Technology); Avik Hati (National Institute of Technology, Tiruchirappalli)

Speaker recognition systems (SRS) are important in applications such as critical security systems and virtual assistants.
However, deep learning-based SRS models are vulnerable to adversarial attacks that can compromise their reliability,
highlighting the need for effective defense strategies. In this paper, we explore time scale modification (TSM) as both
a black-box attack and a defense mechanism for SRS models. Specifically, we investigate the effects of the speed-down
and speed-up processes on audio signals. Speed-down distorts temporal characteristics, transforming clean samples
into adversarial examples (AEs), while speed-up disrupts adversarial patterns, reducing the adversarial attack success
rate (AASR). We evaluate the performance of two SRS models, TDNN and ResNet-34 across different speed
manipulations on VoxCeleb and LibriSpeech datasets. Adversarial attacks, including FoolHD and PGD, are tested in
conjunction with these manipulations. Results show that speed-down is highly effective in generating AEs, significantly
lowering model accuracy to 0.08%. Meanwhile, the speed-up process reduces the AASR to as low as 12.85%,
demonstrating its potential as a robust defense method. Our findings offer valuable insights into the vulnerabilities and
defense mechanisms of SRS models through TSM.

Paper ID 143

DEVELOPMENT OF TWO-STAGE STEGANOGRAPHY METHOD

Zhanat Saukhanova (L.N. Gumilyov Eurasian National University); Sayat Raykul (L.N. Gumilyov Eurasian National University);
Altynbek Sharipbay (L.N. Gumilyov Eurasian National University); Gulmira Shakhmetova (L.N. Gumilyov Eurasian National
University); Alibek Barlybayev (L.N. Gumilyov Eurasian National University)*; Altay Khassenov (L.N. Gumilyov Eurasian
National University)

In the modern era of Internet development, one of the key challenges is ensuring data security. In this regard, in the
recent years significant attention has been paid to steganography — the art of hiding information. Steganography is
based on the use of modern technologies, including data compression method, information theory, spread spectrum
technologies, and cryptography. This technology is used to ensure data confidentiality by concealing information in
various types of containers. Images, text documents, video and audio files can be used as containers. This article
discusses an approach to implementing text steganography, which is based on one of the popular techniques - the least
significant bit (LSB) method for text files. The LSB is based on modifying the least significant bit of data in a container
to hide secret information. Since hiding information in DOCX format does not have high stability, due to the fact that
knowing the structure of the DOCX-file, information about the color characteristics can be obtained. This information
gives the attacker the opportunity to take information about the secret word. Based on this, the authors of the study
propose hiding a DOCX file with secret information in a PDF file. In the article, the authors propose a new method of
two-stage information concealment in a text container. At the first stage, the secret text is embedded in a text container
of DOCX format. The second stage consists of concealing the modified text container in the structure of the PDF
document.

Paper ID 149

DEEP LEARNING-BASED CLASSIFICATION OF SOFTWARE BUGS USING CODE CONTEXT AND AST
FEATURES

Alpaslan Gokcen (Istanbul Commerce University); Arda Arsik (Istanbul Kultur University); Akhan Akbulut (Istanbul Kultur
University); Cagatay Catal (Qatar University)*

A software component plagued with bugs is likely to experience both functional and non-functional difficulties, such
as usability, performance, and security issues. These bugs can range from improper layouts to system crashes and
security vulnerabilities. In this research, we developed a deep learning-based model to classify software bugs based on
preceding and corrected code statements. Preprocessing includes extracting features from the Abstract Syntax Tree
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(AST) by traversing the tree to capture node types and relationships, then encoding the AST into a numerical vector
representation for classification. Using AST and padding methods, features are extracted from code statements for use
in a Convolutional Neural Network (CNN) model. We proposed a CNN-based model with AST-based feature
extraction for large-scale software bug classification and evaluated on 153,652 bug samples from 1,000 GitHub
projects. Compared to traditional datasets, this large dataset presents challenges in building accurate prediction models.
This model is particularly useful in continuous integration (CI) pipelines, where it can automatically detect problematic
code during the build process, helping to identify bugs faster and reduce manual review.

Paper ID 154

ADVANCED FORENSIC ANALYSIS FOR VEHICLE SPEED ESTIMATION: A TWO-VIDEO COMPARISON
APPROACH

Athanasios Manios (Greek Courts of Justice)*; Christos Liambas (Faculty of Computing University of East London / Metropolitan
College Aristotle University of Thessaloniki)

A forensic analysis method for estimating vehicle speed is introduced by comparing two video sources from the same
device (e.g., smartphone, security camera) in the same field of view. An initial reference video, featuring a single
vehicle with a known speed determined by GPS data, is required for the proposed algorithm. Using this reference, the
speed of a vehicle in a second video—where the speed is unknown or under question—can be estimated. Speed
calculation in the second video relies on a user-defined region of interest (ROI), which is specified by free-hand drawing
two lines. The algorithm combines the YOLO method and some optimization techniques in order to reduce processing
time—by up to 97%. This approach offers a significant improvement in forensic video analysis, providing a faster and
more reliable method for estimating vehicle speeds over a defined distance, which is crucial for law enforcement and
investigations.

Paper ID 155

CLOUD SERVICE ANALYSIS FROM THE SECURITY PRINCIPLES PERSPECTIVE

Olga Dye (University of Texas at Dallas), Ebru Cankaya (University of Texas at Dallas)*

As a popular and ubiquitous solution for accommodating the demand for the storage and processing of large volume of
data, cloud service providers are utilized intensiveely. The extensive use of such services presents an inherent
vulnerability as gaining access to others’ private data is very attractive to adversaries. To accomplish the goal of
accessing cloud data, the attackers exploit several security attacks including masquerading, eavesdropping,
modification, deletion, etc. To ensure such attacks are prevented, we analyze cloud service providers security with
respect to select security design principles. We focus on the verification of the least privilege, separation of privileges,
and complete mediation principles on a stereotypical cloud service Amazon Web Services (AWS).

Keywords— Design principles, principle of least privilege, separation of privileges, principle of complete mediation,
cloud security

Paper ID 156

CosT-OPTIMIZED CLOUD SCHEDULING FOR ETL AND B1G DATA USING Al

Chaitanya Reddy Krishnama (IEEE)*; Raghavender Puchhakayala (IEEE); Sudarshan Kotha (IEEE); Faiz Gouri (IEEE)

Cloud-based data pipelines are critical for large-scale ETL and big data analytics, yet in- efficient scheduling leads to
high costs and resource underutilization. Traditional approaches, such as static provisioning and rule-based auto-
scaling, fail to adapt to dynamic workloads and ever-changing cloud pric- ing. This paper introduces an Al-driven cost-
aware scheduling framework that integrates LSTM-based workload forecasting, Isolation Forest anomaly de- tection,
and real-time cost analytics. Unlike purely reactive or threshold-based methods, this approach proactively adjusts
resources to minimize costs and prevent performance bottlenecks. Experiments using the Google Cluster Workload
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Traces dataset and Azure VM Pricing data demonstrate up to a 30-40% reduction in operational expenses, along with
improved processing efficiency and auto-scaling responsiveness. However, the proposed solution may require further
adaptation for extreme-scale scenarios or specialized compliance environments. These findings highlight the novelty
of combining predictive analytics, anomaly detection, and cost optimization, offering a robust strategy for enhancing
performance and reducing expenses in cloud-based ETL and big data workflows.

Paper ID 160

AIl-DRIVEN DIGITAL EVIDENCE TRIAGE IN DIGITAL FORENSICS: A COMPREHENSIVE REVIEW

Md Zakir Hossain Zamil (Western Illinois University)*; Tahir M., PhD Khan (Western Illinois University)

Artificial intelligence (Al) has become an essential component in digital evidence triage as a powerful solution that has
improved the efficiency of forensic examination. This paper aims to provide a synthesis of recent advancements in the
application of Al to digital forensics, based on a review of selected papers from the last decade. It examines the current
state-of-the-art methods for using machine learning models, particularly deep learning and hybrid models, in the sorting
and examination of evidence. The findings reveal that Al plays a crucial role in addressing challenges such as data
complexity, scalability, and anti-forensic countermeasures. However, several challenges remain, including limited
datasets, legal issues, and constraints in computational power. This paper emphasizes the importance of a
multidisciplinary approach, the emergence of eXplainable Artificial Intelligence (XAl), and the need for a common
framework to deal with current and future technologies such as the Internet of Things (IoT), blockchain, and quantum
computing in digital forensics. Based on the analysis of current research, this work provides a basis for the development
of effective Al-based forensic processes and to cope with the complex nature of contemporary cyber investigations.

Paper ID 161

NIDS USING HIERARCHICAL ATTACK STRUCTURE AND TRANSFORMER

Avinash Kumar (Sam Houston State University)*; Nuri Alperen Kose (Sam Houston State University); Kubra Kose (Sam Houston
State University); Hyuk Cho (Sam Houston State University)

As network technologies rapidly advance and organizational operations increasingly rely on networked systems,
cyberattacks have become more sophisticated, posing widespread threats. Consequently, distinguishing malicious
network traffics from normal ones has become a critical task to safeguard the organizational infrastructures and ensure
the integrity and reliability of networked systems. To address this, numerous network intrusion detection systems have
been developed and studied on various network traffic datasets. In this paper, we present a novel approach featuring a
transformer-based two-level classification, where a transformer classification is applied to each of the two hierarchical
attack levels. Specifically, binary classification is performed to distinguish between normal and attack traffic, followed
by multiclass classification to identify specific types of network attacks. Experimental results on the CICIDS-2017
dataset demonstrate a reduction of false negatives (i.e., the misclassification of attacks as normal traffic), which is a
crucial factor for security-sensitive systems. Specifically, it achieved an accuracy of 0.9874(110.0010) and an F1-score
0f 0.9924(110.0006) for binary classification, and an accuracy of 0.9976(110.0002) and an F1-score of 0.9715(110.0035)
in multiclass classification. Additionally, the comparative analysis with existing approaches highlights the effectiveness
of our method in achieving enhanced classification performance for both binary classification and multiclass attack
detection.

Paper ID 164

POWERSHELL PROXY-AWARE INTERCOMMUNICATION AND MANIPULATION

Jean Rosemond Dora (IISAS)*; Ladislav Hluchy (IISAS); Jean Rosemond Dora (IISAS)

With the exponential expansion of attacks, organiza- tions and enterprises nowadays, force their network communica-
tion through a proxy. This measure can assist security analysts to better control their environment, and monitor traffic.
Likewise, attackers are interested in the manipulation techniques of the proxy concept, since they are aware of this
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protection. On the other hand, penetration testers (also known as, ethical attackers, or hackers) must ensure that their
techniques (while generating payloads) can work through proxy to understand better steps that need to be mitigated.
Additionally, they can always attempt to manipulate the proxy if possible [1], [2], along with any of its implemented
monitors for this purpose. Usually, the PowerShell download cradles may not always be proxy-aware. However, the
Meterpreter HTTP and HTTPS are [3]. A Meterpreter is a Metasploit attack payload that provides an interactive shell
from which an attacker can proceed with his exploration of the target machine and run codes. Our focus will be based
on strategies to talk to a proxy, i.e., we will need to use some modules which by default, are proxy-aware in the creation
of our payloads [4]. We may still face some issues with some classes that are proxy-aware, since they may be reverted
in future versions of Windows.

Paper ID 167
THE ROLE OF MACHINE LEARNING IN DISTANCE EDUCATION: BIBLIOMETRIC ANALYSIS

Abdullah Alan (Firat Universitesi)*; Songiil Karabatak (Firat Universitesi); Murat Karabatak (Firat Universitesi)

This study aims to present a bibliometric analysis to examine the role of machine learning in distance education. The
analysis of 1768 articles obtained from the Web of Science database between 2005 and 2024, using the keywords
"machine learning, deep learning, distance education, e-learning, and online learning,” was conducted using the
Biblioshiny software. The analytical approach used in this study covers a range of bibliometric indicators, including
keywords, authors, documents, sources, and countries. A significant increase in the number of publications on the topic
has been observed since 2017. The majority of the studies come from China and the United States, which are also the
countries with the highest number of citations. Nanyang Technological University and Tsinghua University are among
the institutions with the highest number of publications on the topic. IEEE Access, Education and Information
Technologies, and Applied Sciences-Basel are the journals where the articles are most frequently published. "Online
learning,” "machine learning," and "deep learning" are the most frequently used keywords. This study highlights the
increasing importance of machine learning in distance education and provides valuable insights for future research.

Paper ID 169

AUTOBNB: MULTI-AGENT INCIDENT RESPONSE WITH LARGE LANGUAGE MODELS

Zefang Liu (Georgia Institute of Technology)*

Incident response (IR) is a critical aspect of cybersecurity, requiring rapid decision-making and coordinated efforts to
address cyberattacks effectively. Leveraging large language models (LLMs) as intelligent agents offers a novel
approach to enhancing collaboration and efficiency in IR scenarios. This paper explores the application of LLM-based
multi-agent collaboration using the Backdoors & Breaches (B&B) framework, a tabletop game designed for
cybersecurity training. We simulate realistic IR dynamics through various team structures, including centralized,
decentralized, and hybrid configurations. By analyzing agent interactions and performance across these setups, we
provide insights into optimizing multi-agent collaboration for incident response. Our findings highlight the potential of
LLMs to enhance decision-making, improve adaptability, and streamline IR processes, paving the way for more
effective and coordinated responses to cyber threats.

Paper ID 171

EXTENDED ABSTRACT: LIGHT-WEIGHT LONG MUTUAL EXCLUSION ALGORITHM FOR ARBITRARY
GRAPHS

Mehmet Karaata (Kuwait University); Aisha Dabees (Kuwait University)

In this paper, we propose a novel, eventually safe cluster mutual exclusion algorithm that operates without requir- ing
arbitrary initialization of system processes. Due to being eventually safe, the safety property of the mutual exclusion is
satisfied after a finitely many steps. The safety is guaranteed with a delay of O(n2) rounds, where n is the number of
processes in the system. The algorithm has numerous applications in FANETS, wireless sensor networks and static
networks.
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Paper ID 172

EXPLORING THE POTENTIAL OF DEEPSEEK-R1 MODEL IN TRANSFORMING HEALTHCARE SOLUTIONS:
AN OVERVIEW

Muhammad Raheel Raza (Australian Catholic University)*; Shahbaz Ahmed (Universitit Koblenz); Fahad Ahmed Khokhar
(University of Florence); Asaf Varol (The University of Tennessee at Chattanooga)

Over the past few decades, artificial intelligence (Al) has become more integrated into healthcare, with Large Language
Models (LLMs) being a key component in improving healthcare decision-making. These LLMSs' capacity to produce
and interpret human-like texts has the potential to revolutionize healthcare procedures, where efficient data processing
and communication are crucial. DeepSeek-R1, created by DeepSeek Al, has drawn notice globally for its reasoning-
based design that uses reinforcement learning (RL) to enhance problem-solving skills. Keeping in view, the paper
emphasizes the significance of the DeepSeek-R1 model and its application in the healthcare industry. Highlighting
some hypothetical potential scenarios, we believe DeepSeek models can play a crucial role in transforming existing
medical approaches and revolutionizing the future of Al in healthcare.

Paper ID 173

ENHANCING INTRUSION DETECTION IN INDUSTRIAL CONTROL SYSTEMS: AN ADAPTIVE PROTOCOL-
AGNOSTIC APPROACH

Jackson Nunnelee (The University of Tulsa)*; Philip Rahal (The University of Tulsa); Alex Howe (The University of Tulsa);
Mauricio Papa (The University of Tulsa)

This paper enhances an existing anomaly-based Intrusion Detection System (IDS) for Operational Technology (OT)
networks. In particular, techniques are proposed to improve detection performance in diverse network environments
without domain-specific knowledge. Traditional anomaly-based IDS implementations in critical infrastructure settings
often require specialized knowledge to achieve accuracy, limiting scalability and adaptability. This study enhances a
protocol-agnostic approach by incorporating field masks and conditional filtering to reduce false positives and improve
overall detection efficacy. Leveraging byte histograms to identify anomalous byte values in network traffic, we
integrate field masks and conditional filtering as key mechanisms for optimizing anomaly detection by focusing on
relevant packet fields and conditional rule application. The IDS is evaluated in an unsupervised environment,
demonstrating its robustness across varying network conditions. The burden on security analysis is minimized through
a multi-stage evaluation that generates a detailed and explainable output with each test on incoming traffic.
Experimental results reveal the proposed technique effectively maintains high detection rates with reduced false
positives, underscoring the practical value of these enhancements in OT network security.

Paper ID 176

LEXCHAIN: A BLOCKCHAIN-BASED SOLUTION TO SAFEGUARD ELECTRONIC EVIDENCE IN LEGAL
SYSTEMS

Neha Adhikari (Sardar Patel Institute of Technology)*; Manan Chhajed (Sardar Patel Institute of Technology); Divya Raichura
(Sardar Patel Institute of Technology); Prasenjit Bhavathankar (Sardar Patel Institute of Technology)

The adoption of digitization has revolutionized data storage technology, resulting in improved accessibility, efficiency,
collaboration, and reduced storage costs. A significant impact of this can be seen in legal systems such as case
management tools and e-evidence in litigation. However, ensuring the integrity and authenticity of digital evidence
poses major challenges. Forensic evidence is the most sensitive and tangible part of legal investigations and traditional
methods for storing physical records and standard digital practices for document storage and forensic evidence
preservation are at risk of manipulation and unauthorized access. Such issues raise concerns about the integrity of
evidence in legal cases. Beyond the security concerns, manual processes such as storage, management and
authentication of evidence are expensive and suffer from delays. The proposed system addresses these challenges using
blockchain technology to build a robust system that securely stores all legal documents and forensic evidence. Utilizing
a blockchain framework such as Ethereum can boost the security of the legal system while also automating the legal
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process and ensuring compliance with data privacy regulations through smart contracts, thus improving efficiency,
reducing costs, and ensuring reliability and transparency.

Paper ID 183

ANOMALY DETECTION IN METAVERSE HEALTHCARE FOR 6G-ENABLED INTERNET OF THINGS: AN
APPROACH BASED ON FEATURE SELECTION

Omar Farshad Jeelani (ITMO University)*

The metaverse is founded on cutting-edge technologies, which pose great opportunities for improved clinical and
general well-being outcomes. However, the metaverse is confronted by cybersecurity threats in port scanning, probing,
and distributed denial-of-service attacks in its healthcare analytics. Countermeasures for these threats entail 6G-enabled
systems for intrusion detection using algorithms developed for identifying untypical behaviors in healthcare in the
metaverse. Typical anomaly discovery mechanisms have been constrained by various drawbacks such as class
imbalance, hyperparameter tuning, and feature selection, which lower their efficiency. This paper introduces a new
anomaly discovery mechanism boosted by 6G technology for healthcare analytics in the metaverse, using reinforcement
learning (RL) to tackle class imbalance and feature selection. This mechanism is boosted using the Bayesian
Optimization Hyperband (BOHB) strategy for hyperparameter tuning. The RL mechanism makes use of Shapley
additive explanations (SHAP) values to identify critical attributes precisely and provides an improved reward for
underrepresented categories for tackling class imbalance. We further make use of the BOHB strategy, a combination
of Bayesian optimization and Hyperband, which greatly improves optimization time. We evaluate our model using the
NSL-KDD and MAWI datasets, illustrating its advantage over current mechanisms, and results of (Accuracy, F-
measure, AUC) being (90.691%, 92.423%, 0.817) and (90.604%, 93.565%, 0.822), respectively. The results greatly
improved anomaly discovery and affirm the efficiency of the model in cybersecurity environments.

Paper ID 185

PROTECTION OF 3D MODELS BY QIM WATERMARKING WITH REDUCED DISTORTION

David Shapiro (Samara National Research University); Victor Fedoseev (Samara National Research University)*

This paper explores methods for protecting 3D data stored in the STL format using watermarks. Algorithms based on
the QIM family are analyzed as embedding methods. The feasibility of extracting watermarks with absolute accuracy
is evaluated, and these methods are compared based on the level of introduced distortions. The evaluation metrics
include Mean Squared Error (MSE), the Jaccard index.

Paper ID 186
DYNAMIC THREAT DETECTION AND MITIGATION USING Al-INFUSED FIREWALLS

Abhinav B V (PES University)*; Abhirup MVNS (PES University); Adithya Shetty (PES University); Akash Bhat (PES
University); Clara Kanmani A (PES University)

This research introduces an Al-Infused Firewall that revolutionizes network security by integrating artificial
intelligence to detect and mitigate evolving cyber threats. Traditional firewalls often fall short in identifying novel and
sophisticated vulnerabilities. Our proposed system addresses this limitation by dynamically adapting firewall rules
based on real-time network traffic analysis and employing machine learning for packet classification. Evaluated
through performance metrics such as detection accuracy and response time, the system demonstrates efficient threat
identification and rapid mitigation. A practical deployment scenario includes securing enterprise networks against zero-
day attacks and sophisticated intrusion attempts. Through intelligent automation, the system efficiently detects potential
vulnerabilities and mitigates risks by automating security responses, thereby reducing manual intervention. This
approach enhances threat detection accuracy, improves overall network security posture, and demonstrates
advancements in proactive threat mitigation and efficient network protection.
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Paper ID 188

FEATURE SELECTION AND XGBOOST FOR ENHANCED INTRUSION DETECTION: A COMPARATIVE
STUDY ACROSS BENCHMARK DATASETS

Paulo Teixeira (Polythecnic University of Cavado and Ave)*; Pedro Ferreira (Polythecnic University of Cavado and Ave); Joaquim
Silva (Polythecnic University of Cavado and Ave); Enmanuel Martins (Polythecnic University of Cavado and Ave)

This study evaluated machine learning and deep learning models for Intrusion Detection Systems (IDS) using the
UNSW-NB15, NSL-KDD, and CIC-IDS 2017 datasets. Among the tested models, XGBoost consistently achieved the
highest accuracy, demonstrating its robustness in handling complex network traffic. Feature selection methods,
including Lasso Regularization and SelectkKBest (ANOVA), were employed to simplify the models, with Lasso
maintaining near-optimal performance and SelectKBest showing dataset-specific sensitivity. These findings highlight
the efficacy of XGBoost and the importance of feature selection in improving IDS performance while balancing model
complexity.

Paper ID 189

COMPARING TRADITIONAL HACKING TOOLS AND Al DRIVEN ALTERNATIVES

Rui Fernandes (IPCA); Nuno Lopes (Polytechnic Institute of Cavado and Ave)*; Joaquim Gongalves (IPCA); John Cosgrove
(TUS)

Traditional hacking tools continue to evolve, pro- viding hackers with powerful means to exploit vulnerabilities, which
increases the demand for effective countermeasures by cybersecurity specialists. These tools, while often associated
with malicious use, are also essential for legitimate activities like Penetration Testing or Vulnerability Assessment.
New simulator and emulator tools combine the functionality of previous existing tools into an all-in-one integrated
solution, like the MITRE Caldera emulator platform and the Cyberwheel simulator. These platforms have been
enhanced with new Al agents in the decision- making process allowing the autonomous execution of defensive and
offensive actions according to a specific attack type which is the case of Cyberwheel. We compare the features of these
three tool categories, traditional Hacking tools, all-in-one tools such as MITRE Caldera, and Al-driven tools such as
the Cyberwheel simulator, in terms of attack actions supported, integration of different techniques and the advantage
in using Al. We conclude that all-in-one solutions are a good starting point to explore developments in Al-driven
defensive and offensive actions. In particular, the Cyberwheel simulator proved the feasibility of using Al-driven agents
to perform defensive and offensive actions according to the MITRE ATT&CK Framework.

Paper ID 190

NETWORK INTRUSION DETECTION SYSTEM BASED ON MULTIPLE DATASETS: MACHINE LEARNING
APPROACHES

Patricia Isabel Sousa Trindade da Leite (Instituto Politécnico Cavado e Ave)*; André Aratijo (IPCA); David Rodrigues (IPCA);
Joaquim Gongalves (IPCA)

Network Intrusion Detection Systems (NIDS) detect network attacks before they reach host systems. Initially rulebased,
NIDS have evolved to leverage machine learning (ML) and deep learning (DL) techniques. This study evaluates
classical ML methods for classifying network attacks across three datasets: HIKARI-2021, UNR-IDD, and CIC-
UNSW-NB15. Recursive feature elimination with a Random Forest classifier was employed for feature selection,
reducing training and hyperparameter search times. We further implemented a stacking ensemble of tree-based boosting
classifiers—XGBoost, LightGBM, and CatBoost—for classification. The stacking ensemble achieved the best results,
with F1 scores of 93,7% for CIC-UNSW-NB15, 78,1% for HIKARI-2021, and 95,6% for UNR-IDD. This study
highlights the trade-offs between feature selection, model complexity, and dataset size, offering insights into optimizing
NIDS performance. The results provide a foundation for future research, particularly on the underexplored UNR-IDD
and CIC-UNSW-NB15 datasets.
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Paper ID 191

EVALUATING SPAM DETECTION TECHNIQUES: A COMPARISON OF TF-IDF AND SENTENCE
EMBEDDINGS WITH MACHINE LEARNING MODELS

Patricia Isabel Sousa Trindade da Leite (Instituto Politécnico Cavado e Ave)*; Oscar Ribeiro (IPCA); Bruno Silva (IPCA)

This paper presents a comparative analysis of spam detection models using two feature extraction techniques: TF-IDF
and Sentence Embeddings. The study evaluates three machine learning models: Random Forest, XGBoost, and Logistic
Regression, to classify spam messages. Optuna, a hyperparameter optimization framework, is applied to tune Random
Forest and XGBoost classifiers. Results are compared in terms of accuracy, precision, recall, f1-score, support,
execution time, train time and tune time.

Paper ID 192

ENHANCING IOMT SECURITY WITH DEEP LEARNING BASED APPROACH FOR MEDICAL IOT THREAT
DETECTION

Nadir Can Kavkas (Marmara University)*; Kazim Yildiz (Marmara University)

The rapid proliferation of Internet of Medical Things (IloMT) systems makes the security of these systems critical.
Although IoMT can improve patient care and optimize healthcare services, it also poses cyberattacks and data breaches.
In this context, securing IoMT systems is important for patient privacy and system integrity. A deep learning-based
approach is proposed in this study to detect cyberattacks that may occur in IoMT systems. Deep Neural Networks
(DNN) and Long-Short Term Memory (LSTM) architectures are used on the CICIoMT2024 dataset. An F1-score of
99% was achieved for binary classification and over 75% for categorical and multiclass classification tasks. In
particular, the LSTM architecture exhibited high performance in detecting complex attack patterns. The experimental
results provide new ideas for future research and provide effective and scalable solutions to improve the security of
Io0MT systems.

Paper ID 194

UNLOCKING STUDENT SUCCESS: APPLYING MACHINE LEARNING FOR PREDICTING STUDENT
DROPOUT IN HIGHER EDUCATION

Margorie Perez (Universidad San Francisco de Quito); Danny Navarrete (Universidad San Francisco de Quito); Maria Baldeon-
Calisto (Universidad San Francisco de Quito)*, Yuvinne Guerrero (Universidad San Francisco de Quito); Andre Sarmiento
(Universidad San Francisco de Quito);

Student dropout remains a significant challenge for Higher Education Institutions (HEISs), affecting academic planning
and student success. This study applies traditional machine learning and deep learning models to predict student dropout
in an Ecuadorian HEI using the Cross-Industry Standard Process for Data Mining (CRISP-DM) methodology. A
comprehensive analysis of demographic, academic, and economic factors was conducted to develop an effective
predictive framework. The evaluated models include Logistic Regression, Support Vector Machine, Random Forest,
XGBoost, Feedforward Neural Network, and TabNet. Various configurations were tested, including the application of
Principal Component Analysis (PCA) for dimensionality reduction, and the Synthetic Minority Over-sampling
Technique (SMOTE) to address class imbalance. Experimental results reveal that PCA and SMOTE are unnecessary.
Among the models, Random Forest achieved the highest performance with a 96.62% accuracy, a ROC-AUC of 0.92,
and an Fl-score of 0.94. Feature importance analysis identified cumulative GPA and the number of semesters
completed as the most influential factors for student dropout, followed by failed courses, high school grades, and
entrance exam scores. This study emphasizes the importance of model interpretability, allowing HEIs to translate
predictive insights into actionable strategies. By informing student retention policies and optimizing recruitment
processes, this research contributes to data-driven decision-making in higher education.
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Paper ID 195

FOUNDATION MODELS FOR MEDICAL IMAGE SEGMENTATION: A LITERATURE REVIEW

Said Berrezueta (Universidad San Francisco de Quito); Maria Baldeon Calisto (Universidad San Francisco de Quito)*; Danny
Navarrete (Universidad San Francisco de Quito); Noel Perez-Perez (Universidad San Francisco de Quito); Ricardo Flores-Moyano
(Universidad San Francisco de Quito); Daniel Riofrio (Universidad San Francisco de Quito); Diego Benitez (Universidad San
Francisco de Quito)

Medical image segmentation is an important component of medical image analysis, allowing precise delineation of
regions of interest for accurate diagnosis and treatment planning. Deep learning models have traditionally dominated
this field; however, their reliance on large task-specific datasets and limited generalization capabilities present
significant challenges. The emergence of foundation models (FMs), particularly the Segment Anything Model (SAM),
has introduced a new paradigm by enabling vision FMs to perform diverse segmentation tasks without the need for re-
training. This study presents a systematic literature review of FMs for medical image segmentation, synthesizing 27
papers published between 2023 and 2024. The review examines three key aspects: the development of novel FMs
designed for medical image segmentation, adaptations of SAM for medical imaging applications, and primary
challenges associated with implementing FMs in this domain. By consolidating recent advances and limitations, this
study provides an updated perspective on the role of FMs in medical-image segmentation.

Paper ID 197

TOWARDS A UNIQUE USER-CENTRIC SECURITY AND PRIVACY LABEL FOR SocCIAL RoBOTS: A NOVEL
RESEARCH STUDY

Ankur Chattopadhyay (Northern Kentucky University)*; Ezra Faith (Northern Kentucky University); Mohammad Azhar (BMCC,
The City University Of New York); Alexandra Lisa ( Northern Kentucky University); Oksana Piven (BMCC, The City University
Of New York)

As the need for humane technology grows, there is a demand for autonomous intelligent systems to align with
requirements for security and privacy. This project develops a first-of-its-kind label for social robots that communicates
the extent of security they can provide. To our knowledge, there has been no prior research towards designing such a
consumer label (analogous to a food nutrition label) for social robots. This unique social robot label is intended to help
create better sense, transparency, credibility and fairness in terms of meeting “humane” Al criteria. We thereby address
a significant gap in this new research area, which involves consumer rights and social robot manufacturer awareness.
We have performed an investigation with three robots - Ziimi, Cozmo and Finch - which analyzed their overall
capabilities of security and privacy. Existing literature shows that vulnerabilities and design weaknesses can lead to
hacking, injection attacks, and other malfunctions in social robots. We have created an original proof-of-concept design
of a security and privacy label for social robots that can contribute to further innovation, and lead to future path breaking
research directions intended for the betterment of the society, including social robot users and manufacturers. In order
to validate our hypotheses plus motivations leading to creating this unique initial design of our security and privacy
label, we have performed a preliminary user assessment study by surveying 59 individuals about its design plus utility.
We share the research data gathered in the form of survey responses from this initial user assessment study.

Paper ID 198

A COMPARISON OF SUPERVISED LEARNING MODELS ON DISTINCT DATASETS FOR MALWARE
DETECTION

Mariana Carvalho (IPCA); Daniel Fernandes (IPCA); Oscar Ribeiro (IPCA); Nuno Lopes (Polytechnic Institute of Cavado and
Ave)*

Malware detection remains a critical challenge as cy- bersecurity threats continue to evolve, particularly with the rise
of memory-resident and mobile malware. In this study, we evaluate the performance of three supervised learning
models—Logistic Regression, Random Forest, and Decision Tree—across two dis- tinct datasets: CIC-MalMem-2022
(focused on memory-resident malware) and CIC-MalDroid-2020 (targeting Android malware). Our findings show that
while all models perform exceptionally well on memory-based malware, Random Forest achieves the highest accuracy

38



for mobile malware classification, highlighting its ability to handle complex patterns. Additionally, hyperparam- eter
tuning further improves model robustness, demonstrating the impact of optimization in challenging detection scenarios.
This study provides insights into the strengths and limitations of different models, contributing to more effective
machine learning- based malware detection strategies.

Paper 1D 199

EDGE-FoCcUSED TEMPORAL GRAPH AUTOENCODERS FOR ANOMALOUS LINK PREDICTION INOT
NETWORKS

Alex Howe (The University of Tulsa)*; Mauricio Papa (The University of Tulsa)

Anomalous Network Intrusion Detection Systems (NIDS) play a critical role in securing Operational Technology (OT)
networks and can be used to detect novel/unknown attacks which traditional signature-based methods struggle with.
Recent advancements in Graph Neural Networks (GNNs) have enabled new machine learning-based approaches for
anomaly detection in network traffic. However, most existing architectures either rely on node-focused GNN models
or fail to account for inherent time-variance in network communication. The proposed approach proposes a novel edge-
focused temporal graph autoencoder that explicitly models edge features alongside temporal variations to improve
intrusion detection performance.

Three edge-focused GNNs are explored (Graph Attention Networks, E-GraphSAGE, and Edge Enhanced GNNs
(EGNN)) and are combined with a Gated Recurrent Unit (GRU) to learn meaningful communication patterns in
network traffic over time. Two OT network datasets are used to validate this approach and compare it against a
commonly used node-focused GNNs (such as Graph Convolutional Network). Results indicate that incorporating high-
quality edge features significantly enhances detection accuracy, with EGNN achieving up to 0.947 and 1.0 F1-scores
on each OT dataset respectively. Additionally, an edge-feature set analysis reveals that high-quality edge attributes are
essential for maximizing performance. This work demonstrates the value of edge-focused and temporal-aware
architectures for network intrusion detection and highlights the potential of GNN-based NIDS for OT security.

Paper ID 200

REAL-TIME PRACTICAL ANALYSIS OF DATA DECAY IN PHYSICAL MEMORY

Luis Rivera (George Mason University); James Jones (George Mason University)

Memory management in an operating system is the mechanism that governs the allocation, de-allocation, and
organization of memory resources to maximize efficiency. In the Microsoft Windows operating system, the memory
manager supports virtual memory and provides core services such as memory-mapped files, copy-on-write memory,
large memory support, and underlying cache management. This paper details an initial study on real-time capture and
measurement of data decay in physical memory on a system running Microsoft Windows 10. Unlike work focused on
data recovery for forensic purposes, this research examines the longevity of data in physical memory, its rate of decay,
the amount of data retrievable over time, and the factors influencing decay. Specifically, the study investigates the
decay of data remaining in physical memory after a process has terminated. We developed and implemented a practical
method for monitoring data decay at the page level in real-time. Experiments revealed that application data can persist
and remain retrievable for up to 14 hours after the parent process terminates. Beyond recovery by entities with physical
access or administrative privileges, previous vulnerabilities and exploits have shown the feasibility of data recovery by
remote users with limited privileges, potentially exposing residual fragments similar to those identified in this study.
This paper presents the methodology, test environment, custom tool-set, and initial findings, offering insights into the
implications of data persistence in physical memory.

The key contribution from this work is a practical real-timeapproach for monitoring the decay of data in physical
memory and extraction of said data after a process has terminated demonstrating existing gaps in current security
controls.
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Paper ID 201

INSIDER THREAT PATTERN DETECTION USING DEEP LEARNING TO EVALUATE CYBER VALUE AT RISK
(CVAR)

Prashant Vajpayee (UNT)*; Chittal Karuppiah (UNT); Gahangir Hossain (UNT)

In an era marked by rapid advancements in information technology, automation has become an integral part of
organizational workflows. However, alongside these technological strides, the challenge of data leakage due to insider
threats has intensified. Authorized users, while entrusted with privileges, may inadvertently or maliciously compromise
sensitive information. Such actions can lead to significant data loss and potentially harm an organization’s reputation.
In the realm of cybersecurity, insider threats emerge as a formidable adversary. These threats originate from individuals
who hold legitimate access to computer networks and systems but exploit their privileges for nefarious purposes. Their
actions span a spectrum of malevolence, including IP theft, sabotage, sensitive data exposure, and web application
attacks. This paper will discuss the deep learning techniques, which offer a promising avenue for addressing insider
threats. It provides an approach to analyze user behavior pattern using rule based deep learning algorithms for
identifying abnormal user access to cyber assets indicative of insider threats. Further, the study will discuss the concept
of Cyber-Value-at-Risk (CVar) to quantify the risk due to insider threat originated via various users’ activities, accesses,
and anomalous behaviors. While study elaborates utilization of deep learning to leverage synthetic data for uncovering
hidden patterns and anomalies, it will also discuss the challenges related to dataset availability, privacy, true positives,
and false negatives. The fusion of deep learning, insider threat detection, and cyber risk management holds immense
potential for safeguarding digital assets and maintaining the integrity of cyberspace. The paper explains limitations and
shares future directions for extended research in this context.

Paper ID 202

SECURING BLOCKCHAIN-BASED E-VOTING THROUGH SHAMIR’S SECRET SHARING OVER ETHEREUM

Esma Beydili (Dokuz Eylul University); Umut Can Cabuk (San Diego State University)*; Gokhan Dalkili¢ (Dokuz Eylul
University); Yusuf Ozturk (San Diego State University)

Smart contracts are one of the main drivers of advances in blockchain technology and its applications, like e-voting.
This study proposes the integration of Shamir's Secret Sharing (SSS) algorithm into blockchain-based electronic voting
(e-voting) systems powered by smart contracts to enhance voter privacy without compromising integrity. We developed
a prototype on Ethereum using Remix IDE and validated the design over a test network using test accounts. We
evaluated this integration based on cost, complexity, privacy, and accessibility metrics. We examined existing privacy-
enhancing solutions and focused on their application within e-voting systems. Our analysis considers gas fees on
Ethereum as well as the computational and data storage overheads caused by SSS. Although the current implementation
of secret sharing falls short of preserving privacy (due to inherent transparency of smart contracts), it shows that it can
successfully obfuscate the candidate selection of voters. Accessibility is measured through the time required for system
access and vote casting. Overall, our results indicate that while integrating SSS increases cost and system complexity,
it holds significant potential for enhancing privacy in e-voting systems.

Paper ID 205

A COMPREHENSIVE COMPARATIVE ANALYSIS OF RFID DEVICES SECURITY IN SUPPLY CHAIN
GEOFENCING TECHNOLOGIES

Hala Strohmier (University of South Carolina)*; Hala Strohmier Berry (University of South Carolina); Brecken Merrill (University
of South Carolina); Mary Alice Woolington (University of South Carolina); Shamreen Shakil Shaikh (University of South Carolina)

This paper examines RFID technology, dealing with its components, operation, and supply chain applications. A key
focus is analyzing cybersecurity vulnerabilities of RFIDs in supply chains. An experiment was conducted to assess
these risks, and its methodology and results are presented. Findings highlight security challenges, leading to
recommendations for robust RFID deployment in supply chains.
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Paper ID 206

CREATING USER-CENTRIC AND ARTIFICIAL INTELLIGENCE-ENHANCED HYBRID AUTHENTICATION
SYSTEMS AND POLICIES: A THEORETICAL APPROACH

Mustafa Senol (Istanbul Gelisim University)*; Abdulsamet Hasiloglu (fstanbul Gelisim University)

With the rapid acceleration of digitalization in today's world, the need for secure and user-friendly authentication
systems has increased. This study examines the theoretical foundations of user-centric and artificial intelligence (Al)-
enhanced hybrid authentication systems. This approach, which is based on the integration of passwords, biometric data,
and behavioral biometric features, aims to enhance security and improve user experience. Enhanced through Al-
supported processes and applications, this approach provides higher security and user satisfaction compared to
traditional authentication methods. Findings indicate that the integration of traditional biometric and behavioral
biometric data accelerates authentication processes and further increases security. This theoretical approach forms an
important foundation for future applications and systems to be developed in the field.

Paper ID 209

ASSESSCICA: ASSESSING AND MITIGATING FINANCIAL LOSSES FROM CYBER ATTACKS WITH ROLE
OF CYBER INSURANCE IN POST-PANDEMIC ERA

Asura Akter Sunna (Emporia State University); Tanzina Sultana (University of the Cumberlands); Naresh Kshetri (UMSL)*;
Mohammed Majbah Uddin (University of Florida)

The number of cyber-crimes is increasing in this post-pandemic era, due to which organizations around the world are
concerned about the recovery of the financial losses that arise from these cyber-attacks. As a result, cyber insurance
has become an essential tool for risk management, providing financial safety and enhanced cybersecurity for businesses.
The study explores the context of cyberattacks, difficulties associated with coverage plans, risk assessments for cyber
threats, and the dynamic nature of cyberattacks. It explains the importance of artificial intelligence (Al) in cyber risk
assessment and securing digital assets. In addition to describing the different coverage options, such as third-party
policies, first-party coverage for direct expenses, and "silent cyber" coverage within traditional policies, the paper
investigates the evolution of cyber insurance. A thorough analysis of the previous literature focuses on how Al might
improve cybersecurity, the difficulties faced by insurers and insured parties, and the rise in sophisticated cyberthreats
in the years following the epidemic. The study uses a qualitative technique and analyses secondary data from various
case studies, academic papers, and industry reports. In addition to examining essential cybersecurity and data protection
laws, such as, the CCPA and GDPR, it compares coverage types and insurability standards across several geographic
locations (the USA, Europe, and Australia). Comprehensive cyber insurance coverage is crucial, as demonstrated by
two case studies involving Sinclair Broadcast Group and Change Healthcare cyber incident. These case studies present
the effects of cyberattacks and the levels of financial recovery from real world scenarios. Finally, the paper outlines
future research paths, highlighting the necessity of standardized insurance policies, customized coverage for businesses.
Although cyber insurance is essential for preventing monetary losses, it may be made much.

Paper ID 211

ARTIFICIAL INTELLIGENCE APPLICATIONS IN EDUCATION WITHIN THE SCOPE OF THE NATIONAL
ARTIFICIAL INTELLIGENCE STRATEGY IN TURKEY

Songiil Karabatak (Firat University)*; Seving Ay (Firat University); Murat Karabatak (Firat University)

This study examines artificial intelligence (Al)-based education projects carried out by the Ministry of National
Education in Turkey. The integration of Al in education is aimed at enhancing student achievement, optimizing
teaching processes, and supporting teachers' pedagogical practices. Intelligent tutoring systems, personalized learning
platforms, and automated assessment tools improve the effectiveness of education by providing students with
individualized learning experiences. Within the scope of Turkey's 2021-2025 National Artificial Intelligence Strategy,
various projects have been implemented to promote the use of Al in education. The Ministry of National Education
focuses on Al applications in areas such as teacher training, curriculum integration, and the development of digital
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education platforms. Particularly on the Education Informatics Network (in Turkish EBA) platform, Al-powered
content recommendation systems are used to monitor students' academic progress and address learning gaps. This study
explores Al in education from multiple dimensions, including teacher training, curriculum integration, student support
systems, and data security. The findings indicate that Al adoption in education is increasing; however, issues related to
ethics, algorithmic biases, and data privacy require careful consideration. Accordingly, it is recommended that
educational policies be supported by sustainable strategies.

Paper ID 213

CRITICAL FACTORS FOR PRIVACY AND USER RETENTION IN EVENT-BASED SOCIAL MEDIA APPS

Hala Strohmier (University of South Carolina)*; Keenan Golston (University of South Carolina); Autumn Hurley (University of
South Carolina); Jadon Ott (University of South Carolina); Julian Ward (University of South Carolina)

This research paper explores the critical factors behind the creation of a successful event-based social media app, with
a focus on existing platforms that incorporate event related features but are not primarily event-focused. Although past
event-based social media apps have gained momentary popularity before facing a decline in sustained usage, this study
aims to identify strategies that allow social media apps to retain users and achieve long-term success. The findings
emphasize user engagement, privacy protection, and platform scalability as core pillars of success. Through a dual
approach of data analysis and a comprehensive review of existing social media platforms, this article examines user
retention strategies, data privacy concerns, and the role of Al in improving user experiences. Furthermore, the research
evaluates the impact of perceived user safety and mental health on app sustainability, while highlighting best practices
in mobile app design. These insights inform the development of InterestLink, a proposed event-based social media app
designed to address these critical factors.

Paper ID 216

BIBLIOMETRIC ANALYSIS IN Al ASSISTANT FOR E-LEARNING TO FOCUS STUDENTS BY USING CAMERA,
KEYBOARD AND MOUSE

Zhala Sarkawt (Firat University)*; Songiil Karabatak (Firat University); Murat Karabatak (Firat University)

In recent years, artificial intelligence has been a widely researched topic, particularly in education. This study evaluates
the role of Al assistants in enhancing student motivation and focus in e-learning by conducting a bibliometric analysis
of academic publications. In our study, we analyzed the use of Al assistants in e-learning to help students stay focused
through the use of cameras, keyboards, and mice, addressing one of the major challenges in e-learning today—student
distraction. We propose that Al assistants can support teachers in motivating students and improving their engagement.
To conduct our analysis, we examined data from the last ten years (2015-2025) using the Web of Science database and
bibliometric analysis tools such as VOSviewer. We focused on publications categorized under Computer Science—
Artificial Intelligence, Education—Educational Research, and Computer Science—Software Engineering. A total of
676 academic publications from 2015 to 2025 were analyzed. The highest number of publications occurred in 2024,
with ""Artificial Intelligence,"" ""ChatGPT,"" and ""Machine Learning"" being the most frequently used keywords.
The primary objective of this study was to examine previous research that applied Al in e-education, exploring its
impact on students through various approaches. Based on our findings, Al assistants in e-learning are expected to play
a crucial role not only in the present but also in the coming years. Our results indicate that Al-assisted educational
technologies have rapidly evolved and are significantly improving student engagement in e-learning environments.
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Paper ID 221
DIGITAL ASSISTANTS: Al TO REDUCE TEACHERS’ EXPECTATIONS OF REALITY SHOCK

Songiil Karabatak (Firat University)*; Mislim Alanoglu (Firat University); Aysenur Kuloglu (Firat University); Ezgi Bozkurt
(Ministry of National Education)

This research emphasizes the importance of integrating Al technologies into teacher training programs, highlighting
the potential solutions these tools provide for common issues faced during teachers' early professional years. Through
qualitative analysis of semi-structured interviews with computer science teachers, this study identifies teachers’
purposes for using Al tools, essential features digital mentoring assistants should possess, and how these systems could
support professional development. Findings indicate teachers primarily use digital assistants for academic tasks, general
research, educational practices, and student support. Key recommendations for Al mentoring assistants include cultural
adaptability, realistic simulations, emotional and psychological support, easy accessibility, and facilitating interaction
with experienced mentors. Overall, the research underscores Al's promising role in teacher education, calling for well-
structured, accessible Al mentoring systems to effectively support teachers' adaptation processes.

Paper ID 222

UNITY-SUPPORTED GAME-BASED LEARNING: TEACHERS' PERSPECTIVES ON THE DEVELOPMENT OF
CLASSROOM MANAGEMENT SKILLS

Songiil Karabatak (Firat University)*; Aysenur Kuloglu (Firat University); Miislim Alanoglu (Firat University); Ezgi Bozkurt
(Ministry of National Education)

This study aims to examine teachers' perspectives on the use of Unity-supported game-based learning (USGBL) in
developing classroom management skills among pre-service teachers. The research was conducted using a qualitative
approach. A case study design was adopted, and a maximum variation sampling method was employed. In this context,
the opinions of teachers from different subject areas were gathered. Data collection was carried out through semi-
structured interviews, and the collected data was analyzed using content analysis. The findings of the study indicate
that traditional teacher training methods are inadequate in developing classroom management skills, highlighting the
need for innovative models. Participants emphasized that pre-service teachers should receive more hands-on training,
as theoretical knowledge alone is insufficient in real classroom settings. They also stressed the necessity of integrating
technology-supported alternative teaching methods into the training process. Additionally, it was found that game- and
simulation-based education, such as Unity, positively contributes to student motivation and the learning process.
Therefore, it was concluded that USGBL can support classroom management skills in four key areas: enhancing
motivation and willingness to learn, improving self-confidence and self-efficacy, fostering quick decision-making and
problem-solving skills, and developing digital competence and technology integration. These results demonstrate that
USGBL is not merely an entertaining approach but also a tool that strengthens pedagogical competencies. It is
recommended that practice-oriented reforms be implemented in education faculties and that programs be developed to
better prepare pre-service teachers for real classroom environments.

Paper ID 223

STRATEGIC PLACEMENT OF FACTS DEVICES FOR OPTIMIZING POWER TRANSMISSION EFFICIENCY
AND STABILITY

Blake Pickett (The University of Tennessee at Chattanooga)*; Asaf Varol (The University of Tennessee at Chattanooga)

Flexible AC Transmission Systems (FACTS) devices play a critical role in enhancing power transmission efficiency
and stability within modern electrical grids. This study investigates the strategic placement of two key FACTS
technologies—Thyristor-Controlled Series Capacitors (TCSC) and Static Synchronous Compensators (STATCOM)—
to optimize power flow, voltage regulation, and reactive power compensation. Using MATLAB Simulink modeling, a
200- kilometer transmission line is simulated with different configurations to assess performance impacts based on
device type and location.
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The analysis reveals that TCSC devices significantly improve power transfer by reducing line reactance and enhancing
voltage stability, while STATCOM devices provide superior reactive power support and contribute to overall system
stability. Comparative evaluations demonstrate that placing both devices at the sending end of the transmission line
yields optimal results in terms of efficiency, power loss reduction, and operational resilience. Additionally, the study
addresses the potential environmental implications of deploying FACTS devices near high-emission generation
sources, highlighting the need for sustainable integration strategies. These insights offer practical guidance for utilities
and system planners aiming to modernize transmission infrastructure through targeted technological interventions.

Paper ID 225

CONTEXT-AWARE BEHAVIOR-DRIVEN PIPELINE GENERATION

Pawara Gunathilaka (Sri Lanka Institute of Information Technology)*; Dinal Senadheera (Sri Lanka Institute of Information

Technology); Shenan Perara (Sri Lanka Institute of Information Technology); Chamithu Gunawardana (Sri Lanka Institute of

Information Technology); Samantha Thelijjagoda (Sri Lanka Institute of Information Technology); Jenny Krishara (Sri Lanka
Institute of Information Technology)

An efficient CI/CD process is crucial for modern software teams, but manual pipeline creation is error-prone and
requires high DevOps expertise, slowing deployment speed and reducing productivity. This research introduces a
context-aware, behavior-driven approach to fully automating CI/CD pipeline generation by analyzing GitHub user
activity patterns. The proposed solution utilizes a historical analysis of repository events, developer contributions, and
workload distribution to dynamically generate pipelines and assign reviewers to pull requests based on expertise. Unlike
previous template-based and generative Al solutions that require manual intervention, our approach leverages pattern
recognition and adaptive decision-making to continuously refine automation. This paper presents the methodology
behind data collection, analysis, and pipeline generation, demonstrating its effectiveness in reducing human effort while
improving software delivery efficiency. This research highlights how behavior-driven automation streamlines the
complexity of CI/CD pipeline creation, enabling more adaptive and intelligent systems that effectively respond to the
evolving needs of software development teams.

Paper ID 226

A ZERO TRUST FRAMEWORK WITH Al-DRIVEN IDENTITY AND INTRUSION DETECTION FOR MULTI-
CLouD MLOPSHNYV

Sai Murali Krishna Tungala (IEEE); Ganapathi Yeleswarapu (IEEE); Sridhar Kumar Irujolla (IEEE)*; Mahesh Shivnatri (IEEE)

Multi-cloud strategies are transforming enterprise MLOps deployments but introduce security risks such as model
poisoning, adversarial inference, and insider threats. Traditional IAM solutions with static policies struggle to protect
Al-driven workflows. This paper presents an Al-enhanced Zero Trust Security (ZTS) framework integrating Federated
Identity Management (FIM) and an Al-powered Intrusion Detection System (IDS) to secure multi-cloud MLOps
environments. The FIM component is validated using a real-world authentication dataset (LANL), while IDS is tested
on intrusion datasets (UNSW-NB15, CICIDS2018). The FIM module employs Graph Neural Networks (GNNs) and
Long Short-Term Memory (LSTM) models for adaptive authentication. High risk interactions enforce Multi-Factor
Authentication (MFA), while low-risk users experience expedited access. Simultaneously, the Al-driven IDS
continuously monitors network traffic and user behavior to detect MLOps-specific threats, including model poisoning
and inference API exploitation. Experimental results validate the framework’s effectiveness, demonstrating a 38%
reduction in authentication latency, 42% improvement in threat detection accuracy, and 67% fewer false positives over
baseline methods. The system also scales effectively under increasing user loads. This research highlights the critical
role of Al-driven Zero Trust strategies in securing distributed MLOps workflows, offering a proactive, scalable defense
against evolving cyber threats.
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Paper ID 228
ENHANCING BRAIN TUMOR DETECTION USING A CNN-POWERED ANDROID APPLICATION

Md Zakir Hossain Zamil (Western Illinois University)*; Byoung Jik Lee (Western Illinois University)

Tumors of the brain are a significant clinical problem, which highlights the need for efficient diagnosis at the earliest
possible stage to enable effective treatment. Our study explains the development of a brain tumor detection system in
real time that is incorporated in an Android application, and it’s based on a convolutional neural network (CNN). The
suggested system provides a high level of accuracy equal to 99.61%, and can detect four types of brain tumors: gliomas,
meningiomas, pituitary tumors, and non-tumorous conditions. Through the use of TensorFlow Lite for mobile
deployment, the application guarantees the efficiency of the application as well as working offline, thus making it
relevant for real-life use. This study demonstrates that integrating efficient mobile applications with effective deep
learning models can help implement real time brain tumor diagnosis. The results also show how Al- based applications
have the possibility of improving brain tumo detection and contributing to early detection.

Paper ID 231

AN EFFICIENT PLAGIARISM DETECTION ALGORITHM BY ORDERING TEXTS OF A DOCUMENT UNDER
SCRUTINY

Muhammad Kabir (United International University); Yasser Alginahi (Adrian College)*

Plagiarism checking is utmost important to find the similarity, authentication and content verification of a document,
painting, picture, song, technical drawings, etc. In this paper, we present an efficient textual plagiarism detection
algorithm to check the similarity of a document by ordering the texts in the document. In the proposed algorithm, words
in the texts of the document are ordered according to the Unicode values. Then, a link to the next word is given after
each word by using the memory location of the next word and thus, the ordered document is built. Similarity is sought
by comparing each word in the search space with the ordered document. Since the words in a document are ordered,
we make use of interpolation search to speed up the search process. The simulation results show that the algorithm can
potentially be used for fast plagiarism checking.

Paper ID 234

PROBABILISTIC DEEP LEARNING FOR ENERGY TIME SERIES FORECASTING: A COMPARATIVE STUDY
RAMAKRISHNA

Garine (University of North Texas)*; Sunil Pradhan Sharma (Capital One)

Deep learning methods have achieved widespread success and are continually being utilized in new domains, including
the prediction of energy time series. However, these methods do not indicate their confidence in predictions, hindering
the ability to evaluate, interpret, and enhance forecast accuracy. As a result, this research delves into the exploration of
probabilistic extensions to deep learning and their implementation in energy time series forecasting. The evaluated
methods include concrete dropout, deep ensembles, Bayesian neural networks, deep Gaussian processes, and functional
neural processes. Two load forecasting scenarios are considered for evaluation: short-term (single-step) and day-ahead
(multi-step) forecasting. The methods are assessed based on calibration, sharpness, and proficiency in indicating a lack
of knowledge. To provide a reference, a simple neural network and a quantile regression model are also employed.
Overall, the methods demonstrate strong performance, with concrete dropout, deep ensembles, and Bayesian neural
networks performing equally well or better than the reference methods. Functional neural processes and deep Gaussian
processes exhibit weaker performance, likely attributed to convergence issues and suboptimal parameters. Notably,
deep ensembles prove to be straightforward to implement and train, requiring very few hyperparameters.
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Paper ID 235

10T CYBERATTACK DETECTION VIA FOG COMPUTING AND MULTILAYER PERCEPTRON NEURAL
NETWORKS

Branly Alberto Martinez Gonzalez (Universidad de Burgos); Malena Pérez Sevilla (Universidad de Burgos); Jaime Andrés Rincon
Arango (Universidad de Burgos); Daniel Urda Muifioz (Universidad de Burgos)

This paper presents a novel methodology designed for detecting cyberattacks in Internet of Things (IoT) fog computing
scenarios through the application of a Multilayer Perceptron (MLP) neural network trained and validated on custom-
generated datasets. Network traffic was captured under strictly controlled conditions using resource-constrained edge
devices, such as the Raspberry Pi 4 and Jetson Nano, ensuring realistic and representative 10T interactions. Traffic
scenarios include typical benign activities such as automated web browsing and standard DNS lookups, as well as
targeted Denial-of-Service (DoS) attacks designed to saturate device resources and disrupt normal operations. The
captured data underwent structured processing and feature extraction using Zeek, an open-source network traffic
analyzer aligned precisely with the established NF-ToN-loT dataset feature set.

The MLP model trained showed exceptional performance, achieving near-perfect metrics for Accuracy, Precision,
Recall, and F1-score. To validate the robustness and generalization capabilities further, external evaluations were
performed using datasets consisting exclusively of unseen malicious and benign network flows. These external
validations confirmed the model’s ability to accurately identify previously unencountered attack patterns and reliably
distinguish benign interactions, underscoring its effectiveness and practical viability for enhancing cybersecurity in loT
fog computing deployment.

Paper ID 237

MERGING ATTACK TREES AND MITRE ATT&CK TACTICS FOR MORE EFFECTIVE ATTACK
MODELING

Natalija Vlajic (York University)*; Melina Najimi (York University); Milos Stojadinovic (Royal Bank of Canada)

At present, attack trees/graphs and MITRE ATT&CK Navigator representations are considered to be the most effective
ways of visually depicting a cyber attack. In this work, we first discuss the effectiveness of each of these approaches
from the perspective of human perception and comprehension. We then propose a novel attack modeling technique that
merges the traditional attack-trees with the MITRE ATT&CK methodology. We name this technique Color Coded
MITRE ATT&CK Inspired Attack Tree (CC-MATT-AT) modeling. CC-MATT-AT is able to produces attack
representations that are visually far superior than models produced by either attack trees or MITRE ATT&CK alone —
which becomes especially important and evident in the case of complex attacks. Finally, we demonstrate the practical
use and potential advantages of our novel technique by presenting a CC-MATT-AT model of one of the best-known
hybrid attacks (i.e., attacks that span both IT and OT environments) to date - Sutxnet.

Paper ID 239

ARTIFICIAL INTELLIGENCE AND CLASSROOM MANAGEMENT IN EDUCATION: EVOLUTION OF
ACADEMIC STUDIES AND RESEARCH TRENDS

Seving Ay (Firat University)*; Songiil Karabatak (Firat University); Murat Karabatak (Firat University)

The transformative effect of technological developments in education has gained momentum with the development of
artificial intelligence (Al). The integration of artificial intelligence into education has led to new areas of application,
especially in classroom management. Technological developments and Al-supported systems make classroom
management more efficient, allowing teachers to analyze student behavior and provide personalized education.
Therefore, this study presents a bibliometric analysis of artificial intelligence and classroom management. VOSviewer,
R studio Bibliometrix package and Gephi application were used for bibliometric analysis. Many analyses were applied
on 388 data obtained from the Web of Science (WoS) database. After determining that there were publications between
1991-2025, Lotka's Law was used for author profile and network analysis. After presenting the findings on the most
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productive sources sub-dimension according to Bradford's Law, the source-author connection was shown with the
Three-Field Plot. After the keyword analysis, content-based clustering analysis was performed and relevant articles
were grouped into 6 clusters. The main themes related to the field were thus revealed.

Paper ID 240

SURF: SEQUENTIAL UNDERSAMPLING-REFINEMENT FRAMEWORK FOR TWO-STAGE ANOMALY
DETECTION

Pranav Goda Narahari (PES University)*; Omkar Kulkarni (PES University); Anna Singh (PES University); Sathya Prasad (PES
University)

Machine learning serves as an important instrument in financial fraud detection but extreme class imbalance in credit
card datasets proves to be a significant obstacle for its effectiveness. Our framework - SURF incorporates two
sequential steps where ROA-GAN performs anomaly-based undersampling at its first stage followed by a 1D CNN
which carries out fraud classification. Using unsupervised learning SURF efficiently selects critical fraud patterns
eliminating the need for synthetic oversampling. This research investigates under-sampling effects on class separation
by utilizing PCA and UMAP and benchmarks against Random Under-sampling and NearMiss. The presented
methodology shows its ability to detect anomalies accurately through testing performed on several datasets including
the Kaggle European cardholders’ dataset alongside a banking dataset and the annthyroid dataset.

Paper ID 241

CLIP BASED MULTI LABEL CLASSIFICATION METHODS: A COMPARATIVE STUDY

Yagmur Aktas (VICOMTECH)*; Jorge Garcia Castano (VICOMTECH)

Categorizing darkweb image content is critical for identifying and averting potential threats. However, this remains a
challenge due to the nature of the data, which includes multiple co-existing domains and intra-class variations. While
many methods have been proposed to classify this image content, multi-label multi-class classification remains
underexplored. The complexity of darkweb imagery, combined with the need for efficient classification systems,
demands innovative approaches that can handle both the technical challenges and the sensitive nature of the content.
In this paper, we present a comparative study of few-shot multi-label classification methods using the multimodal
model CLIP. Our research addresses the growing need for robust classification systems that can effectively categorize
diverse and complex image content while maintaining high accuracy and computational efficiency. We particularly
focus on the challenges of handling multiple labels simultaneously and the scalability of these systems in real-world
applications. We analyze and compare four different approaches: CLIP+Label Empower Adapter, CLIP Sigmoid,
SIGLIP, and CLIP+ML-Decoder. Our study evaluates these methods based on their precision, recall, and ability to
handle increasing class numbers efficiently. Finally, our research contributes to the field by providing detailed insights
into the strengths and limitations of each method.

Paper ID 243

GAMING WITHOUT HARM: Al-DRIVEN CONTENT MODERATION TO IMPROVE SAFETY IN ROBLOX

Arda Varol (The Woodlands College Park High School)*; Larissa Coffee (The Woodlands College Park High School)

Adolescents extensively use social media and gaming platforms, which are prone to exposure to inappropriate content.
Despite existing chat moderation systems, such as Roblox’s hashtag-based filters, users bypass them using altered
expletive variations. This project proposes an enhanced Natural Language Processing (NLP) solution to improve
content moderation by detecting expletive words, and their near-identical variations. Utilizing datasets from Carnegie
Mellon University and GitHub, synthetic variations of expletives are generated using the Levenshtein Edit-Distance
algorithm. Then, Jaro similarity measure is employed to identify subtle linguistic modifications on expletive content.
The solution’s accuracy is tested against Roblox’s current filtering system, evaluating improvements in detecting
inappropriate content. While Roblox's chat moderation system had a success rate of 44.6% when detecting expletive
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content, the proposed solution (ChatGuard) achieved 82.5% accuracy. Overall, the findings result in enhancing online
safety and mitigate risks to adolescent users while balancing the need for effective moderation with freedom of
expression.

Paper ID 244

ADVANCING DEVSECOPS IN SMES: CHALLENGES AND BEST PRACTICES FOR SECURE CI/CD
PIPELINES

Jayaprakashreddy Cheenepalli (Dakota State University); John Hastings (Dakota State University)*; Khandaker Mamun Ahmed
(Dakota State University); Chad Fenner (Dakota State University)

This study evaluates the adoption of DevSecOps among small and medium-sized enterprises (SMESs), identifying key
challenges, best practices, and future trends. Through a mixed methods approach backed by the Technology Acceptance
Model (TAM) and Diffusion of Innovations (DOI) theory, we analyzed survey data from 405 SME professionals,
revealing that while 68% have implemented DevSecOps, adoption is hindered by technical complexity (41%), resource
constraints (35%), and cultural resistance (38%). Despite strong leadership prioritization of security (73%), automation
gaps persist, with only 12% of organizations conducting security scans per commit.

Our findings highlight a growing integration of security tools, particularly API security (63%) and software
composition analysis (62%), although container security adoption remains low (34%). Looking ahead, SMEs anticipate
artificial intelligence and machine learning to significantly influence DevSecOps, underscoring the need for proactive
adoption of Al-driven security enhancements. Based on our findings, this research proposes strategic best practices to
enhance CI/CD pipeline security including automation, leadership-driven security culture, and cross-team
collaboration.

Paper ID 245

EXTENT OF AN ATTACK IN AN ATTACK GRAPH: METHOD TO EVALUATE EVIDENCE SET

Mukesh Yadav (The University of Tulsa)*; Peter Hawrylak (The University of Tulsa)

Evaluating the impact of an attack in a system is essential for prioritizing response towards simultaneous threats. While
some attacks will impact lower-valued resources of the system, whereas other attacks have an impact on disrupting
critical components. A quantifiable metric for impact would serve as a valuable tool to prioritize attack scenarios based
on their potential damage. Our study proposes a structural approach to measure the severity of an attack by integrating
a vulnerability assessment framework that includes the Common Vulnerability Scoring System (CVSS) score, the
Exploit Prediction Scoring System (EPSS) score, along with economic factors.

Paper ID 246

CROSSSENTRY: A CROSS-LAYER APPROACH TO RANSOMWARE DETECTION IN IOT

Farhad Mofidi (University of Colorado)*; Sena Hounsinou (Metro State University); Gedare Bloom (University of Colorado)

The continuous growth of devices of the Internet of Things (1oT) has increased the risk of ransomware attacks.
Conventional detection techniques rely on more specific data sources, and isolated layers typically prove insufficient
in complex, resource-constrained environments like 10T systems. In this work, we present CrossSentry, a cross-layer
detection framework that employs metrics from perception, network, and middleware layers to enhance detection
accuracy and reduce false positives.

CrossSentry integrates a weighted ensemble of anomaly detection algorithms to tie up multiple indicators of file system
alterations, network traffic changes, and hardware performance counters into decision-making. The system uses
statistical techniques like Z-Score normalization with machine learning approaches (lsolation Forest, One-Class
Support Vector Machine, and Local Outlier Factor) to detect even slight ransomware-indicative behaviors. Central to

48



CrossSentry is the adaptive decision mechanism that accords layer-specific importance in real time; thus, ensuring
optimal performance even when computationally challenged.

Using knowledge across several layers of the 10T stack, CrossSentry not only addresses the fragmentation inherent in
existing detection methods but also lays a scalable foundation for future validation and practical deployment in diverse
l0T systems.

This paper examines the theoretical basis, architectural innovation, and empirical potential of CrossSentry, thus
providing an alternative to ransomware defense in an increasingly distributed dynamic loT environment.

Paper ID 247

LEVERAGING FEATURE ENGINEERING AND MACHINE LEARNING FOR INTERNET OF THINGS (10T)
CYBERATTACK DETECTION: A SCALABLE APPROACH

Arafat Asim (University of Tulsa)*; Peter J. Hawrylak (University of Tulsa)

Internet of Things (IoT) devices are a fast-growing market, but they also possess a great challenge in terms of
cybersecurity, and therefore need a strong intrusion detection system (IDS). We present a machine learning-based IDS
that improves attack classification through effective Feature Engineering and optimized Model Selection. Whereas
traditional methods rely on static and well-known features, our approach offers novel ones \textit{tcp. payload} and
\textit{tcp. options} to improve your detection of injection and vulnerability attacks.

Our results demonstrate that Random Forest outperforms the convolutional models while achieving the highest
accuracy of 99.07\% (6-class) and 98.53\% (15-class) in five models evaluated on the Edge-l1lo0Tset dataset. Using
SMOTE to handle class imbalance and incorporating network features related to behavior, the method is able to better
detect minority class general attacks.

Building upon that foundation, we utilized behavioral feature extraction, data balancing, and deep learning optimization
techniques that top centralized IDS models use to improve accuracy and resilience across our framework.

Paper ID 250

LEVERAGING FEATURE SELECTION AND DEEP LEARNING FOR ACCURATE MALWARE AND
RANSOMWARE DETECTION IN PE FILES

Rebecca Kipanga (Université de Moncton); Fadoua Khennou (Université de Moncton)*

Al-driven malware detection, particularly using machine learning (ML) and deep learning (DL), has shown promise in
the field of malware detecion. While many studies focus on portable executable (PE) file features, fewer explore
ransomware detection using PE headers with deep learning. Additionally, limited research examines how feature
selection impacts machine learning performance, which is crucial for optimizing detection accuracy.

This paper investigates feature selection strategies to improve malware detection while minimizing feature count. We
analyzed different dataset segments’ impact on ML algorithms, refining a strategy to determine the optimal dataset
proportion for training. We applied Principal Component Analysis, Mutual Information, and Chi-square feature
selection techniques on two datasets: (1) 2,157 ransomware PE-header samples with 1,028 features and (2) 29,807
Windows malware samples with 54 features. Seven ML models were tested alongside deep learning models. For
ransomware detection, the LSTM model achieved an accuracy of 99.7%. In the Malware dataset, an accuracy of 99.9%
was obtained across all evaluation metrics using only 10 features selected with the Chi-square method when applied
with NB, LR, ET, and SVM. Comparable results were achieved using mutual information in conjunction with RF and
LR. For deep learning, the LSTM model attained an accuracy of 98.9%. In the Ransomware dataset, an accuracy of
99.9% was achieved using RF and ET with Chi-square on 500 selected features out of 1,027. PCA combined with LR
resulted in an accuracy of 99.4%. These results emphasize the effectiveness of feature selection in enhancing both the
accuracy and efficiency of malware and ransomware detection.
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Paper ID 252
STEALTH EYE: BEHAVIORAL ANALYSIS FOR FILELESS MALWARE DETECTION

Harinsu Bandara (Student)*; Navodya Ayeshani (Student); Suchira Theun (Student); Madhushika Prabhashani (Student); Kavinga
Yapa Abeywardena (SLIIT)

Fileless malware is a significant cybersecurity threat as it is entirely present in system memory and evades traditional
signature-based detection methods. This paper introduces STEALTH EYE, an endpoint behavioral analysis framework
for detecting fileless malware, such as ransomware, spyware, trojans, and RedLine Stealer, in real time. The framework
utilizes an endpoint agent that monitors system activity in real time and captures snapshots of behavior every 60 seconds
for real- time threat analysis. These captures track memory injections, DLL loading and execution, file and handle
operations, service activity, process and thread behavior, registry modifications, network communications,
cryptographic function usage, keystroke logging, and clipboard access. The data that is collected is analyzed through
supervised machine learning mechanisms to detect patterns that indicate fileless malware activity. In contrast to
traditional post-infection forensic approaches, STEALTH EYE provides real-time monitoring, notification, and active
response with enhanced cybersecurity resilience against the widespread fileless attacks.

Keywords— Fileless malware, behavioral analysis, endpoint agent, real-time detection, supervised learning,
ransomware, spyware, trojan, RedLine Stealer.

Paper ID 254

A DUAL-BRANCH CNN AND METADATA ANALYSIS APPROACH FOR ROBUST IMAGE TAMPERING
DETECTION

Asmath Zakey (Sri Lanka Institute of Information Technology)*; Dinura Bawantha (Sri Lanka Institute of Information
Technology); Dinuth Shehara (Sri Lanka Institute of Information Technology); Nethmi Hasara (Sri Lanka Institute of Information
Technology); Kavinga Abeywardena ( Sri Lanka Institute of Information Technology); Harinda Fernando (Sri Lanka Institute of
Information Technology)

Image tampering has become a widespread issue due to the availability of advanced tools such as Photoshop, GIMP,
and Al-powered technologies like Generative Adversarial Networks (GANSs). These advancements have made it easier
to create deceptive images, undermining their reliability and fueling misinformation. To address this growing problem,
we propose a hybrid approach for image forgery detection, combining deep learning with traditional forensic
techniques. Our study integrates a dual-branch Convolutional Neural Network (CNN) with handcrafted features derived
from Error Level Analysis (ELA), noise residuals from the Spatial Rich Model, and metadata analysis to enhance
detection capabilities. Metadata analysis plays a crucial role in identifying inconsistencies in image properties such as
timestamps, geotags, and camera details, which often accompany tampered images. The CASIA dataset, a publicly
available benchmark for tampered images, was used to train and evaluate the proposed model. After 30 epochs of
training, the hybrid method achieved an accuracy of 95%, demonstrating its effectiveness in distinguishing between
authentic and tampered images. This research highlights the advantages of combining deep learning models with
traditional feature extraction methods and metadata analysis, offering a robust solution for detecting manipulated
images. Our findings contribute to advancing image forensics by improving detection accuracy, even in cases involving
sophisticated tampering methods driven by Al

Paper ID 256

A BEHAVIORAL ANALYSIS OF RANSOMWARE IN ACTIVE DIRECTORY: A CASE STUDY OF
BLACKMATTER, CONTI, LOCKBIT, AND MIDNIGHT,

Prajna Bhandary (University of Maryland Baltimore County)*; Charles Nicholas (University of Maryland Baltimore County)

Ransomware continues to be a pervasive cyber-security threat, particularly in enterprise environments that leverage
Active Directory (AD) for centralized management. This study focuses on analyzing ransomware behavior by ex-
amining Windows Event Logs generated during attacks from four prominent ransomware families: “BlackMatter,”
“Conti,” “LockBit,” and “Midnight”1 We conducted experiments on 20 ransomware samples (5 per family) within a
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controlled Proxmox-based virtual AD environment to simulate realistic enterprise conditions. Our analysis applies n-
gram sequence modeling and behavioral feature extraction to uncover distinctive event patterns and attack paths. The
findings reveal consistent, family-specific behavioral sequences, such as repetitive service control and credential
validation events, that are indicative of ransomware activity. In addition to offering insight into the operational methods
of ransomware, we lay the groundwork for automated behavior-based"

Paper ID 261

ROMANCE SCAM VICTIMIZATION: A SURVEY-BASED EXAMINATION OF FINANCIAL, PSYCHOLOGICAL,
AND REPORTING FACTORS

LD Herrera (Dakota State University)*

Romance scams are a growing type of cybercrime in which perpetrators develop and exploit fraudulent romantic
relationships with victims to obtain financial resources. These schemes cause substantial economic and psychological
damage, yet they are significantly underreported. Official 2022 reports indicate only $1.3 billion lost to romance scams
in the US, but the true financial toll is likely much higher.

Using survey data from 366 victims, this study examines the financial and psychological toll of romance scams,
reporting patterns, obstacles to seeking help, and victims' perceptions of received help. Most of the victims (60.9%) did
not seek help from any source, either formal institutions or personal contacts. A Chi-Square test (chi-square(1, N =
366) = 13.94, p < 0.001) confirmed that victims who depend exclusively on informal support were significantly less
likely to engage formal reporting mechanisms. In addition, greater financial losses appeared to be linked to higher rates
of suicidal ideation.

The findings suggest that the increased performance and perceived helpfulness of formal institutions may increase their
use, provide more accurate reporting, and lead to better outcomes. Further research should evaluate how improvements,
including a centralized victim assistance organization, can improve victim outcomes and mitigate financial and
psychological consequences.

Paper ID 262

DEBATE-DRIVEN MULTI-AGENT LLMS FOR PHISHING EMAIL DETECTION

Ngoc Tuong Vy Nguyen (Earlham College); Felix D Childress (Earlham College); Yunting Yin (Earlham College)*

Phishing attacks remain a critical cybersecurity threat. Attackers constantly refine their methods, making phishing
emails harder to detect. Traditional detection methods, including rule-based systems and supervised machine learning
models, either rely on predefined patterns like blacklists, which can be bypassed with slight modifications, or require
large datasets for training and still can generate false positives and false negatives. In this work, we propose a multi-
agent large language model (LLM) prompting technique that simulates debates among agents to detect whether the
content presented on an email is phishing. Our approach uses two LLM agents to present arguments for or against the
classification task, with a judge agent adjudicating the final verdict based on the quality of reasoning provided. This
debate mechanism enables the models to critically analyze contextual cue and deceptive patterns in text, which leads
to improved classification accuracy. The proposed framework is evaluated on multiple phishing email datasets and
demonstrate that mixed-agent configurations consistently outperform homogeneous configurations. Results also show
that the debate structure itself is sufficient to yield accurate decisions without extra prompting strategies.
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Paper ID 263

AUTOMATED STATIC ANALYSIS OF LINUX ELF MALWARE: FRAMEWORK AND APPLICATION

Jayanthi Ramamoorthy (Sam Houston State University)*; Narasimha K Shashidhar (Sam Houston State University); Cihan Varol
(Sam Houston State University)

The rapid evolution of Linux malware, driven by an increased use of Linux in critical infrastructure, 10T, and cloud
environments, underscores the need for scalable static analysis techniques for malware characterization and detection.
This study presents an architecture-agnostic framework for static analysis, covering the entire pipeline from raw ELF
binaries to machine learning-based focused studies.

To facilitate large-scale ELF malware analysis, this study introduces elfradar, a static analysis feature extraction tool
that leverages open-source binary analysis frameworks such as Radare2 and LIEF. In addition to extracting ELF
metadata and features pertinent to malware analysis, elfradar extracts the Intermediate Representation (IR) of opcodes,
enabling architecture-independent analysis for tasks such as opcode aggregated entropy-based assessments, and cross-
architecture feature extraction.

To demonstrate the effectiveness of the proposed framework, a dataset comprising approximately 20,000 ELF malware
binaries from VirusShare was processed using elfradar. As a case study, outlier analysis was conducted on this dataset
to identify potential indicators of obfuscation and packed samples. The efficacy of the proposed framework and static
analysis feature extraction tool has been demonstrated in other studies as well, including Linux 10T malware variant
classification, opcode entropy-based malware detection, and other applications focusing on static malware analysis."

Paper ID 264

To SEE OR NOT TO SEE: A PRIVACY THREAT MODEL FOR DIGITAL FORENSICS IN CRIME
INVESTIGATION

Mario Raciti (IMT School for Advanced Studies Lucca)*; Simone Di Mauro (Universita degli Studi di Catania); Dimitri Van
Landuyt (KU Leuven); Giampaolo Bella (Universita degli Studi di Catania)

Digital forensics is a cornerstone of modern crime investigations, yet it raises significant privacy concerns due to the
collection, processing, and storage of digital evidence. Despite that, privacy threats in digital forensics crime
investigations often remain underexplored, thereby leading to potential gaps in forensic practices and regulatory
compliance, which may then escalate into harming the freedoms of natural persons.

With this clear motivation, the present paper applies the SPADA methodology for threat modelling with the goal of
incorporating privacy-oriented threat modelling in digital forensics.

As a result, we identify a total of 298 privacy threats that may affect digital forensics processes through crime
investigations. Furthermore, we demonstrate an unexplored feature on how SPADA assists in handling domain-
dependency during threat elicitation. This yields a second list of privacy threats that are universally applicable to any
domain. We then present a comprehensive and systematic privacy threat model for digital forensics in crime
investigation.

Moreover, we discuss some of the challenges about validating privacy threats in this domain, particularly given the
variability of legal frameworks across jurisdictions.

We ultimately propose our privacy threat model as a tool for ensuring ethical and legally compliant investigative
practices.
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Paper ID 265

MALWARE DETECTION IN PDF AND PE FILES USING MACHINE LEARNING AND FEATURE SELECTION

Rosemary Uwem Usoroh (National College of Ireland); loana Ghergulescu (Adaptemy); Arghir-Nicolae Moldovan (National
College of Ireland)*

Malware detection is a crucial task in the cyber security field. Due to the dynamic nature of malware and the presence
of new variants, the digital world must be protected from malware threats by the detection of malware using machine
learning algorithms. Malware detection can be done in different file formats and files are the fundamental tools used to
run software. This paper contributes to the body of research by investigating the use of machine learning algorithms in
the detection of malware in Portable Executable (PE) and Portable Document Format (PDF) files. Different machine
learning (ML) algorithms were used. The results from the experiments showed that RF achieved the highest accuracy.
This research can be used for future work in malware detection and mitigation.

Paper ID 266

BRIDGING GAPS IN UNDERSTANDING COLLEGE GRADUATION RATES

George Thompson Tennessee at Chattanooga; Serkan Varol Tennessee at Chattanooga; Derya Ucuz (Hamilton County Schools
Chattanooga); Zachary Ridder (University of Tennessee at Chattanooga)*

As educational attainment increasingly becomes a prerequisite for economic mobility and societal advancement,
understanding the factors influencing college graduation rates is important. The complexity of this issue is highlighted
by disparities in completion rates across demographic groups and institutional types. While existing literature offers
valuable insights into graduation rate predictors, there remains a gap in comprehensive predictive models that
incorporate gender dynamics, acceptance rates, student ethnicity, and the prevalence of distance learning. To alleviate
this disparity, data from The National Center for Education Statistics was used to predict whether 4-year public colleges
in the US have a graduation rate exceeding 50%. Key factors were hypothesized based on current literature and were
used as the dependent variables in the predictive model. Among these variables, after running the predictive model,
gender and number of instructional staff, along with acceptance rate were crucial in the prediction of graduation rates.

Paper ID 278

TRIGGER LABS: ADVANCING MALWARE DETECTION THROUGH REALISTIC SCENARIO SIMULATION

Elon Salfati (University of Derby)*; Harry Yu (University of Derby)

The rise of sophisticated malware such as Stuxnet has highlighted the limitations of traditional sandboxing techniques
in malware detection. This paper introduces the concept of trigger labs, an innovative approach that involves connecting
a device or software to a testing environment designed to create scenarios that trigger hidden malware to activate. By
simulating specific conditions, trigger labs can detect and capture malware that would otherwise remain dormant. This
paper reviews past methods, explaining their differences from trigger labs, and highlights the unique value of trigger
labs in modern malware detection. We present the limitations of static and dynamic sandboxing, examining their
vulnerability to evasion techniques employed by advanced malware. We then present the architecture of trigger labs,
emphasizing the importance of realistic scenario simulation in uncovering hidden threats. Additionally, we discuss
limitations and challenges associated with implementing trigger labs. Our key contributions include a detailed analysis
of traditional malware detection methods, the novel design and implementation of the trigger labs framework, and an
empirical evaluation demonstrating its effectiveness in activating dormant malware. Through this comprehensive
examination, we aim to demonstrate how trigger labs can significantly advance the field of malware detection,
providing a robust defense against increasingly sophisticated cyber threats.
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Paper ID 282
BLOCKCHAIN-BASED CUSTODY EVIDENCE MANAGEMENT SYSTEM FOR HEALTHCARE FORENSICS

Lakshan Sasanka (SLIIT)*; Dhanuka Lakshan (SLIIT | Sri Lanka Institute of Information Technology); Anuradha Jayakody (SLIIT
| Sri Lanka Institute of Information Technology); Amila Senarathne (SLIIT | Sri Lanka Institute of Information Technology); Shalini
Athukorala (SLIIT | Sri Lanka Institute of Information Technology); Dilshara Sandeepani (SLIIT | Sri Lanka Institute of
Information Technology)

As digital evidence increasingly growing in significance in healthcare forensics, safeguarding sensitive medical data’s
confidentiality, integrity, and limited access remains to be an important issue. Existing forensic evidence management
systems are subject to data breaches and illegal access since they frequently lack significant privacy-preserving
measures. In order to overcome such challenges, this research suggests a Blockchain-Based Custody Evidence
Management System for Healthcare Forensics, which combines blockchain technology, machine learning, and
encryption methods to improve security, privacy, and accessibility. To ensure accurate and efficient gathering of
information, machine learning algorithms are used to extract handwritten and printed text from medical photographs.
AES encryption ensures safe storage, while Fully Homomorphic Encryption (FHE) is used for dynamic access level
control to protect gathered evidence. Identity verification is made possible via a web-based authentication system that
uses Zero-Knowledge Proofs (ZKP) to protect privacy by preventing the disclosure of personal data. By preventing
unintended modifications, blockchain technology is used to preserve the custody chain’s integrity. Furthermore,
machine learning-driven PII detection and masking methods balance the requirement for forensic investigation with
privacy compliance by controlling data accessibility according to access entitlements. Based on permitted access levels,
the system makes it possible to share safe evidence with law enforcement agencies, such as courts, the police, and other
forensic groups. Using blockchain to guarantee data immutability, cryptographic security to restrict access, and
artificial intelligence (Al) to safeguard data, this approach enhances the privacy, security, and dependability of handling
forensic evidence in medical investigations.

Paper ID 283

HUMAN-IN-THE-LOOP: LEGAL KNOWLEDGE FORMALIZATION IN ATTEMPTO CONTROLLED ENGLISH

Grazia Garzo (University of Siena); Alessandro Palumbo (CentraleSupeléc)*

Automating legal knowledge through computational languages raises numerous challenges, particularly in translating
complex normative texts into formalized representations that are semantically faithful and computationally valid. One
of the main issues concerns the mediation between the ambiguity of natural legal language and the syntactic constraints
imposed by controlled languages.

This work proposes a human-in-the-loop methodology for formalizing normative texts in the controlled language
Attempto Controlled English (ACE), centered on the interaction between legal experts and computational constraints.
Specifically, key legal provisions and fundamental case-law principles were translated into ACE.

The results show that even seemingly simple legal clauses require a non-trivial decomposition, abstraction, and
adaptation process. Recurrent linguistic patterns (modal, temporal, conditional) and reusable translation strategies were
also identified.

Paper ID 286

STROKE PREDICTION ON HEALTHCARE DATA USING SMOTE AND EXPLAINABLE MACHINE
LEARNING

Md Zakir Hossain Zamil (Western Illinois University)*; Md Raisul Islam (Western Illinois University); Sajeeb Debnat (Western

Ilinois University); Md Tuhin Mia (International American University); Md Anisur Rahman (Western Illinois University);
Arindom Kisor Biswas (University of the Cumberlands)

The early detection and prevention of stroke stands as a vital healthcare priority because this condition leads to major
disabilities and deaths worldwide. The research introduces an efficient machine learning system which predicts stroke
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risk through analysis of clinical and demographic information. The dataset contained an extreme class imbalance
because strokes occurred in only 4.87% of patients. The Synthetic Minority Oversampling Technique (SMOTE) was
used to balance the dataset until it reached a 50%-50% distribution. The research compared four machine learning
algorithms through implementation: Logistic Regression, Random Forest, XGBoost and CatBoost. The CatBoost
classifier produced the best results among all models with an accuracy rate of 95.58% and precision rate of 96.82% and
recall rate of 94.23% and F1-score of 95.51%. The study employed explainable machine learning approaches to reveal
how the model made decisions which improved both interpretation and clinical decision support. The proposed model
demonstrates better performance than baseline methods and shows potential to assist clinicians with stroke risk
assessment.

Paper ID 291

PROJECT HYPERADAPT: AN AGENT-BASED INTELLIGENT SANDBOX DESIGN TO DECEIVE AND
ANALYZE SOPHISTICATED MALWARE

WMMSDS Perera (Sri Lanka Institute of Information Technology )*; MASSA Dias (Sri Lanka Institute of Information
Technology)

Malware increasingly employs sophisticated evasion techniques to bypass sandbox-based analysis, rendering
traditional detection methods ineffective. This research presents Project HyperAdapt: Agent-Based Intelligent
Sandbox, a framework that integrates both offensive and defensive machine learning models to enhance malware
detection, deception, and behavioral analysis. The offensive RL model generates evasive malware samples, challenging
the sandbox, while the defensive models including hybrid evasion detection, GAN-based behavior simulation, and a
dynamically adapting RL agent work collectively to improve sandbox resilience. By continuously learning from
evasive malware behavior, the defensive RL agent adapts in real-time, strengthening detection capabilities.
Experimental results demonstrate that this approach enhances sandbox effectiveness, ensuring long-term adaptability
against evolving malware threats.

Paper ID 292

A DEEP LEARNING APPROACH FOR RAPID AND COST-EFFECTIVE DETECTION OF PESTICIDE RESIDUES
IN AGRICULTURAL PRODUCTS

Ahmet Saatg (Firat University)*; Ergin Taskan (Firat University); Mehmet Sahin (Firat University)

Detecting pesticide residues in agricultural products is critical for ensuring food safety and promoting environmental
sustainability. This study proposes a deep learning-based image processing approach for the rapid and cost-effective
detection of pesticide residues. For this purpose, images of grape samples were used to classify fluxapyroxad residues
into three classes 'low', 'medium’, and 'high'. In the image pre-processing stage, the automatic ROI (Region of Interest)
extraction method was applied to better capture pesticide-induced visual anomalies. ResNet50 and EfficientNetB3
architectures were used in the model training process and their performance was compared. The ResNet50 model
showed the best performance with an overall accuracy of 83.17%, while the EfficientNetB3 model achieved a recall of
85%, especially for samples with high pesticide concentrations. The results show that deep learning-based models can
provide faster and more economical pesticide detection compared to traditional methods. In this context, it was assessed
that the proposed approach can be integrated into agricultural quality control processes.

Paper ID 294

FROM TIKTOK TO REDNOTE: A COMPREHENSIVE MOBILE FORENSIC AND SECURITY ANALYSIS ON
ANDROID

Xiao Hu (Purdue University); Mingyang Xie (Purdue University); Akif Ozer (Purdue University); Umit Karabiyik (Purdue
University)*
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RedNote, known in China as Xiaohongshu, has gained substantial traction in the US market following TikTok’s recent
restrictions. To address the forensics gap of this app, this paper presents a comprehensive forensic analysis of the latest
RedNote version on an Android device. The study involves populating a Google Pixel 5a with typical user data,
followed by the image acquisition and detailed examination using Magnet AXIOM, and validation with ALEAPP. In
parallel, a static analysis of the RedNote APK was conducted using the Mobile Security Framework (MobSF) to
identify potentially risky permissions, cryptographic weaknesses, and insecure configurations. Our research identifies
and analyzes various types of user data, including account information, interaction records, content browsing and
posting. We also delve into the app’s folder structure and data storage paths, highlighting the forensic value of this
recently popular application, which poses unique challenges due to its non-international development and singular APK
release across regions.

Paper ID 295

MALWARE EXPLOITATION AND VULNERABILITY ASSESSMENT OF CVE-2024-38063 IN WINDOWS 10
AND 11 IN ACADEMIC NETWORKS CYBERSECURITY.

Hala Strohmier (University of South Carolina)*; Nicholas Maroney (University of South Carolina Aiken); Jonathan Galbraith
(University of South Carolina Aiken); Bryce Sullivan (University of South Carolina Aiken)

This research investigates the vulnerability CVE-2024-38063 in Windows 10 and Windows 11 through detailed
experimentation and risk assessment, focusing specifically on the cybersecurity implications for academic network
environments. Using a controlled laboratory setup, the study systematically recreated and modified a Proof of Concept
(PoC) exploit targeting vulnerabilities in IPv6 fragmentation and HTTP application layers. The testing involved
iterative deployments of fragmentation attacks—including overlapping fragments, offset overflow, and reassembly
queue flooding—and HTTP service fuzzing, employing tools such as Wireshark and Boofuzz. While direct system
compromise was not achieved, the experiments identified significant operational stress, evident from critical CPU usage
spikes and poor input validation leading to internal server errors. Additionally, the passive handling of malformed IPv6
packets without explicit logging created critical visibility gaps, indicating potential vulnerabilities for stealthy denial-
of-service (DoS) attacks. A structured risk assessment based on the NIST Cybersecurity Framework (CSF) and NIST
SP 800-53 revealed residual risks even in patched systems, particularly where monitoring and defense mechanisms
were inadequate. This study underscores the critical importance of comprehensive cybersecurity measures, including
continuous vulnerability testing, advanced intrusion detection capabilities, rigorous input validation, and proactive
network defense strategies, to effectively mitigate emerging threats in academic settings.

Paper ID 302

A SCIENTIFIC DISCOVERY IN VIRTUAL REALITY AND AUGMENTED REALITY ENRICHED WITH
ARTIFICIAL INTELLIGENCE

Murat Karabatak (Firat University)*; Seving Ay (Firat University); Songiil Karabatak (Firat University)

Artificial Intelligence (Al) powered Virtual Reality (VR) and Augmented Reality (AR) technologies enrich the user
experience by providing innovative solutions in a wide range of fields such as education, healthcare, gaming,
architecture and tourism. While VR provides users with an interactive experience in a fully digital universe, AR uses
physical and virtual elements simultaneously by overlaying digital objects or information on the real world. Artificial
intelligence algorithms make it possible for these environments to become more realistic, dynamic and personalized.
In this bibliometric analysis study, scientific publications in the fields of artificial intelligence (Al)-assisted virtual
reality (VR) and augmented reality (AR) were comprehensively analyzed. By revealing the citation densities, author
profile analysis, and cross-country collaboration networks of 476 articles obtained from the Web of Science (WoS)
database, the study demonstrated that the topic is a rapidly growing area in the academic literature that encourages
interdisciplinary collaborations. VOSwiever (version 1.6.20), R studio (2024.12.1) Bibliometrix package and Gephi
(0.10.1) were used for bibliometric analysis.
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Paper ID 303

COVID INFODEMIC ADVISOR (CIA): AN ONLINE RECOMMENDER FOR CONTENT CONSUMERS &
PROVIDERS

Ankur Chattopadhyay (Northern Kentucky University)*; Chase Maschinot (Northern Kentucky University); Seth Adjei (Northern
Kentucky University)

COVID related health misinformation remains a priority research area (as declared by the US Surgeon General), and
there is a clear need from the content consumer side to validate COVID health contents and alert online users about
unreliable data. On the other hand, there is also a need from the content provider side to vet the posted online COVID
health info claims, and to have the shared online contents accredited in terms of reliability for earning user trust and
for building credibility. Existing literature shows that there have been research & development initiatives for supporting
online health content consumers with misinformation identification. However, to our knowledge, none of these
previous works have explored the need for serving content providers by having an avenue for them to get their COVID
health contents certified in order to boost user credibility. In this paper, we present COVID Infodemic Advisor (CIA),
a unique online recommender tool-based model, that can vet online COVID health information to serve both content
consumers and content providers, as a content validator, which leads to evidence of verification for establishing
trustworthiness. We also discuss how we have implemented our CIA model as a nifty automated content reviewer
driven web extension and show how it can work as an online recommender for content consumers, as well as a trust
badge utility for serving content providers. To our knowledge, this work is a first-of-its-kind initiative to create an
online tool, that is intended to build content provider credentials as a trust badge, in addition to benefiting content
consumers as an online advisor.

Paper ID 305

MUFFINS VS. CHIHUAHUAS REVISITED: EXPLORING ZERO-SHOT AND FEW-SHOT CLIP-BASED
METHODS FOR SIMILAR OBJECT CLASSIFICATION

Gordey Danilochkin (Trinity University); Fedir Ensary (Trinity University); Eva Tuba (Trinity University)*

Similar object classification represents an important problem in computer vision. While models based on convolutional
neural networks (CNN) historically struggled to distinguish visually similar objects, advancements in Vision
Transformers (ViT) and more recently in vision-language models like OpenAI’s CLIP have reinvigorated interest in
zero-shot and few-shot learning approaches. We explore methods that combine CLIP’s zero-shot classification
capabilities with a few-shot embedding comparison strategy. By balancing these two paradigms, we achieve near-
perfect accuracy for the muffins vs. chihuahuas problem. We further validate our approach on additional tasks, such as
differentiating cats from dogs, achieving 99.35% accuracy. Our results illustrate that the synergy of zero-shot and few-
shot paradigms is highly effective in tackling similar object image classification challenges without specialized training.

Paper ID 307

DEEP LEARNING MODELS FOR MALWARE FAMILY DETECTION

Jenna Snead (College of Charleston); Krishnendu Ghosh (College of Charleston)*

Malware attacks have been rising and the challenge in detection and mitigation have fallen short to counter the threats.
The advances in artificial intelligence have not yielded in early detection of malware and its variants. Malware detection
becomes critical. Our work leverages on the biology-inspired analysis of malware trace sequences and clustering based
on similarity computation of malware traces. The malware traces extracted from the community detection algorithms
are assumed to represent malware families precisely. The extracted traces are used in the deep learning framework for
prediction of malware families. In this work, deep learning models are evaluated and experimental results are presented.
The results elucidate the deep learning framework for malware family detection.
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Paper ID 313

ALMIQANAAS T — A CRIME SCENE EVIDENCE DETECTOR

Thangavel Murugan (United Arab Emirates University)*; Fotoon Khalifah Abdullah (United Arab Emirates University); Ghalya
Salem Almehrzi (United Arab Emirates University); Eiman Mohamed Alsereidi (United Arab Emirates University); Aisha
Aldahmani (United Arab Emirates University); Eiman Mubarak Alahbabi (United Arab Emirates University); Nasurudeen Ahamed
N (United Arab Emirates University)

Crime Scene Evidence Analysis is a vital aspect of forensic science that focuses on thoroughly investigating crime
scenes. This process involves collecting and examining physical evidence, such as blood stains, footprints, and weapons
like knives and guns. However, existing best practices in this field face significant challenges, including slow
procedures, the potential for human error, and time constraints that can delay justice and lead to incorrect outcomes.
To address these issues, the research has conceptually designed an Al-based system called “Almiganaas T.” This system
automates the identification, gathering, and processing of evidence, aiming to enhance the efficiency of forensic
examinations through improved image recognition and machine/deep learning techniques. The implementation of this
system includes a camera integrated with Al capabilities that can recognize various types of evidence and generate
reports for investigators. The YOLO (You Only Look Once) model, combined with a Tello Drone, facilitates real-time
object detection, allowing for comprehensive coverage of the crime scene. Our findings indicate that the proposed
system completes evidence analysis more quickly and improves reliability and accuracy.

Paper ID 315

THERMOGRAPHIC DETECTION OF TOOL WEAR: A REVIEW ON DEEP LEARNING-BASED APPROACHES

Biisra Tan Saatg1 (Firat University)*; Mustafa Ulas ( Firat University); Turan Giirgeng (Firat University)

In machining processes, cutting tool wear is a critical problem affecting key performance parameters such as surface
quality, production time, and cost. High temperatures cause deformation and wear in the tool material and shorten tool
life. This reduces production efficiency and negatively affects the sustainability of quality-oriented goals such as zero-
defect manufacturing. In this review study, the current literature on the prediction of cutting tool wear in machining
processes using thermal imaging and deep learning techniques is analyzed. With advancing manufacturing
technologies, unattended machining capability and the proliferation of approaches such as Zero Defect Manufacturing
(ZDM), real-time and accurate monitoring of cutting tool conditions is a strategic requirement for production efficiency
and quality control. In this context, the possibilities offered by indirect wear detection methods based on temperature
data and the applications of deep learning-based models in this field are evaluated. Significant success has been
achieved in tool life prediction by processing temperature maps obtained with thermal cameras, thermocouples, and
infrared (IR) imaging systems using algorithms such as CNN and ANN. The methods in the literature are discussed
comparatively and their advantages and limitations are discussed. This paper systematically reviews the existing
approaches in the literature for tool wear monitoring using temperature-based methods and provides a comprehensive
review for future research in this area.

Paper ID 320

ACADEMIC FRAUD DETECTION IN ONLINE EXAMS WITH DNN’S MULTILAYER MODEL

Bahaddin ERDEM (Bitlis Eren University)*; Murat Karabatak (Firat University)

This study aims to reveal the best deep learning models that are improved and optimized by predicting undesirable
behavior patterns using a dataset consisting of artificial and real exam data of students taking online distance education
courses in an online environment through the distance education system. The online exam data of 129 students was
analyzed by the researchers in two different scenarios to reveal the best model prediction performance in regression
and classification. The model we proposed was determined as a four-layer DNN with 80.4% test performance in
detecting students who “cheated” from undesirable behavior patterns, which was performed with K-10, K-5 and K-3
cross-validation. The results prove that students' online distance education exam data can be easily applied to the DNN
model. The proposed models can provide educational institutions with a roadmap and prediction in evaluating online
exam practices and ensuring academic integrity.
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